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1 Introduction

1.1 Background

Cross enterprise document sharing is a new form of collaboration between health
professionals and between health professionals and citizens in Norway. Cross enterprise
document sharing in the Norwegian healthcare sector enables the transfer of knowledge
between health professionals working in different health organizations. Document sharing
facilitates a more efficient interaction throughout the patient process.

The main objectives of document sharing are:

« Facilitate that health professionals can make necessary access to referrals, discharge
summaries and other types of reports stored in other healthcare organizations to
achieve more effective health care decisions and reduce errors.

¢ Reduce the administrative burden and costs of today's collection and delivery of
health information.

e Increase the overview of available health information across enterprises.

e Enable access to patients to their medical records throughout Norway.

To implement document sharing in the Norwegian health care, interoperability between each
actor is mandatory. The goal of this document is to achieve a common understanding of how
document sharing must be implemented to achieve 100% interoperability between each
party. The target audience of this document is technical professionals implementing solutions
for document sharing.

1.2 About this document

This document describes the Norwegian usage of the IHE integration profiles based on XDS,
XCA and XUA provided in Volumes 1 through 3 of the IHE IT Infrastructure Technical
Framework(see chapter 01.4) in a national context. In addition, this document describes
extensions and restrictions to actors and transactions in the profiles. The national extensions
and restrictions are included to effectively support document sharing in healthcare in Norway.

This document is not an introduction to XDS or XCA, and it is assumed that the reader is
familiar with XDS and XCA. The document will only focus on requirements from the IHE
profiles which are relevant for national use in Norway. For an introduction to document
sharing architecture, please read the provided "Reference architecture for document sharing"
and "Target architecture for national document sharing" (see URL links in chapter 1.4, NB: in
Norwegian).

Although the title of the document includes the term "implementation guide”, this is not a
description on how each actor implement their solutions. This document focuses on how to
achieve interoperability between actors to obtain national document sharing by
operationalization of the international standards IHE XDS, XCA, XUA and ATNA.

1.3 Glossary

Key terms used in this document are described in the table below.



Term Description

EHR Electronic Health Record
Helsenorge Public website for citizens and patients in Norway
Kjernejournal A national solution for a patient's summary Care Record which is a

collection of the patient's health records. Health professionals are
users of this solution. Especially used when in need of urgent
medical access. This solution will also be used for national cross
enterprise document sharing.

HelselD HealthID is a joint login solution for the healthcare sector in Norway.
It facilitates one-time access for health professionals with only one
electronic ID (e-ID) throughout the health service, and to facilitate the
sharing of data and documents by the healthcare sector.

XACML eXtensible Access Markup Language
OASIS Advancing open standards for the information society
IHE Integrating the Healthcare Enterprise. IHE is an initiative by

healthcare professionals and industry to improve the way computer
systems in healthcare share information.

ATNA Audit Trail and Node Authentication

XUA Cross Enterprise User Assertion

XDS Cross Enterprise Document Sharing

XCA Cross Community Access

SAML Security Assertion Markup Language

ebRIM ebXML Registry Information Model v3.0, OASIS Standard 2005

This standard defines the types of metadata and content that can be
stored in an ebXML Registry.

1.4 Normative references

The national extensions and restrictions documented in this document shall be used in
conjunction with the definitions and requirements of integration profiles, actors and
transactions provided in Volumes 1 through 3 of the IHE IT Infrastructure Technical
Framework.

Normative references are listed in the Table 1:



Table 1 List of normative references

Specifications and
Content Specifications

Name version Reference

Volume 1 Revision 16.0 http://www.ihe.net/uploadedFiles/Docu
(ITI TF-1) Integration | July 12, 2019 ments/ITI/IHE 1Tl TE Voll.pdf
Profiles

Volume 2a Revision 16.0 https://www.ihe.net/uploadedFiles/Docu
(ITI TF-2a) July 12, 2019 ments/ITI/IHE ITI_TF Vol2a.pdf
Transactions Part A

Volume 2b Revision 16.0 https://www.ihe.net/uploadedFiles/Docu
(ITI TF-2b) July 12, 2019 ments/ITI/IHE _ITI TF Vol2b.pdf
Transactions Part B

Volume 2x Revision 16.0 https://www.ihe.net/uploadedFiles/Docu
(ITI TF-2x) Volume 2 | July 12, 2019 ments/ITI/IHE ITI TF Vol2x.pdf
Appendices

Volume 3 IHE ITI TF- | Revision 16.0 https://www.ihe.net/uploadedFiles/Docu
3 Cross-Transaction July 12, 2019 ments/ITI/IHE ITI_TF Vol3.pdf

IHE XDS metadata:
Norsk profil av IHE
XDS.b (Norwegian
profile IHE XDS.b
metadata)

HIS 1169:2016
Revision: 15.12.2018
(in Norwegian)

https://ehelse.no/standarder/ihe-xds-
metadata-norsk-profil-av-ihe-xds.b

Add RESTful ATNA
(Query and Feed)

Rev. 3.1 — Trial
Implementation

August 15, 2019

https://www.ihe.net/uploadedFiles/Docume
nts/ITI/IHE ITl Suppl RESTful-ATNA.pdf

Cross-Community
Patient Discovery
(XCPD)

Rev. 2.9 — Trial
Implementation, July
24,2018

https://www.ihe.net/uploadedFiles/Docume
nts/ITl/-
IHE ITI Suppl XCPD HDL Revoke Optio

n.pdf
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1.5 Non-normative references

Table 2 List of non-normative references

Name version Reference
Malarkitektur for HITR https://ehelse.no/standarder/ikke-
Nasjonal 1222:2019 standarder/malarkitektur-for-dokumentdeling
dokumentdeling (03/2019). (In
Norwegian)

(Target architecture:
national document

sharing)
Referansearkitektur HITR https://ehelse.no/standarder/ikke-
for dokumentdeling 1214:2018 standarder/referansearkitektur-for-
(12/2018) (in | dokumentdeling
(Ref_erence Norwegian)
architecture:
document sharing)
Cross-enterprise https://www.ihe.net/uploadedFiles/Documents/ITI/
Sharing of Scanned IHE ITI TF Vol3.pdf#nameddest=

Documents 5 2 Scanned Documents Content M



https://ehelse.no/standarder/ikke-standarder/malarkitektur-for-dokumentdeling
https://ehelse.no/standarder/ikke-standarder/malarkitektur-for-dokumentdeling
https://ehelse.no/standarder/ikke-standarder/referansearkitektur-for-dokumentdeling
https://ehelse.no/standarder/ikke-standarder/referansearkitektur-for-dokumentdeling
https://ehelse.no/standarder/ikke-standarder/referansearkitektur-for-dokumentdeling
https://www.ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_TF_Vol3.pdf#nameddest=5_2_Scanned_Documents_Content_M
https://www.ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_TF_Vol3.pdf#nameddest=5_2_Scanned_Documents_Content_M
https://www.ihe.net/uploadedFiles/Documents/ITI/IHE_ITI_TF_Vol3.pdf#nameddest=5_2_Scanned_Documents_Content_M

2 Architecture Cross Enterprise
Document Sharing

The Norwegian Directorate of eHealth (NDE) has published a target architecture for national
document sharing in the Norwegian healthcare sector (see link in chapter 01.4). The
architecture is based on the creation of several regional and local communities, in addition to
a national community. Each community must be connected through gateways supporting IHE
XCA transactions.

The described target architecture for documents sharing must be achieved through a
roadmap which includes several phases and projects. The roadmap is not yet in place and
this chapter describes the architecture for only the first phase of a future defined roadmap.

In this first phase we will only have two document consumers; Helsenorge.no, the citizen
health portal and Kjernejournal (Summary Care Record) for health professionals.

Process Description — Health Professionals accessing Documents

Patient
. Need for -
medical Consult Logs into Helsenorge.no
- treatment | ] health » and views the HP access m
' proffesional og
occurs
3
Health oo
proffessional in Opens the tab
Kjernejournal et o l:l D"H‘?a'lh Access the Search the list Opens a Health
e e Opens : > docu.ments and |- Document list —» (filtering/sorting/ [ record feads the
n . » lternng/sortin
" health and finds Kjernejournal N and logs the { ~ e/ i} e document and document
recoras patient’s adds search event paginering) logs the event
1] occurs EHR parameters -
HelselD _ Retrileve XUA
Choose login security token B
\ o ’ service (Get X-User
Assertion)
User _ D
g Authentication of
Aut:em':atlnn user ITI-18 ITI-43]
rovider
XCA/XDS v v
Search health Aggregates the Retrieve
records for given result from the document
patient health enterprises
Y C
ITI-38 D ITI-39
Health
enterprise ! Enterprises publish | s . — — —
= 1 health ds for | Fast Ke Logs search Logs
- - , health records for as Hsp HY HN om | >
—— 1 ; R mune for retrieval of
- — access via 1
- ' XDS/XCA documents document
“-m= Lo SRR

Figure 1 describes how cross enterprise document sharing in Norway for health
professionals through usage of Kjernejournal will be achieved in the first phase.
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Process Description — Health Professionals accessing Documents

Patient
- Need for -
medical Consult Logs into Helsenorge.no
_ treatment * health » and views the HP access m
' proffesional log
Y
Health
roffessional in togsinto Opens the tab
p
= 2 Need for EHR " Access the Opens a Health
Kjernejournal accessing system «Health Search the list
| Opens B »| documents» and - Documentt bst I (filtering/sorting/ |- record Reads the
o health and finds Kjernejournal and logs the e € document and document
records patient’s adds search avant logs the event
L1} occurs EHR parameters .
HelselD Retrieve XUA
Choose login security token B
- -
\ ’ service (Get X-User
Assertion)
User . D
N Authentication of
Authentvlcatlon — Ti-18 ITI-43
Provider
XCA/XDS v v
Search health Aggregates the Retrieve
records for given result from the docurment
patient health enterprises
Y C
ITI-38 D ITI-39
Health
enterprise ! Enterprises publish | . ¥ Logs
- ! health records for | un | BM Rem | Logs search vl | e
—— 1 ; [ N Emune for Hsg " retrieval of
] ' accesswvia ' g d t i document
= ] XDS/XCA ' ocuments

Figure 1 Process description of document sharing through usage of Kjernejournal (summary care
record) for health professionals.

Figure 2 shows the IHE defined roles and transactions relevant for the Norwegian cross

enterprise document sharing. An important clarification and refinement is that this document

is not a profiling of IHE XDS usage inside an IHE XDS affinity domain. This document only
focuses on IHE XDS usage in a national perspective, where IHE XCA is chosen to connect

communities together.
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=  Community A . = Community B .
: Document . . ITI-18 |  Document .
. Consumer . : 4|—> Register :
. ITI-18 . S ITI38 - : .
. Initiating = :» Responding .
: gateway |= = gateway :
. ITI-43 = ITI-39 = L» Document .
E TI-18 E . ITI-43 Repository :
. Document - : q :
: Register . : :
. Document ITI-43 . : .
: Repository B : . .
[ ] T u : :
: I : : [ ]
:IIIIIIIIIIIIIIIIIIIIIIIIIIIIII: ‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.

Figure 2 IHE ITI XDS

Table 3 Explanation o

and XCA transactions in use in this guide.

f Figure 2:

Transaction/Role

Description

Community

IHE defines community as a coupling of facilities/enterprises that have
agreed to work together using a common set of policies for the purpose
of sharing clinical information via an established mechanism.

A community has at least one unique home community ID. A community
can consist of a hierarchy of communities. Membership of a
facility/enterprise in one community does not preclude it from being a
member in another community.

Each community must comply to the Norwegian IHE XDS metadata
profile (see chapter 1.4).

A community must offer query (ITI-38) and retrieval of a patient's
documents (ITI-39) to other communities. A community could be an IHE
XDS Affinity domain as described in IHE XDS, but IHE XCA do not
require a community to be XDS compliant.

Document
Consumer

Query and retrieve documents on behalf of the initiating user. A
Document Consumer must use ITI-18 and ITI-43 against an Initiating
Gateway to query and retrieve a patient's documents across all existing
communities.

Initiating Gateway

Responsible for querying a patient's documents in all other communities.
Based on a received ITI-18 query, the Initiating Gateway calls every

12




Transaction/Role

Description

known Responding Gateways with ITI-38 and aggregates each result to
answer the ITI-18 query.

Responding
Gateway

A Responding gateway accepts only requests from other Initiating
gateways. It must accept ITI-38 queries and ITI-39 retrievals of
documents.

IHE XCA does not describe requirements on how the integration between
a Responding gateway and the community's Document register and
repositories is done. This guide requires that each responding gateway
use XDS transactions ITI-18 and ITI-43.

The IHE XCA specification allows a responding gateway to serve multiple
communities and a community can have multiple responding gateways.

Document
Register

A Document Register stores a community's document metadata. It must,
as a minimum, accept ITI-18 queries.

A Register must comply to the Norwegian IHE XDS metadata profile.

In an XCA context a Register is not required to have support for queries
for Submission Sets, Folders or Associations. The only required stored
queries are "FindDocuments" and "GetDocuments". This is further
elaborated in chapter 3.6.

Document
Repository

A Document Repository stores clinical documents and must support
retrieval of a patient's documents through the transaction ITI-43.

The document formats supported by the Repository must comply to the
allowed combination of Format code and Mime type described in chapter
3.4

ITI-18

Registry Stored Query. Roles that must support this transaction:
Document Consumer, Initiating Gateway, Responding Gateway and
Document Register.

ITI-43

Retrieve Document Set. Roles that must support this transaction:
Document Consumer, Initiating Gateway, Responding Gateway and
Document Repository.

ITI-38

Cross Gateway Query. Roles that must support this transaction: Initiating
Gateway and Responding Gateway

ITI-39

Cross Gateway Retrieve. Roles that must support this transaction:
Initiating Gateway and Responding Gateway

Figure 3 shows the architecture for the first phase of national document sharing in Norway. In
this phase the main goal is to connect the Regional Health authorities as communities. When
implemented, each community will be sharing its EHR documents with users in Kjernejournal

13




and Helsenorge. In a next phase the architecture could easily be extended to include other

communities and new document consumers.

National community

<<Document Consumer>>

i South-Eastern Norway Regional

iHealth Authority (HS@)
ITI-18| <<Document Register>>

1 1
1 1
1 1
i i !
i i !
. Helsenorge 1 ! EHR
1 1 1
1 1 1 T
1 1

ITI-18 . ITI-38 | . L
i National : i Responding !
1 i H i
1 gateway |5 i gateway <<Doc Repository>> 1
! ITI-43 i ] 1m-391 1 EHR !
i i ! ITI-43 i
| ITI-18 i i g I
1 1 H 1
1 1 g gy Sy e S U ——— 1
i <<Document Consumer>> i P e e -
! Kjernejournal ! iWestern Norway Regional Health
i IT1-43 H I Authority (HV)
e e e e o e e e e e e e e e e e e e H ITI-18| <<Document Register>>

1

1

1

1

1

:

EHR |
1

ITI-39! i
1

|

1

1

1

1

1 1

1 1

1 1

i (HM) i —» Responding

i <<Document ITI-18 ! ' atewa

H Register>> I : » J y m <<Doc Repository>>

1 1 1 EHR

i New EHR : ] ITI-43

| Responding | i b e e

i <<Doc L A D e i Y g

i Repository>> 9 y T iNorthe.rn Norway Regional Health i

i New EHR ITI-43 H 1 Authority (HN) i

i H H ITI-18| <<Document Register>> |

: || - ( EHR i

i H H 1

L o o e e ] 1 :
| Responding I
] gateway . H
T > <<Doc Repository>> H
i -, EHR |
! ITI-43 i
S |

Figure 3: First phase of national document sharing in Norway where the Regional Health authorities

are connected with Kjernejournal and Helsenorge

2.1 Communities

An IHE XCA architecture consists of different communities, and XCA describes how these
communities should be connected. Figure 3 shows an architecture with five communities,
each of the four national health regions and one national community. This architecture could
easily be expanded to other types of communities, if necessary.

IHE XCA specifies that each of these communities must have a unique homecommunity 1D.
Each Initiating gateway must have a list of all the communities with their respective
homecommunity IDs and their endpoints to IHE XCA transaction APIs.
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The Norwegian profile of IHE XDS metadata defines the use of OIDs for identifying
communities. The Norwegian Directorate of eHealth (NDE) governs an OID-base and can
issue an OID to a community. Each Norwegian health region also governs their own OID-
base and can choose to issue their own homecommunity ID.

The OID-base which NDE governs has the following OID structure for document sharing:

e 2.16.578.1.12.4.1.7 — Document sharing root governed by NDE
o 2.16.578.1.12.4.1.7.1 — Community base OIDs governed by NDE
= 2.16.578.1.12.4.1.7.1.1 — National community
= 2.16.578.1.12.4.1.7.1.x — other communities issued by NDE (none
issued yet)
o 2.16.578.1.12.4.1.7.2 — SAML Assertion metadata base OID

2.2 Master patient index

The concept of a master patient index (MPI) is a rather broad concept, yet it is most often
associated with the creation of a master patient identifier domain. In Norway, we use master
patient identifiers which is used nationwide. Therefore, we have at this stage not seen any
need to include usage of the IHE profiles: Patient Identifier Cross-referencing (P1X) and
Patient Demographics Query (IHE PDQ). These profiles exist also in HL7 FHIR based
versions (IHE PIXm and IHE PDQm).

For future needs, such as usage of patient identifiers from other EU countries or use of
temporary identifiers, it could become relevant to consider usage of these profiles. In
addition, it is relevant to consider these profiles for quality assurance of correct linking
between patient identifier and the patient itself.

2.3 Optimized queries

Use of IHE XCA requires an Initiating Gateway to always send document queries to every
existing responding gateway. South-Eastern Norway Regional Health Authority covers about
half the population in Norway. It is probably not effective to send all queries to all
communities. And since our document sharing architecture is not including a national master
patient index register, holding information on where to find patients' documents, other
measures to optimize queries must be evaluated.

A possible solution is to use the IHE standard Cross-Community Patient Discovery (IHE
XCPD). IHE XCPD supports the means to locate communities that hold patient relevant
health data across communities. The Cross Gateway Patient Discovery transaction ITI-56
supports the ability for Initiating Gateways to request a list of communities which may have
healthcare data about the identified patient.

Description of usage of IHE XCPD:

When an Initiating Gateway receives a document query (ITI-18) for a given patient, it
requests all Responding Gateways with an ITI-56 Patient Location Query. Each Responding
Gateway must work out whether they have any health data about the requested patient and
send a negative or positive response back to the Initiating Gateway. The Initiating Gateway
will make a list of communities responding positively, and then send an ITI-38 to these
communities.

When acquiring/implementing a Responding Gateway, communities should ensure that the
solution supports processing an ITI-56 Patient Location Query.
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3 Cross Enterprise Document Sharing
— XDS over XCA

This chapter describes extensions and restrictions to IHE XDS and XCA transactions for the
national usage of document sharing. In addition, it describes the content of audit message for
each actor and transaction (chapter 3.5)

3.1 General restrictions on IHE XDS profiles

To achieve national usage of document sharing the architecture is based on communities as
described in chapter 2.1. This is described in detail in the document describing the target
architecture (see chapter 1.4 for reference to this document). Each community must comply
to the IHE XCA profile. According to IHE XCA, each community is not required to be a
compliant XDS affinity domain. However, each community must be compliant to the
Norwegian profile of IHE XDS.b metadata, see chapter 1.4. In addition, each community
must support XCA transactions ITI-38 and ITI-39. To use these transactions, also ITI-18 and
ITI-43 must be profiled since ITI-38 and ITI-39 are based on these transactions. The national
focus is therefore on XDS usage over XCA to support national query and retrieval of a
patient's documents.

To achieve interoperability between all parties it is required that all systems support this
national profiling of IHE XCA and IHE XDS.

Since it is not required for an XCA community to be a compliant XDS affinity domain, not all
XDS requirements are required to be compliant to IHE XCA. For instance, in the XDS profile
support of Associations, folders and submission sets are required for Document Registers. In
XCA this is not required.

With reference to chapter 3.38 Cross Gateway Query in IHE ITI-2b, the following restriction
applies for Norwegian use of XDS:

National document sharing does not require support of Associations, folders and
submission sets . A responding gateway can respond with zero entries when receiving
gueries which specifies associations, folders or submission sets.

In addition, support of the IHE XDS transaction ITI-41 and ITI-42 is not required in XCA and
is therefore not included in this document.

3.1.1 Web Service requirements

IHE has described generic web service requirements for all IHE transactions in ITI TF-2x:
Appendix V: Web Services for IHE Transactions. Implementors must comply with these
requirements. Exceptions are described in chapter 3.1.2 and 3.1.3 in this document.

The specific web service requirements for each IHE transaction are described in ITI TF-2x:
Appendix V.4 Web Services for specific IHE Transactions. Each IHE transaction in ITI TF-2a
and -2b has a “Message Semantics” section. A separate subsection is added for each
affected IHE transaction at the end of the “Message Semantics” section which details the
types and message parts of the WSDL.
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IHE has provided some IHE profiles implementation material (non-normative) which includes
schema, examples, WSDL, and more. This can be found on their FTP site:
ftp://ftp.ihe.net/TE _Implementation Material/

3.1.2 SOAP message restrictions

ITI-43 Retrieve Document Set and XCA ITI-39 Cross Community Retrieve transactions
require SOAP 1.2 with MTOM/XOP.

When using SOAP 1.2 MTOM/XOP the following applies:

e Usage of a MTOM/XOP wrapper

¢ Metadata goes in the root part which is identified by the start parameter of the
content-type header

e Documents are included by the Document element (as defined by the profile)

¢ For national usage only un-optimized format is supported. The document contents
must be included as base64 encoded value of the Document element.

ITI-18 and ITI-38 transactions require use of Simple SOAP message.

3.1.3 Asynchronous Web Services Exchange Option

In Norway, this option is not in use for national document sharing. No actor is required to
implement support for this option.

3.1.4 XDS Options supported

Table 10.2-1b in IHE ITI Vol 1 shows a list of which options are available for different actors.
In Norway none of these options is neither required nor supported for national usage (but
could be used inside a community).

3.1.5 XCA Options supported

Table 18.2-1 in IHE ITI Vol 1 shows a list of possible options for XCA actors. In Norway only
one option must be supported for each XCA community: XDS Affinity Domain Option (see
chapter 18.2.1 in IHE ITI Vol 1 for more details). The other options are not supported.

In addition, grouping rules described in chapter 18.2.3 in IHE ITI VOL 1 must be supported.

3.2 Extensions

3.2.1 Transaction-id and initiating application

Transaction-id

IHE XDS and XCA only specify logging details based on transactions between two IHE
defined actors. Using XDS over XCA, many actors and transactions are involved in a query
or retrieval request. IHE does not specify how to link each transaction belonging to the same
guery or retrieval request/response. This will depend on each software architecture and is
therefore out of scope for IHE to specify. Still, it is essential to link each transaction involved
in the same request/response. The underlying standards used in IHE XDS/XCA/XUA has no
mechanism to include an identifier which can be added in each transaction a query or
retrieval request/response consists of.
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HL7 FHIR! defines usage of a custom http header for this purpose: "X-Request-Id". This
header should be used as follows in document sharing:

1. The system which initiate a query or retrieval for documents (as the actor document
consumer in ITI-18 or ITI-43) must generate a unique (UUID) transaction-id and
include this in its request as an http header with the format: X-Request-Id: <unique
id>

2. Each actor involved in this query or retrieval, must copy this header and include it in
their next (linked) transactions.

3. The "X-Request-1d" header must be included in the audit message as an extra entity
as defined in chapter 3.5.12.

Initiating application

As mentioned in the previous section, IHE's logging details are only specified for the IHE
transactions. Requests consisting of multiple IHE transactions are not described by IHE.
Who was the initiating application in a chain of multiple synchronous IHE transactions? IHE
XUA specifies elements which holds information about the user and the organization. But this
specification does not include any information about the application initiating a query or
retrieval of documents. A software application can represent many organizations, and it is
important to include information about which application initiated the request, so that an
analysis of the audit log can show a system's involvement.

HL7 FHIR defines some custom headers where "X-Forwarded-For" identifies the originating
system. To identify the initiating application, document consumers are required to add this
header variable. Standard usage of this header variable is to include application identifiers
for each application the request visits. Therefore, the value can be chained with multiple
identities. The first value shall always be the initiating application. The value used for
identification must be the same for each request but can be chosen by each implementor.
Each actor must include this header information in the audit log as defined in chapter 3.5.12.

3.3 Duration of each transaction

We recommend that each actor initiating an XCA/XDS transaction should record the duration
(in milliseconds) of each transaction. This is useful for evaluate the performance of the
different systems.

3.4 Document formats

A document can have different formats: xml, pdf, tiff etc. To show a document to the user a
Document Consumer must recognize the format to select a viewer able to understand the
format. Combinations of the metadata attributes MimeType and FormatCode shall give
enough information for Document Consumers to choose a correct viewer. Examples of valid
combinations is shown in chapter 3.4.5 It is recommended to use XML based document
formats since these documents are machine readable.

L http://www.hl7.org/fhir/http.html#custom
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3.4.1 XML-based document formats

Several XML-based message standards are mandatory to use in Norway. These standards
are published in the reference catalogue at ehelse.no. Documents based on these standards
should be shared in xml-formats, and stylesheets for displaying these XML formats are
published on Sarepta.ehelse.no.

Example on usage:

Filetype: XML
MimeType: application/xml
FormatCode: urn:no:ehelse:xmlstds:henvisning:2017-11-30

3.4.2 CDA based document formats

CDA is a HL7 standard for static clinical documents. CDA is not used on a national level in
Norway today and usage of CDA documents must therefore be avoided. In the future,
national usage of CDA based clinical documents will probably need to be supported.

3.4.3 CDA wrapper for non-XML documents:

The CDA standard includes a technique to wrap an XML envelope around non-xml
documents to add XML metadata to the document. Such a CDA document consists of a CDA
header where metadata is placed and a CDA body where the non-XML document is
included.

Wrapping non-XML documents like images, PDFs and RTFs in a CDA wrapper is allowed.

When a CDA wrapper is used for non-XML documents, MimeType shall include the Mime
type of the non-XML document and FormatCode shall specify usage of a CDA wrapper with
version.

Examples:

Filetype: GIF

MimeType: image/gif

FormatCode: urn:hl7-org:sdwg:ccda-nonXMLBody:2.1

Filetype: PDF
MimeType: application/pdf
FormatCode: urn:hl7-org:sdwg:ccda-nonXMLBody:2.1

Metadata in the CDA header is currently not profiled for use in Norway and it is up to each
document repository to decide which metadata to include. IHE has for the profile XDS-SD
profiled use of the CDA headers, see chapter 5.2.3 in IHE ITI TF-3.

When displaying non-XML documents, it is common to show some of the document's
metadata in the same display. Although metadata is included in the CDA header, we
recommend using metadata from the ITI-18 response since these metadata are
standardized.

3.4.4 Non-XML documents without CDA wrapper

Document Consumers must also support non-XML documents without CDA wrapper.
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When Document repositories return documents, they must use MimeType to specify the
format of the non-XML document. For non-XML documents without CDA wrapper, specifying
MimeType is sufficient. The FormatCode attribute must still always be filled out according to
the Norwegian metadata profile (see chapter 1.4). In such cases
"urn:ihe:iti:xds:2017:mimeTypeSufficient” shall be used.

Examples:

Filetype: GIF
MimeType: image/qif

FormatCode: urn:ihe:iti:xds:2017:mimeTypeSufficient

Filetype: PDF
Mime: application/pdf

FormatCode: urn:ihe:iti:xds:2017:mimeTypeSufficient

3.4.5 Examples of valid combinations of FormatCode and

MimeType

The list of combinations in Table 4 shows a few examples. A list of valid combinations is
published on Sarepta.ehelse.no.

Table 4 Examples of combination of Formatcode and MimeType

Format Formatcode MimeType
RTF document urn:ihe:iti:xds:2017:mimeTypeSufficient text/rtf
RTF document with | urn:hl7-org:sdwg:ccda-nonXMLBody:2.1 text/rtf
CDA wrapper

version 2.1

GIF image urn:ihe:iti:xds:2017:mimeTypeSufficient image/qif
GIF image with urn:hl7-org:sdwg:ccda-nonXMLBody:2.1 image/qif

CDA wrapperv 2.1

PDF document

urn:ihe:iti:xds:2017:mimeTypeSufficient

application/pdf

PDF document
with CDA wrapper
v2l

urn:hl7-org:sdwg:ccda-nonXMLBody:2.1

application/pdf

Epikrise 1.2

urn:no:kith:xmlstds:epikrise:2012-02-15

application/xml

Henvisning 1.1

urn:no:kith:xmlstds:henvisning:2012-02-15

application/xml

Henvisning 2.0

urn:no:ehelse:xmistds:henvisning:2017-11-30

application/xml
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3.5 Audit logging

Each organization involved in document sharing must follow standard requirements for audit
logging. These requirements are described in the Norwegian Code of Conduct for
information security and data protection in the healthcare and care services sector
(Normen.no). In a distributed environment these requirements should be standardized to
provide an opportunity to comparing audit events between organizations. This chapter
describes which data elements each organization should include in their audit logging. This
should be seen as guidelines for each organization. The purpose of using a common
standard of audit events is to ensure later aggregation and/or comparisons of audit events
between organizations.

There are many purposes for audit logging. In this document we focus on three objectives of
audit logs:

1. Verifiability of health professionals' purpose of accessing health information
2. Disclosure of health information. Who has accessed your health information?
3. Distributed troubleshooting

To fulfill the first objective, it is required that an audit of each transaction is logged and stored
in a protected archive. This document describes for each ITl-transaction the requirements for

logging.

To fulfill the second objective, the involved organizations must agree upon who will be the
source for this purpose. The disclosure audit events must be accessible to the citizen from
Helsenorge. These events are intended to be the source to fulfill the patient's right to get
information on who has accessed their health information through document sharing.
Although many systems and organizations are involved in each transaction, only one
organization should be responsible for auditing of this type of event. The sources of health
information (Document register or Document repository in the context of document sharing)
shall be responsible for audit logging with this purpose.

To fulfill the third objective, it is required that each transaction must be audited for each
system involved in a transaction. The purpose of this auditing is to follow the flow of a
transaction between the involved systems when incidents occurs.

Detailed description of audit logging when using document sharing is in this document based
on IHE ATNA Audit Trail and Node Authentication Profile [IHE ITI TF-2a].

At the present time of writing this guide, IHE is working on a new version of IHE ATNA where
they are including support for HL7 FHIR AuditEvent as the message format and http as
transport protocol. This supplement (Add RESTful ATNA (Query and Feed)) is now in a trial
version (see chapter 1.2).

The use of HL7 FHIR AuditEvent can bridge audit logging of document- and data sharing.
This document describes audit logging using the HL7 FHIR AuditEvent message format
(version R4). The DICOM based message format may be used provided that it is compatible
with the AuditEvent profile of document sharing usage. IHE ATNA will include a normative
mapping between AuditEvent and the DICOM based message format.
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3.5.1 Consistent time

Consistent Time defines mechanisms to synchronize the time base between multiple actors
and computers. National document sharing architecture requires use of a consistent time
base on multiple computers. The IHE Consistent Time Profile specifies the use of the
Network Time Protocol (NTP) defined in RFC1305.

3.5.2 Actors and transactions in IHE ATNA

In Figure 4 actors and transactions included in IHE ATNA are shown. This guide covers
"Record Audit Event [ITI-20]". Each role defined in the IHE XDS, XUA and XCA profiles will
also include the role "Secure application" or "Secure Node" and therefore have requirements
for generating a "Record Audit Event [ITI-20]" and sending this to an "Audit Record
Repository". This repository can be included in the same application as the "Secure
application" or it could be an external application. This document will not give any
recommendation on this architecture question.

Audit Record
Secure Node  feeeessesessssesessnsenns . Repository

Record Audit Event [ITI-20] & § Audit Record Forwarder

Node

Authentication Audit Record Retrieve Syslog Event [ITI-82]T
[1IT1-19] ¢ Repository \
Record Audit Event [ITI-20]T
: Secure Application Retrieve ATNA Audit Record [IT1-81]1
__ \ Audit Consumer

Figure 4 Actors and transactions in IHE ATNA profile

Figure 5 shows an example of audit logging when the ITI-18 transaction is used. The
following audit events must be logged for ITI-18 and ITI-38:

1. The Document Consumer who initiate an ITI-18 must log this event.

2. The National Gateway, which is an Initiating Gateway, must log both receiving an ITI-
18 transaction and sending an ITI-38 transaction (for each ITI-38 if more than one
responding gateway). If a National Document Register is established in the national
community, the National Gateway also must send an ITI-18 to this register and this
must also be logged by the National Gateway.

3. The responding gateway must log the reception of an ITI-38 and for each ITI-18
request sending to the document registers.
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4. Each document register must log the reception of an ITI-18. In addition, they must log
a Disclosure event if the register had information of the requested patient. The
Disclosure event shall be used as the basis of giving the patient information of who
has accessed his/her health information.

National community
i Health Authority

<<Document Consumer>>

] 1
] 1
! !
] 1
i ! i
: Helsenorge : i EHR
1 1 1
1 1 1
! ITI-20 ITI-18 . ; ITI-38I . -18 3t
i National i : Responding |18 l
! Audit record ITI-20-| gateway | ! i gateway ITI-20
: repository ITI-20— 1 : l

1
: ! i ITI-20
]
I ITI-20 ITI-18 i H Audit record
1 1 : repository
i <<Document Consumer>> H !
i Kjernejournal | i

]

e R

Figure 5 Example showing audit logging for combined ITI-18 and ITI-38 transactions

3.5.3 Message category elements

The message format profiled in IHE ATNA defines the format of the data to be collected and
the minimum set of attributes that need to be captured by healthcare application systems for
subsequent use by an automation-assisted review application. The data includes records of
who accessed healthcare data, when, for what action, from where, and which patients'
records were involved.

The standard defines 5 categories that are subject to audit activity as shown in Figure 6
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Audit Event [1..1]
(Event Identification)

agent [1..n] source [1..1]
(Active Participant (Audit Source
Identification) Identification)
agent.network [1..n] entity [0..n]
(Network Access (Participant Object
Point Identification) Identification)

Figure 6 Audit message category elements

These categories are further described in Table 5.

Table 5 Audit message category element descriptions

AuditEvent
message category

DICOM message
category

Description (from RFC3881)

Audit Event

Event Identification

What was done? “The following data identifies the
name, action type, time, and disposition of the
audited event. There is only one set of event
identification data per audited event”

agent

Active Participant
Identification

By whom? “The following data identify a user for
the purpose of documenting accountability for the
audited event. A user may be a person, or a
hardware device or software process for events
that are not initiated by a person.”

source

Audit Source
Identification

Using which server? “Identifier of the source where
the event originated.”

agent.network

Network Access
Point Identification

Initiated from where? “The network access point
identifies the logical network location for application
activity. These data are paired 1:1 with the Active
Participant Identification data.”

entity

Participant Object
Identification

To what resource (patient, record, etc.)? “The
following data assist the auditing process by
indicating specific instances of data or objects that
have been accessed.”
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3.5.4 Audit logging in XDS/XCA

The usage of AuditEvent must be profiled for each event context. Each AuditEvent category
must be mapped to objects relevant for the event context. For XDS and XCA, IHE has
profiled this and this is included in the ITI framework, see for instance ITI TF-2a chapter
3.18.5.1.1 "Document Consumer audit message". In Table 6 the usage of the categories in

XDS and XCA are described.

Table 6 Description of AuditEvent categories

AuditEvent DICOM XDS/XCA | Description
message message objects
category category
Audit Event Event Event Audit event according to the XDS/XCA
transaction
Source For queries ITI-18 and ITI-38 the source is the
agent that trigger the event.
For document retrievals the source is the
agent that return the document(s)
Active Destination | For queries the destination is the agent that
agent . )
Participant receives the query.
For document retrievals the destination is the
agent that receives the document(s)
Human The logged in user who triggered the event
Requestor
source Audit Audit Legal entity that ensures the uniqueness of
Source Source the identifiers that are used to identify active
participants
Patient Patient whose data is affected from the event
Query Only used for queries. Shall include the
. Participant Parameters | search parameters in the query.
entity }
Object
Document | Only used for document retrievals. Shall

include the document_id of the requested
document(s)

In this table the following objects are described: Event, Source, Destination, Human
Requestor, Audit Source, Patient, Query Parameters and Document. These general objects
must be further customized for specific usage. For each XDS and XCA transaction this is
done by IHE and can be found in ITI TF-2b (see chapter 1.4). For Norwegian usage this must
be further customized.

Detailed descriptions of each object with required/mandatory (M) and optional (O) data

elements are described in the next chapters.
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Note on examples
For each element an example is shown. All examples are based on the following examples:

Converted ATNA message from a PIX query: https://www.hl7.org/fhir/audit-event-example-
pixQuery.xml.html

Accounting of a Disclosure: https://www.hl7.org/fhir/auditevent-example-disclosure.xml.html

Switzerland: CH:ATC: Document retrieval of radiology report from Regula Fischer
20.10.2020 14:29 on behalf of Dr. med. Hans Allzeitbereit, Member of group Labor 1
Bertaspital, Emergency Access: http://build.fhir.org/ig/ahdis/ch-atc/AuditEvent-atc-doc-read-
ass-hpc.xml.html

Each example is adapted to Norwegian usage. All examples are informative and are not
based on real implementation (in lack of real examples).
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3.5.5 Event

This is the audit event according to the XDS/XCA transaction.

Only required or optional elements are showed. Other elements shall not be used.

AuditEvent DICOM Opt. Datatype Value Constraints Example
type EventlD M Coding The identifier for the family of <type>
event. ldentifier for a specific <system value="http://dicom
audited event. Is specified for -nema.org/resources/ontology/D
each IHE transaction. S
<code value="110112"/>
<display value="Query"/>
</type>
subtype EventTypeCode M Coding Identifier for the category of <subtype>
event. The specific type(s) within <system value="urn:oid:1.3.
the family applicable to the 6.1.4.1.19376.1.2"/>
event. Is uniquely specified for <code value="ITI-18"/>
) <display value="Registry Sto
each IHE transaction. OID nr ) QrEETAS
ITI domain owned and managed
by ITI.
action EventActionCode M code Indicator for type of action <action value="E"/>
performed during the event that
generated the audit. C= Create
R= Read U= Update D= Delete
E= Execute
recorded EventDateTime M instant The time at which the audited <recorded value="2015-08-26T23
event occurred. An instant in 142:247"/>
time in the format YYYY-MM-
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AuditEvent DICOM Opt. Datatype Value Constraints Example
DDThh:mm:ss.sss+zz:zz.
Universal coordinated time
(UTCQC), i.e., a date/time
specification that is
unambiguous as to local time
zones

purposeOfEvent | PurposeOfUse @) CodeableConcept | The Purpose Of Use is included | <purposeOfEvent>
to enable some forms of <coding>
reporting of Accounting of _ <gystem value="1.0.14265
Disclosures and Breach 17> S

. . value=
Notification. The . <_p@a value" Clinical
PurposeOfEvent value will come | care provision to an individua
from a Value Set defined for use | 1 subject of care"/>
in the XUA based SAML token </coding>
and hence the value should <text value="ISO 14265 Clas
come from the SAML token. sifiFation of Purposes f?r pro
. cessing personal health inform

(NB: agent.purposeOfUse is not ation "/>
used by IHE's profile) </purposeOfEvent>

outcome EventOutcomelndicator M code Indicates whether the event <outcome value="0"/>

succeeded or failed.

MUST be “0” on full success, “1”
in case of a partial delivery, “4”
for temporal or recoverable
failures, and “8” for permanent
failures
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3.5.6 Human requestor (agent)

The logged in user who triggered the event.

AuditEvent DICOM (ActiveParticipant) Opt. | Datatype | Value Constraints Example
agent.type RolelDCode R Codeable | Specification of the participation type <!--The Human using the software,
Concept | the user plays when performing the if known ==
event. For health professionals the BIE>
value set 9060 for volven.no shall be <coding> . .

. <system value="http://termino
used. For patient or a person logy.hl7.0org/CodeSystem/extra-secur
representing the patient the HL7 ity-role-type"/>
value set "extra-security-role-type" <code value="humanuser"/>
shall be used. <display value="human user"/>

</coding>
</type>
agent.who UserID M Identifier | Unique identifier for the user actively | <who>
participating in the event. <identifier>
The User ID shall tie an audit event <system value=""urn:0id:2.16.57
to a specific identifier of the User. SollofZoliofiofte [
<value value="13116900216"/>
NamelD from the XUA token can be R TS
used as a source </who>
agent.altld AlternativeUserID (@] string Alternative User ID shall be the <altld value="601847123"/>
identifier used for that person within
an enterprise for authentication
purposes, for example, a Kerberos
Username (user@realm).
agent.name UserName O string Person's name <name value="Line Linedanser"/>
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agent.requestor

UserlsRequestor

boolean

Indicator that the user is or is not the

requestor, or initiator, for the event
being audited.

<requestor value="true"/>

3.5.7 Source and Destination (agent)

For queries (ITI-18 and ITI-38) the source is the agent that trigger the event and the destination is the agent that receives the query.
For document retrievals the source is the agent that returns the document(s) and the destination is the agent that receives the document(s).

source or destination.

AuditEvent DICOM (ActiveParticipant) Opt. | Datatype | Value Constraints Example
agent.type RolelDCode M Codeable | Specification of the role(s) the actor <type>
Concept plays when performing the event. <coding>
This is specified by IHE for SRR VRIS iS5/ aEel
. .nema.org/resources/ontology/DCM" />
XDS/XCA: <code value="110153"/>
EV(110153, DCM, “Source”) for <d¢;w VELIIESSSOUIRES Y/
source and EV(110152, DCM, </coding>
“ Sy .. </type>
Destination”) for destination
agent.who UserID M Identifier | Unique identifier for the system <who>
actively participating in the event. <identifier>
The ID shall tie an audit event to a <gystem value="urn:oid:2.16
specific identifier of the actor. 578.1.12.4.1.4.1017/>
<value value="915933149"/>
</identifier>
</who>
agent.altld AlternativeUserlD (@] string Alternative unique identifier for the | <altld value="6580"/>
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AuditEvent

DICOM (ActiveParticipant)

Opt.

Datatype

Value Constraints

Example

agent.name

UserName

string

A human readable identification of
the source or destination. Process
or application name.

<name value="Helsenorge portal"/>

agent.requestor

UserlsRequestor

boolean

Indicator that the user is or is not
the requestor, or initiator, for the
event being audited.

Used to identify which of the
participants initiated the transaction
being audited. If the audit source
cannot determine which of the
participants is the requestor, then
the field shall be present with the
value FALSE in all participants.
The system shall not identify
multiple participants as
UserlsRequestor. If there are
several known requestors,

the reporting system shall pick only
one as UserlsRequestor.

<requestor value="false"/>

agent.network.
address

agent.network.type

NetworkAccessPointID

NetworkAccessPointTypeCode

string

code

An identifier for the network access
point of the user device This could
be a device id, IP address, or some
other identifier associated with a
device. The type indicates type of
network access point:

1= Machine Name, including DNS
name

2= IP Address

3= Telephone Number

<network>

<address value="www.helsenorge
.no"/>

<type value="1"/>
</network>

31



https://www.hl7.org/fhir/auditevent-definitions.html#AuditEvent.agent.requestor
https://www.hl7.org/fhir/auditevent-definitions.html#AuditEvent.agent.network
https://www.hl7.org/fhir/auditevent-definitions.html#AuditEvent.agent.network.address
https://www.hl7.org/fhir/auditevent-definitions.html#AuditEvent.agent.network.type
https://www.hl7.org/fhir/auditevent-definitions.html#AuditEvent.agent.network

AuditEvent DICOM (ActiveParticipant) Opt. | Datatype | Value Constraints Example
4= Email address
5= URI (user directory, HTTP-PUT, ftp,
etc.)
3.5.8 Audit Source (source)
The system reporting the event.
AuditEvent DICOM Opt. | Datatype | Value Constraints Example
(AuditSourceldentification)
source.observer AuditSourcelD @] Reference | Identifies the authority that is <observer>
legally responsible for the audit <reference value=http://nhn.no/>
source. <type value= "Organization"/>
<display value="Norsk Helsenett"/>
</observer>
source.site AuditEnterpriseSitelD (@] string Logical source location within the <site value="location X"/»>
healthcare enterprise network. For
example, a hospital or other
provider location within a multi-
entity provider group.
source.type AuditSourceTypeCode @] Coding The allowed types are: <type>

Code | Display Definition
1 User End-user display
Device device,
diagnostic
device.
2 Data Data acquisition
Interface device or
instrument.

<system value="http://terminolog
y.hl7.org/CodeSystem/security-sourc
e-type"/>
<code value="4"/>
<display value="Application Serv
er"/>
</type>
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3 Web Server | Web Server
process or
thread.

4 Application | Application

Server Server process or
thread.

5 Database Database Server

Server process or
thread.

6 Security Security server,

Server e.g. a domain
controller.

7 Network ISO level 1-3

Device network
component.

8 Network ISO level 4-6

Router operating
software.

9 Other Other kind of

device (defined
by DICOM, but
some other
code/system can
be used)
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3.5.9 Patient (entity)

Which patient has been accessed? For all transactions the audit event shall include the patient whose data is affected from the event.

AuditEvent DICOM (Participant Opt. | Datatype | Value Constraints Example
Objectldentification)
entity.what ParticipantObjectID and M Reference | The patient ID in HL7 CX <what>
ParticipantObjectiIDTypeCode format. The patient <identifier>
identifier attribute in the  <value value="2901990024
XUA token, resource-id, r8np'Ii(gr'r'ls;z.l&578.1.12.4.1.4.1&a
can be used here. © Jidentifiers
</what>
entity.type ParticipantObjectTypeCode M Coding IHE specified: “1” (Person) <type>
<system value="http://term
inology.hl7.org/CodeSystem/audit
-entity-type"/>
<code value="1"/>
<display value="Person"/>
</type>
entity.role ParticipantObjectTypeCodeRole M Coding IHE specified: “1” (Patient) <role>

<system value="http://term
inology.hl7.org/CodeSystem/objec
t-role"/>
<code value="1"/>
<display value="Patient"/>
</role>
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3.5.10

Query Parameters (entity)

What has been accessed? For queries the audit event shall include the search parameters in the query.

AuditEvent

DICOM (Participant
Objectldentification)

Opt.

Datatype

Value Constraints

Example

entity.what

ParticipantObjectID and
ParticipantObjectIDTypeCode

M

Referen
ce

Stored Query ID (UUID) +
EV(“ITI-18”, “IHE
Transactions”, “Registry
Stored Query”)

<what>
<Reference value="urn:uuid:14d4d
ebf-8f97-4251-9a74-a90016boafed"
/>

<coding>

<system value="IHE transactio
ns"/>

<code value="ITI-18"/>

<display value="Registry Store
d Query"/>

</coding>
</what>

entity.type

ParticipantObjectTypeCode

Coding

“2” (system object)

<type>

<system value="http://terminolo
gy.hl7.org/CodeSystem/audit-enti
ty-type"/>

<code value="2"/>

<display value="System Object"/>

</type>

entity.role

ParticipantObjectTypeCodeRole

Coding

“24” (query)

<role>

<system value="http://terminol
ogy.hl7.org/CodeSystem/object-ro
le"/>

<code value="24"/>
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AuditEvent

DICOM (Participant
Objectldentification)

Opt.

Datatype

Value Constraints

Example

<display value="Query"/>
</role>

entity.query

ParticipantObjectQuery

base64B
inary

the AdhocQueryRequest,
base64 encoded.

<query value=" PG5zNDpBZGhvY1F12XJ5
UmVxdWVzdCB4bWxuczpuczY9InVybjpvYXNpc
zpuYWllczp0YzplYnhtbClyZWdyZXA6eHNkOm
xjbTozLjAiIHhtbG5z0m5zNT0idXJuOmloZTp
pdGk6eGRzLWI6MjAwWNyIgeGlsbnM6bnMOPSJ1
cm46b2FzaXMebmFt ZXM6dGM6ZWJI4bWwtcmVnc
mVwOnhzZDpxdWVyeTozLjAiIHhtbG5z0m5zMz
01dXJuOm9%hc21zOm5hbWVzOnRjOmVieGlsLXJ
1Z23J1cDhp4c2Q6cnM6eMy4wIiB4bWxuczpuczI9
InVybjpvYXNpczpuYWllczpOYzplYnhtbClyZ
WdyZXA6eHNkOnJpbTozLjAiPjxuczQ6UmVzcG
9uc2VPcHRpb24gcmV0dXJuVHIwZTO01iT2JgZWN
0UmVmIiByZXR1lcm5Db21lwb3N1ZE9iamVjdHM9
InRydWUiLz48bnMyOkFkaG9jUXV1lcnkgaWQ9I
nVybipldWlkOjE0ZDRKZWIMLThmOTctNDI1MS
05YTcOLWESMDAXNMIWYWYwWZCI+PG5zMjpTbG9
O0IG5hbWU9IiRYRFNEb2N1bWVudEVuUdHJI50Q29%u
ZmlkZW50aWFsaXR5Q29kZSI+PG5zMjpWYWx1Z
Uxpc3Q+PG5zMjpWYWx1Z2T40J0xeX]jIuMTYuOD
QwLjEuMTEzODgzLjUuMjUnKTwvbnMyOlZhbHV
1PjxuczI6VmFsdWU+KCANX14yLjE2Ljg0MC4x
LjExMzg4My41LjI1Jyk8L25zMjpWYWx1ZT48b
nMyOl1ZhbHV1PignT15eMi4xNi44NDAuUMS4xMT
M40DMuNS4yNScpPCOuczI6VmFsdWU+PG5zMip
WYWx1ZT40J1VeXjIuMTYuODQwLjEUMTEzODgz
LjUuMjUnKTwvbnMyOlZhbHV1PjxuczI6VmEsd
WU+KCdSX14yLjE2Ljg0OMC4xLjExMzgd4My41L]
I1Jyk8L25zMjpWYWx1ZT48L25zMjpWYWx1Z2Ux
pc3Q+PCOuczI6U2xvdD48bnMyO1Nsb3QgbmEt
ZTO01JFhEUORVY3VtZW50RW50cn1QYXRpZW50S
WQiPjxuczI6VmFsdWVMaXNOPjxuczI6VmEFsdW
U+JzEyMTE5SMDAWNDY1X15eJmFtcDsyLiE2LjU
30C4xLjEyLjQuMS40LIEmYWIwOO01TTyc8L252
MIpWYWx1ZT48L25zMjpWYWx1ZUxpc3Q+PCOuc
zI16U2xvdD48bnMyO1Nsb3QgbmFtZT01JFhEUO
RVY3VtZW50RW50cn1TdGFO0dXMiPjxuczI6VmE
sdWVMaXNOPjxuczI6VmFsdWU+KCdlcm4 6b2Fz
aXMébmFtZXM6dGM6ZWJ4bWwtcmVnecmVwO1NOY
XR1c1lR5cGU6QOXBwem92ZWOnKTwvbnMyOlZhbH
V1PjwvbnMyOlZhbHV1TG1zdD48L25zMjpTbG9
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AuditEvent DICOM (Participant Opt. | Datatype | Value Constraints Example
Objectldentification)
0PjwvbnMyOkFkaG9jUXV1cnk+PCIuczQ6QWRo
b2NRAWVyeVJI1lcXV1c30+" />
entity.detail ParticipantObjectDetail U String The ParticipantObjectDetail | <detail>
i i . ) ) string or | element may occur more <type value="QueryEncoding "/>
ent!ty.deta!l.type . Part!c!pantOb!ectDeta!I@type base64B | than once. In one element, <valueBase64Binary value="d21lu
entity.detail. ValueBase64Binary | ParticipantObjectDetail@value inary set “QueryEncoding” as the zejscy_lexMj Uy"/>
value of the attribute type, e
Set the attribute value to <detail>

the character encoding,
such as “UTF-8”, used to
encode the
ParticipantObjectQuery
before base64 encoding. In
another element, set
“urn:ihe:iti:xca:2010:homeC
ommunityld” as the value
of the attribute type and the
value of the
homeCommunitylD as the
value of the attribute value,
if known.

<type value="Repository Unique
Id"/>

<valueBase64Binary value="Mi4x
Ni44NDAUMS4xMTM40DMuMi45LjIuODQy
MTAXLjQUNS4zLJE="/>
</detail>
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3.5.11 Document (entity)

What has been accessed? This object is only used for document retrieval audit events. Audit events must include the document_id(s) of the
requested document(s)

AuditEvent DICOM (Participant Opt. | Datatype Value Constraints Example
Objectldentification)
entity.what ParticipantObjectID and M Reference | The value of <what>
ParticipantObjectIDTypeCode <ihe:DocumentUniqueld/> <identifier>
<type>
<coding>

<system value="ur
n:uuid:2e82c1f6-a@85-4c72-
9da3-8640a32e42ab" />
<code value="TIHE
XDS Metadata"/>
<display value="XD
SDocumentEntry.uniqueId"/>
</coding>
</type>
<system value="urn:ie
tf:rfc:3986"/>
<value value="urn:oid
:1.2.3.4.5"/>
</identifier>
</what>

entity.type ParticipantObjectTypeCode M Coding IHE specific: “2” (System) <type>
<system value="http://te
rminology.hl7.org/CodeSyst
em/audit-entity-type"/>
<code value="2"/>
<display value="System Ob
ject"/>
</type>
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AuditEvent DICOM (Participant Opt. | Datatype Value Constraints Example
Objectldentification)
entity.role ParticipantObjectTypeCodeRole | M Coding IHE specific: “3” (report) <role>
<system value="http://te
rminology.hl7.org/CodeSyst
em/object-role"/>
<code value="3"/>
<display value="Report"/>
</role>
entity.detail ParticipantObjectDetail U The ParticipantObjectDetail | <!-- base64 of 0ID eg 1.2
. . - , . element may occur more = -->
ent!ty.deta!l.type Part!c!pantObJ.ectDeta!I@type than once. In one element, «detail> " .
entity.detail. _ ParticipantObjectDetail@value the value of in value '<tlp_e v‘jaI£= Reposito
ValueBase64Binary ry Unique Id"/>

attribute, “Repository
Unique 1d” in type attribute
In another element, the
value of
“ihe:homeCommunitylD” as
the value of the attribute
type and the value of the
homeCommunitylD as the
value of the attribute value

<value value="MS4yLjM
="/>
</detail>
<!-- base64 of OID URN
homeCommunityId e.g. 5.6.7
.8 -->
<detail>
<type value="homeComm
unityID"/>
<value value="NS42Ljc
UOA=="/>
</detail>
<!-- base64 typeCode 44
4561001 -->
<detail>
<type value="EprDocum
entTypeCode"/>
<value value="NDQONTY
XMDAX" />
</detail>
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3.5.12

Transaction-id and initiating application (entity)

The usage of http header variables "X-Request-Id" and "X-Forwarded-For" are described in chapter 3.2.1. "X-Request-Id" is the source for audit
of the transaction-id and the first value in "X-Forwarded-For" is the source for auditing an identification of the initiating application. These two
information elements are expected to be added to ALL audit messages defined in this document.

AuditEvent

DICOM (Participant Objectldentification)

Opt.

Datatype

Value Constraints

Example

entity.what

ParticipantObjectID and
ParticipantObjectIDTypeCode

M

Reference

The transaction-id generated
by the initiating application.
Source is the http header "X-
Reguest-Id"

<what>
<identifier>
<value value="urn:uuid
:2e82c1f6-a085-4c72-9da3-8640a
32e42ab" />
</identifier>
</what>

entity.type

ParticipantObjectTypeCode

Coding

IHE specified: “4” (Other)

<type>
<system value="http://te
rminology.hl7.org/CodeSystem/a
udit-entity-type"/>
<code value="4"/>
<display value="Other"/>

</type>

entity.role

ParticipantObjectTypeCodeRole

Coding

IHE specified: “21” (Job
Stream)

<role>
<system value="http://te
rminology.hl7.org/CodeSystem/o
bject-role"/>
<code value="21"/>
<display value="Job Strea
m"/>
</role>

entity.detail

ParticipantObjectDetail

Who was the initiating
application for this query or
retrieval request? Source is "X-

<detail>
<type value="Initiating A
pplication Id"/>
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AuditEvent

DICOM (Participant Objectldentification)

Opt.

Datatype

Value Constraints

Example

entity.detail.type

ParticipantObjectDetail@type
ParticipantObjectDetail@value

Forwarded-For" and the type of
the value must be decided by
the implementors of the
initiating application

<value value="10:20:1034:
121"/>
</detail>
</detail>

entity.what

ParticipantObjectID

Reference

<what>
<identifier>
<value value="urn:uuid
:2e82c1f6-a085-4c72-9da3-8640a
32e42ab" />
</identifier>
</what>

entity.type

ParticipantObjectTypeCode

Coding

<type>

<code value="X-Request-I
d"/>

</type>

3.5.13

Accounting of disclosure

In the introduction of chapter 3.5 we described different purposes audit events must fulfill. One of these purposes is to give access to the
patient: who has accessed his/her health information. This purpose is called accounting of disclosure. The audit message for this event must be
customized to be understandable for the patient.

Although many systems are involved in a retrieval of a document only one actor should audit this event. In Norwegian legislation the Data
Controller must be responsible for this event. In a document sharing context this means that the Data controllers of Document Register and
Document Repositories must fulfill requirements for accounting of disclosure. In addition, they must expose an API to Helsenorge.no to make
available the accounting of disclosure to the patient.

41
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In IHE ITI TF Volume 2a, requirements for accounting are described under ITI-20 transaction (chapter 3.20.9). The requirements of an
accounting of disclosures are based on ASTM-2147 (Standard Specification for Audit and Disclosure Logs for Use in Health Information
Systems). A disclosure shall include the following, when the value is known:

Who did the disclosure? This is the user described in the XUA based SAML token. In the standard defined as the releasing agent.
When did the disclosure happen?

Who was the data disclosed to? This is usually the receiving agent machine and other parties, if known.

What patient was involved (multiple patients would be done as multiple audit entries),

What data was involved. For document sharing this is either the metadata about a document or the document itself.

Why the disclosure was done. Normally described in the purpose of use field in the SAML token.

What system detected this disclosure? (Audit Source)

There is some other information that may be available:

Who is the custodian of the data (the official organization responsible)?
Who authorized the release such as a guardian or relative (authorizing agent)?

According to the Norwegian target architecture for document sharing an accounting of disclosure must include:

<Person name (with role and id)> from <organization, organization unit> has in the period: <period> gained access to the document
<document title> of the type <document type> with the purpose <purpose of use> from <releasing organization>

In Table 7 objects that must be included in an accounting of disclosure event are shown.
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Table 7 Objects that must be included in an accounting of disclosure event

AuditEvent DICOM Accounting of Description
message message | disclosure objects
category category
Audit Event Event Event Accounting of disclosure Audit event
Releasing agent The agent that has the document stored and disclosed it.
Receiving agent The agent(s) that received the document. Normally two agents: a user
(logged in user) and a system (document consumer).
nt Active
age Participant | Custodian The official organization that is the custodian of the documents released
(used only if the releasing agent is different from the custodian agent)
Authorizing agent | Who authorized the release? For health professionals logged in to
Kjernejournal, Kjernejournal should be the authorizing agent.
source Audit Audit Source Legal entity that ensures the uniqueness of the identifiers that are used to
Source identify active participants (agents)
Patient Patient whose data is disclosed
entity g?)r_te'i'tpam Document Shall include the document_id and title of the disclosed document(s)
)
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class Accounting of disclosure /

«type»
EV(110106, DCM,
“Export”)
«action» «Entity_»
“R” (Read) Document
1 1
«Subtype» «AuditEvent»
EV(“IHE0006”, 1 _ | Accouning of disclosure
“IHE”, “Disclosure”) «Entity_»
Patient
] o1 0.* 1
«source»
Audit Source
«agent» (Disclosure)
Releasing Agent
/ caps «agent» «agent»
Custodian Authorizing agent Receiving Agent
«role» «role»
EV(110153, DCM, EV(110152, DCM,
“Source”) “Destination”)
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3.5.13.1 Event (mandatory)
AuditEvent DICOM Opt. Datatype Value Constraints Example
type EventID M Coding EV(110106, DCM, “Export”) <type>
<system value="http://dicom
.nema.org/resources/ontology/D
c"/>
<code value="110106"/>
<display value="Export"/>
</type>
subtype EventTypeCode M Coding Identifier for the category of <subtype>
event. Value shall be as shown <system value="urn:oid:1.3.
in the example. 6.1.4.1.19376.1.2"/>
<code value="IHE@0OG"/>
<display value="Disclosure"/
>
</subtype>
action EventActionCode M code Indicator for type of action <action value="E"/>
performed during the event that
generated the audit. C= Create
R= Read U= Update D= Delete
E= Execute
recorded EventDateTime M instant The time at which the audited <recorded value="2015-08-26T23

event occurred. An instant in
time in the format YYYY-MM-
DDThh:mm:ss.sss+zz:zz.
Universal coordinated time
(UTC), i.e., a dateftime
specification that is
unambiguous as to local time
zones

142:2472" />
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AuditEvent DICOM Opt. Datatype Value Constraints Example
purposeOfEvent | PurposeOfUse @) CodeableConcept | The Purpose of use should be <purposeOfEvent>
included to enable some form of <coding>
reporting of Accounting of _ <system value="1.0.14265
Disclosures and Breach B S
Notification. The _ «display value=" Clinical
PurposeOfEvent value will come | care provision to an individua
from a Value Set defined for use | 1 subject of care"/>
in the XUA based SAML token </coding>
and hence the value should <text value="ISO 14265 Clas
come from the SAML token. sification of Purposes for pro
cessing personal health inform
ation "/>
</purposeOfEvent>
outcome EventOutcomelndicator M code Indicates whether the event

succeeded or failed.

MUST be “0” on full success, “1”
in case of a partial delivery, “4”
for temporal or recoverable
failures, and “8” for permanent
failures

<outcome value="0"/>
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3.5.13.2

Releasing Agent (mandatory)

The agent that released the documents. This is the Organization that holds the data. If this Organization is not the Custodian of this data, the
Custodian agent must be used.

requestor, or initiator, for the disclosure.
Shall be false for releasing agent.

AuditEvent DICOM (ActiveParticipant) | Opt. | Datatype Value Constraints Example
agent.type RolelDCode M Codeable Specification of the role(s) the actor plays <type>
Concept when performing the event. Must <coding>
indicate that this agent is the source of <system value="http://dicom
the Disclosure event Predefined value -nema.org/resources/ontology/DCM"/>
<code value="110153"/>
from IHE. <display value="Source"/>
</coding>
</type>
agent.who UserlD M Reference Unique identifier of the organization <who>
releasing the data. <identifier>
The ID shall tie the disclosure to a <system value="urn:o0id:2.16
specific identifier of the actor - for R
. . . <value value="123456789"/>
!nstance a Norwegian organ.lzatlon ID </identifiers
issued by "Brgnngysundregistrene" </who>
agent.altld AlternativeUserID @) string Alternative unique identifier of the <altld value="6580"/>
releasing agent. Could be HER-id or
RESH-id
agent.name UserName M string A human readable identification of the <name value="helseforetak x"/>
releasing agent. Organization or
organization unit name.
agent.requestor | UserlsRequestor @] boolean Indicate if the agent is or is not the <requestor value="false"/>
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3.5.13.3

Receiving Agent (mandatory) — the logged in user

The receiving agent is the human user (logged in) who received the document

requestor, or initiator, of the
disclosure event being audited.

AuditEvent DICOM (ActiveParticipant) Opt. | Datatype | Value Constraints Example
agent.type RolelDCode M Codeable | Must indicate that this agent is the <type>
Concept | source of the Disclosure event. <coding>
Predefined value. <system value="http://dicom
.nema.org/resources/ontology/DCM"/>
<code value="110152"/>
<display value="Destination
"/s
</coding>
</type>
agent.who UserlD M Identifier | Identity of the human that initiated <who>
the disclosure of the patient's health <identifier>
records. <system value=""urn:0id:2.16.57
, : 8.1.12.4.1.4.2"/>
The Usgr ID shall tie the ag_dlt event <value value="13116900216"/>
of the disclosure to a specific R TS
identifier of the User. </who>
NamelD from the XUA token can be
used as a source
agent.altld AlternativeUserID (@) string Alternative User ID must be the HPR | <altid value="601847123"/>
ID if the receiving agent is a health
professional.
agent.name UserName M string Person's name <name value="Line Linedanser"/>
agent.requestor UserlsRequestor M boolean Must specify if the user is the <requestor value="true"/>
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3.5.13.4

Receiving Agent (mandatory) — organization
Shall describe the organization where the logged in health professional who triggered the disclosure is employed.

requestor, or initiator, for the disclosure.
Shall be false for releasing agent.

AuditEvent DICOM (ActiveParticipant) | Opt. | Datatype | Value Constraints Example
agent.type RolelDCode M Codeable | Specification of the role(s) the actor plays <type>
Concept when performing the event. Must indicate <coding>
that this agent is the source of the <system va1UE="http://dic"0m
Disclosure event Predefined value from -nema.org/resources/ontology/bDCM"/>
<code value="110152"/>
IHE. <display value="Destination"
/>
</coding>
</type>
agent.who UserlD M Reference | Unique identifier of the organization <who>
releasing the data. <identifier>
The ID shall tie the disclosure to a specific <system value="urn:0id:2.16
identifier of the actor - for instance a -578.1.12.4.1.4.101%/> )
Norwegian organization ID issued b <value value="012345678"/>
9 g : y </identifier>
"Brgnngysundregistrene” </who>
agent.altld AlternativeUserlD @] string Alternative unique identifier of the <altld value="6580"/>
releasing agent. Could be HER-id or
RESH-id
agent.name UserName M string A human readable identification of the <name value="Legekontor y"/>
releasing agent. Organization or
organization unit name.
agent.requestor | UserlsRequestor @] boolean Indicator that the agent is or is not the <requestor value="false"/>
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3.5.135 Custodian (optional)

If the releasing agent is not the same agent as the custodian of the document, this object can be used. For instance, if the releasing agent is a
"data processor" (In Norwegian: "databehandler") this object should be used to include the "data controller" (In Norwegian: "dataansvarlig").

The specification is the same as for the Releasing agent.

3.5.13.6 Authorizing Agent (optional)
Who authorized the release? For health professionals logged in to Kjernejournal, Kjernejournal should be the authorizing agent.

3.5.13.7 Audit Source (mandatory)
Same as chapter 3.5.8

3.5.13.8 Patient
Same as chapter 3.5.9.

3.5.13.9 Document
Same as chapter 3.5.11.
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3.6 ITI-18 Registry Stored Query

ITI-18 Registry Stored Query transaction is a query done by either Document Consumer or
XCA gateway against Document Registry to find documents with defined criteria.

Example:

<ns4:hdhocCQueryRegquest =mlns:insd4="nurn:casis:names:to:ebxml-regrep:xsdigquery:3.0"
¥xmlns:ns2="nrn:ocasis:names: tc:ebxml-regrep:xsd:rim:3.0">

<ns4:Responsefption returnTyvpe="LeafClass" returnComposedlhiects="true"/>
<nsZ:AdhocQuery id="nrn:unid:14d4debf-8£f97-4251-9a74-a90016b0afod" >

<ns2:5lot name="3¥DSDocumentEntryConfidentialityCode">

<ns2:ValueList>

<ns2
<ns2
<ns2
<ns2
<ns2

tValue>("L**2.
tValue> | "MAM2 .
Value> ("N 2.
tValue>({"R**2.
tValus>("O2,

</ns2:ValueList>

</ms2:51lot>

<ns2:5lot name="§¥XDSDocumentEntryPatientId">

<ns2:ValueList>

<ns2:Valus>"131169002174** camp s2.16.

</ns2:Valuelist>

</mna2:5lot>

16.
16.
16.
16.
16.

840.
B40.
640.
640.
640.

1.113883.
1.113883.
1.
1
1

113883

.113883.
.113883.

<ns2:5lot name="$¥XDSDocumentEntryStatns":>
<ns2:ValueList>

5.25')</nsz2
5.25")</nsz2

.o,
5
5

25')y</ns2

L25')y</ns2
25"y </ns2

tValue>
tValue>
iValues>
tValue>
tValue>

578.1.12.4.1.4.15amp;IS0'</ns2:Value>

<ns2:Value>('urn:casis:names: te: ebxml-regrep: StatusType: Approved') </ns2:Value>

</ns2:Valuelist>

</mna2:5lot>

</naZ:hdhocQuery>

<,/ns4:AdhocQueryRequest>

ITI-18 specifies many different types of stored queries. For national use of ITI-18 only two
stored queries are required to support for Document Consumers and XCA gateways:

¢ FindDocuments: Find documents in a document registry for a given patientID with a
matching availabilityStatus attribute

e GetDocuments: Retrieve metadata on (a collection of) documents given unique Ids
on the documents.

Other stored queries defined in 3.18.4.1.2.3.7 in ITI TF-2a is optional and XCA communities
not supporting these stored queries shall return a zero successful result.

3.6.1 Parameters for stored query FindDocuments

ITI TF-2a specifies the query parameters for a stored query “FindDocuments” (see ITI TF-2a
3.18.4.1.2.3.7.1). The stored query “FindDocuments” MUST be used using the parameters

described in Table 8.

In column 2 the cardinality of each parameter is described:

e [l..1]indicates that the parameter is required for the document consumer and only one

value is allowed.

e [0..1] or [0..*] indicates that the parameter is optional for a document consumer, but when
using the parameter one [0..1] or multiple [0..*] values are allowed.
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¢ [0..0] indicates "not in use".

Table 8: Description of parameters in the stored query FindDocuments

Name Attribute Card. | Original descriptions (from ITlI TF-2a) | Norwegian National
Extension
$XDSDocumentEnt | [1..1] | The patientld represents the subject | Allowed national patientids:
ry Patientld of care of the document. Birthnr (F-nr). OID =
. . 2.16.578.1.12.4.1.4.1
XDSDocumentEntr It contains the Health ID with its two
y.patientld parts: Temporary nr (D-nr):
Authority Domain Id (OID enforced 2.16.578.1.12.4.1.4.2
by the Registry) Common help nr: (FH-nr):
An Id in the above domain issued by 2.16.578.1.124.1.4.3
the PDQ Supplier Actor. Example (F-nr):
The format of the patientld value is <rim:Slot name=
CX. ;iiDSDocumentEntryPatientI
See also ITI TF-3, 4.2.3.2.16 <rim:Valuelist>
<rim:Value>
12345612345%%%62.16.578.1.
12.4.1.4.1&IS0</rim:Value>
</rim:ValueList>
</rim:Slot>
$XDSDocumentEnt | [0..*] The code specifying the high-level This attribute MUST
ry ClassCode use classification of the document represent a value from the
type (e.g., Report, Summary, Norwegian Metadata Value-
XDSDocumentEntr Images, Treatment Plan, Patient Set Dokumenttyper 9602
Y. Preferences, Workflow). (OID:
classCode 2.16.578.1.12.4.1.1.9602)
See also ITI TF-3, 4.2.3.2.3 (from volven.no):, Level 1
Example (A0O-1 Epikriser og
sammenfatninger):
<rim:Slot
name="$XDSDocumentEntryCla
ssCode">
<rim:ValueList>
<rim:Value>
"A00-
17%2.16.578.1.12.4.1.1.960
o
</rim:Value>
</rim:ValueList>
</rim:Slot>
$XDSDocumentEnt | [0..*] The code specifying the precise type | This attribute MUST
ry TypeCode of document from the user represent a value from the
perspective. Norwegian Metadata Value-
XDSDocumentEntr Set Dokumenttyper 9602
y. See also ITI TF-3, 4.2.3.2.25

(OID:
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Name Attribute Card. | Original descriptions (from ITI TF-2a) | Norwegian National
Extension
typeCode 2.16.578.1.12.4.1.1.9602)
(from volven.no):, Level 2
Example (A03-2 Epikrise):
<rim:Slot
name="$XDSDocumentEntryCla
ssCode">
<rim:ValueList>
<rim:Value>
"A03-
27%2.16.578.1.12.4.1.1.960
2 |l
</rim:Value>
</rim:ValueList>
</rim:Slot>
$XDSDocumentEnt | [0..*] | The code specifying the clinical When specified, this attribute
ry specialty where the act that resulted | MUST represent a value from
PracticeSettingCod in the document was performed the Norwegian Metadata
e (e.g., Family Practice, Laboratory, Value-Sets defined in the
XDSD {Ent Radiology). Norwegian IHE XDS
ocumenti=ntr metadata profile
y. See also ITI TF-3, 4.2.3.2.17
racticeSettingCod
2 g Remark 1:
The value sets are not specific for
practical usage.
Until further notice practical usage of
this parameter will not be required
for systems that support the role
Document Registers.
Remark 2:
HS@'s EHR product accepts the
parameter but do not filter the result
based on this parameter
$XDSDocumentEnt | [0..1] | creationTime represents the time the | Example:
ry . . author created the document. <rim:Slot name="$XDSDocume
CreationTimeFrom See also ITI TF-3,4.2.3.2.6 ntEntryCreationTimeFrom">
<rim:ValueList>
<rim:Value>200412252300
Lower value of </rim:Value>
XDSDocumentEntr </rim:ValueList>
y.creation Time </rim:Slot>
$XDSDocumentEnt | [0..1]

ry CreationTimeTo
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Name Attribute

Card.

Original descriptions (from ITI TF-2a)

Norwegian National
Extension

Upper value of
XDSDocumentEntr
y.creation Time

$XDSDocumentEnt | [0..1] | Represents the start time of the

ry service being documented took

ServiceStartTimeFr place (clinically significant, but not

om necessarily when the document was
produced or approved).
See also ITI TF-3, 4.2.3.2.19

Lower value of

XDSDocumentEntr

y.serviceStartTime

$XDSDocumentEnt | [0..1]

ry

ServiceStartTimeT

0

Upper value of

XDSDocumentEntr

y.serviceStartTime

$XDSDocumentEnt | [0..1]

ry :

ServiceStopTimeFr Represent; the stop time of the

om service being documented took
place (clinically significant, but not
necessarily when the document was

roduced or approved).

Lower value of P PP )

XDSDocumentEntr

y.serviceStopTime

$XDSDocumentEnt | [0..1] | See also ITI TF-3, 4.2.3.2.20

ry

ServiceStopTimeT

o]

Upper value of
XDSDocumentEntr
y.serviceStopTime
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Name Attribute Card. | Original descriptions (from ITI TF-2a) | Norwegian National
Extension
$XDSDocumentEnt | [0..*] This code represents the type of When specified, this attribute
ry organizational setting of the clinical MUST represent a value from
HealthcareFacility T encounter during which the the Norwegian Metadata
ypeCode documented act occurred. Value-Set:
See also ITI TF-3,4.2.3.2.11 1303 Neeringstype (SN 2007)
shall be used:
XDSDocumentEntr Remark:
y. Until further notice usage of this Examples:
healthcareFacility T parameter will not be required for 86.211 Al legeti ‘
ypeCode systems that support the role : menn legeleneste
Document Registers. 86.212 Somatiske
poliklinikker
86.221 Spesialisert
legetjeneste, unntatt
psykiatrisk legetjeneste
$XDSDocumentEnt | [0..0] | This list of codes represents the Not in use.
ry EventCodelList main clinical acts, such as a MUST NOT b ified
colonoscopy or an appendectomy 0.0 € specie
being documented. ({0..0D.
XDSDocumentEntr See also and ITI TF-3,4.2.3.2.8
y.eventCodeList
$XDSDocumentEnt | [0..*] The code specifying the security and | When specified, this attribute
ry privacy tags of the document. MUST represent a value from
ConfidentialityCode s 50 [TI TE-3. 4.2.3.2.5 the Norwegian Metadata
ee also -3,4.2.3.2. Value Set:
Remark 1:
XDSDocumentEntr HS@'s EHR product accepts the
y. parameter but does not filter the See last version of
confidentialityCode result based on this parameter Norwegian profile of IHE
metadata for details.
$XDSDocument [0..*] | Represents the humans and/or This attribute MUST follow XCN
EntryAuthorPerson machines that authored the HL7 V2d5 EXte”ded”Per_SO”
document. Name datatype. Fo 9wmg
values shall be used:
* Identifier
Iso ITI TF-34.2.3.2.1
XDSDocumentEntr See also 3 3 * Last Name
y. Remark 1 * First Name
author HS@'s EHR product accepts the  Second and Further Given

parameter but does not filter the
result based on this parameter

Names

Example where searching
after documents with author
"Magnar Koman" with HPR-
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Name Attribute Card. | Original descriptions (from ITI TF-2a) | Norwegian National
Extension
nr 9144889:
<rim:Slot
name="$XDSDocumentEntryAuthorP
erson">
<rim:ValueList>
<rim:Value>
9144889"Koman"Magnar"""""" &amp
é.16.578.1.12.4.1.4.4&amp;ISO
</rim:Value>
</rim:ValueList>
</rim:Slot>
$XDSDocumentEnt | [0..*] The code specifying the detailed When specified, this attribute
ry FormatCode technical format of the document. MUST be a valid value (see
S lso [TI TE-3. 4.2.3.2.9 sarepta.ehelse.no for list of
e also T e valid values)
XDSDocumentEntr Rem'ark 1: Example searching epikrise
y.formatCode HS@'s EHR product accepts the Vil
parameter but does not filter the o
result based on this parameter <rim:Slot
name="$XDSDocumentEntry
FormatCode ">
<rim:ValueList>
<rim:Value>
urn:no:kith:xmlstds:epikri
5€:2006-09-23
</rim:Value>
</rim:ValueList>
</rim:Slot>
$XDSDocument [1..%] Represents the status of the A value MUST be used:
EntryStatus DocumentEntry. A DocumentEntry o tc-ebxml
shall have one of two availability “r”-oaﬁ'sst-"tamfs- C;Ae xme .
statuses: ;ergrep. atusType:Approve
XDSDocumentEntr Approved: The document is urn:oasis:names:tc:ebxmi-
>s/'.[atus available for patient care. regrep:StatusType:Deprecate
. d
Deprecated: The document is
obsolete.
See also ITI TF-3, 4.2.3.2.2
$XDSDocument [0..] The objectType attribute reflects the | A value MUST be used:
EntryType type of DocumentEntry. As .
described in ITI TF-3, Section 4.1.1, ”gg;”;;g e:;;‘fgé'ol54:'il7fz'
there are two DocumentEntry types: Zocur;]entsa; ¢l (Stable
XDSDocumentEntr Stable Document Entry and On-
y. Demand Document Entry.
objectType

See also ITI TF-3, 4.2.3.2.30
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3.6.2 Parameters for stored query GetDocuments

Retrieve a collection of XDSDocumentEntry objects. XDSDocumentEntry objects are
selected either by their entryUUID or uniqueld attribute. See Table 9 for description of
parameters.

Table 9 Description of parameters in the stored query GetDocuments

Name Attribute Card. | Original descriptions (from ITI TF-2a) Norwegian
National
Extension

$XDSDocumentE | [0..*] | See below None

ntry EntryUUID

$XDSDocumentE | [0..*] Either $XDSDocumentEntryEntryUUID or None

ntry Uniqueld $XDSDocumentEntryUniqueld shall be

specified. This transaction shall return an
XDSStoredQueryParamNumber error if both
parameters are specified.

Ref: IHE ITI-2a 3.18.4.1.2.3.7.5

$homeCommunit | [0..1] | Document Consumer Actors shall specify the None
yld homeCommunityld value if they received a value
for this attribute as part of the previous Registry
Stored Query response entry which contained
the specified EntryUUID or UniquelD. See
Section 3.18.4.1.2.3.8 for more details

3.6.3 Response

In FindDocuments stored gueries, a Document Consumer can choose between two
response types:

1. ObjectRef: Returns only the documents' unique identificators (UUID and
homeCommunitylD)

2. LeafClass: Returns all metadata the system can return.

When the response type "LeafClass" is used in an ITI-18 FindDocument or GetDocuments
stored query, the Document Register shall always return at least all required metadata as
described in the Norwegian IHE XDS metadata profile.

An example response is included in chapter 5.

57



3.6.4 Audit log

A Document Consumer shall include the following objects in the audit message:

class ITI-18 Document Consumer /

«Subtype»
EV(“ITI-18”, “IHE
Transactions”,
“Registry Stored
«action» Query”)
"E" (Execute)
«type»
EV(110112, DCM,
“Query”)
1
«agent»
Source (Document Consumer)
«agent»

Human Requestor (if known)

Initiating Gateways interacting with a local
Document Registry shall audit as if it were a
Document Consumer

Responding Gateways sending a ITI-18
shall audit as if it were a Document
Consumer

«AuditEvent»
1TI-18 AuditMessage for
Document Consumer

«Entity_»
TransactionlD and
initiating application

«Entity_»
Query Parameters

«Entity_»
Patient

«source»
Audit Source (Document
Consumer)

«role»
EV(110153, DCM, “Source”)

«agent»

Destination (Document

Registry)

«role»

EV(110152, DCM, “Destination”)

A Document Register shall include the following objects in the audit message:

58



«type»

EV(110112, DCM,
“Query”)

class ITI-18 Document Registry /

«action»
"E" (Execute)

«agent»
Source (Document Consumer)

«Subtype»
EV(“ITI-18”, “IHE

”

Transactions”, “Registry

Initiating Gateway receiving a ITI-18 shall
audit if it were Document Registry

Stored Query”)
«Entity_»
1 1 O/ TransactionID and initiating
application
«AuditEvent»
1 ITI-18 AuditMessage for 1
Document Registry < «Entity_»
1 Query Parameters
1 N
1
«Entity_»
Patient
. «.agent» «source»
Destmatlon. (Document Audit Source (Document Registry)
Registry)

3.7 ITI-43 Retrieve Document

ITI-43 is used by Document Consumer and XCA gateway to retrieve one or a set of
documents from Document Repository.

3.7.1 Request

The Document Consumer must use the following attributes received from Document Registry
via ITI-18 Registry Stored Query:

1. DocumentEntry ID: documentUniqueld,
2. Document Repository ID: repositoryUniqueld and
3. Affinity domain ID: homeCommunitylD

Example:

Zns2 :RetrieveDocumentSetRequest xmlns:ns2="urn:ihe:iti:xds-b:2007">

<ns2:DocumentBequests>

<ns2:HomeCommunityId>urn:oid:2.16.578.1.12.4.1.2.5600<,/ns2: HomeCommunityId:>
<nsZ:Repositoryvinigueld=-2.16.578.1.12.4.1.2.5601<,/ns2:RepositoryUnigueld:>
<nsZ:DocumentUnigqueld>354495d6-5fcd4-4824-b881-1c28bd042420<,/n=2 : DocumentUnigueIds
</ns2:DocumentRequest:>
Z/ns2:RetrievelocumentSetRequests
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3.7.2 Response

The Response must be a Retrieve Document Set Response message.

In this message a RegistryResponse must be included which contain a status of type
ResponseStatusType that provides the overall status of the request.

For each document the response message must return:

1. documentUniqueld,

repositoryUniqueld

homeCommunitylD

mimeType

The retrieved document as a XOP Infoset

Errors or warnings in case the document(s) could not be retrieved successfully

o gk wN

An example response message is included in chapter 5.

3.7.3 Audit log

A Document Consumer shall include the following objects in the audit message:

class ITI-43 Document Consumer /

Initiating Gateways interacting with a local Responding Gateways sending an ITI-43
Document Repository shall audit as if it shall audit as if it were a Document
“Sub were a Document Consumer
EV(“ITI-43”, “IHE Transactions”, Consumer

“Retrieve Document Set”)

1 «Entity_»
‘ «action» TransactionlD and initiating application
“C” (Creat 1
Ceeatc) «AuditEvent»
1 ITI-43 AuditMessage for
«type» <> Document Consumer «Entity_»
EV(110107, DCM, 1 -
N . Document
Import”)
1,
| . «agentt»R . 0..% 1 «Entity_»
ource (Document Repository) Patient
«agent» «agent» «source»
Destination (Document Human Requestor (if known) Audit Source (Document
Consument) Consumer)

A Document Repository shall include the following objects in the audit message:
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class ITI-43 Document Repository /

«Subtype» Initiating Gateway receiving an ITI-43 shall
EV(“ITI-43”, “IHE Transactions”, audit as it were a Document Repository
“Retrieve Document Set”)
«action» 1
“R” (Read) «Entity_»
1 TransactionlD and initiating
«AuditEvent» application
«type» 1 1TI-43 AuditMessage for
EV(110106, DCM, Document Repository
“Export”) 1 «Entity_»
Document
1 1
«agent»
Source (Document Repository)
«source»
«agent» Audit Source (Document Repository)
Destination (Document
Consument)

61




3.8 ITI-38 Cross Gateway Query

The scope of the Cross Gateway Query transaction is based on the Registry Stored Query
[ITI18] transaction. The same set of stored queries is required to be supported in both of
these transactions, namely FindDocuments and GetDocuments (see description on TI-18).

The Cross Gateway Query is always between an Initiating Gateway and Responding
Gateway.

National usage of ITI-38 will not support the following:

e Stored queries that rely on concepts that a community may not support, namely
associations, folders and submission sets. A Responding Gateway can respond with
zero entries for such stored queries.

¢ the Asynchronous Web Services Exchange Option.

ITI TF-2b chapter 3.38.1 states that there shall be an agreed upon common
coding/vocabulary scheme used for the Cross Gateway Query to prevent any need of
transformation between an Initiating Gateway and a Responding Gateway. As common
coding/vocabulary scheme the Norwegian XDS metadata profile shall be used. Each actor
who sends or receives an ITI-38 must therefore be compliant with the Norwegian XDS
metadata profile.

An Initiating Gateway shall ensure that:

o Each "getDocuments" stored query must include a homeCommunitylD.

e Areceived "getDocuments" request including multiple documents only includes one
homeCommunityID.

o Each Cross Gateway Query request includes at most one homeCommunityID.

Each community must have a unigue homeCommunitylD. An Initiating Gateway must
administrate a directory of all communities. The directory must include for each community at
least one homeCommunitylDs and the corresponding Responding Gateway(s) which serves
the community. An Initiating Gateway must support that a Responding Gateway can serve
multiple communities (multiple homeCommunitylDs) and that a Community can have multiple
Responding Gateways.

3.8.1 XDS Affinity Domain Option is required for all Initiating
Gateways

An Initiating Gateway must support the XDS Affinity Domain Option which means that the
gateway must support receiving ITI-18 requests.

When an Initiating Gateway with the XDS Affinity Domain Option enabled receives an ITI-18
FindDocuments stored query, it shall generate and send an ITI-38 Cross Gateway Query to
each registered community. Each response shall be aggregated in an ITI-18 response. All
successes and failures received from different Responding Gateways shall be reflected in
the response.
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Grouping of actors
IHE ITI-1 chapter 18.2.3 describes permitted groupings of actors.

When an Initiating Gateway is supporting an XDS Affinity Domain, it can choose to query
(with ITI-18) and retrieve (with ITI-43) from local actors in addition to remote communities.
This is accomplished by grouping the Initiating Gateway with a Document Consumer Actor.
This grouping allows Document Consumers such as EHR/PHR/etc. systems to query the
Initiating Gateway to retrieve document information and content from both the local XDS
Affinity Domain as well as remote communities.

3.8.2 Audit log

An Initiating gateway shall include the following objects in the audit message for ITI-38:

class ITI-38 Initiating Gateway /

«Subtype»
EV(“ITI-38”, “IHE
) '<'<action» Transactions”, “Cross «Entity_»
€ (Excars Gateway Query”) TransactionlD and initiating
1 application
1
«type» «AuditEvent»
EV(110112, DCM, 1 ITI-38 AuditMessage for Initiating
“Query”) Gateway
1 «Entity_»
Query Parameters
0. . *
«agent» 1
Source (Initiating Gateway) «Entity_»
Patient

«agent»
Human Requestor (if known)
«agent» «source»
Destination (Responding Audit Source (Initiating Gateway)
Gateway)

A Responding gateway shall include the following objects in the audit message for ITI-38:
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class ITI-38 Responding Gateway /

«Subtype»
EV(“1TI-38”, “IHE
Transactions”, “Cross

Gateway Query”)
«action» «Entity_»
"E" (Execute) 1 TransactionID and initiating
& application
«AuditEvent»
. 1TI-38 AuditMessage for
« » f 1
Responding gatewa
EV(110112, DCM, & o Y <
“Query”) <\ «Entity_»
Query Parameters
0..1
1

«agent»
Source (Initiating Gateway)

«Entity_»
Patient

«agent»

Destination (Responding Gateway) «SOTICe

Audit Source (Responding Gateway)

3.9 ITI-39 Cross Gateway Retrieve

The scope of the Cross Gateway Retrieve transaction is semantically the same as the
Retrieve Document Set [ITI-43] transaction.

The Cross Gateway Retrieve is always just between an Initiating Gateway and a Responding
Gateway.

In Norway it is not a requirement to support the Asynchronous Web Services Exchange
Option which is normally a mandatory option for Responding Gateways.

3.9.1 XDS Affinity Domain Option is required for an Initiating
Gateway

An Initiating Gateway must support the XDS Affinity Domain Option which means that the
gateway must support receiving ITI-43 requests.

The IHE profile specifies that an 1TI-43 request can include request for multiple documents
which resides in different communities. An Initiating Gateway must therefore support to send
an ITI-39 transaction to each community and aggregate the received results in an 1TI-43
response.
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3.9.2 Audit log

An Initiating gateway shall include the following objects in the audit message for 1TI-43:

class ITI-39 Initiating Gateway /

EV(“ITI-39”, “IHE Transactions”, “Cross
Gateway Retrieve”)
«Entity_»

TransactionlD and initiating
application
«action» 1 i
“C” (Create)

«Subtype» |

«AuditEvent»
ey ITI-39 AuditMessage for Initiating 1
EV(110107, DCM, L Gateusy «Entity_»
“Import”) Document
1
o* 1 0..1
«agent»
Source (Responding Gateway) «Entity_»
Patient

Destination (Initiating Gateway)

«agent» ’

«source»
Audit Source (Initiating Gateway)

«agent»
Human Requestor (if known)

A Responding gateway shall include the following objects in the audit message for I1TI-43:

class 1TI-39 Responding Gateway /

«Subtype»
EV(“ITI-39”, “IHE Transactions”,
“Cross Gateway Retrieve”)

«Entity_»
. 1 Transact;onllliz : :: n|n|t|at|ng
"E" (Execute) 1 £
1
«AuditEvent»
«type» 1 1T1-39 AuditMessage for
EV(110106, DCM, Responding Gateway 1
“Export”

port’) 1 «Entity_»

1 Document

«agent» 1

Source (Responding Gateway)

«source»

«agent»
Audit Source (Responding Gateway)

Destination (Initiating Gateway)
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4 XUA — Cross-Enterprise User
Assertion

The use of national document sharing requires a secure environment and therefore strong

authentication and access control mechanisms within the communities. As a proof of the
user's identity and associated assertions, the architecture is based on the transaction
"Provide X-User Assertion" [ITI-40] of the IHE Cross-Enterprise User Assertion (XUA)
integration profile. In addition, the transactions "Authenticate User" and "Get XUser

Assertion" must be supported in order to achieve the level of security needed to get access

to clinical information.

Figure 7 shows the actors and transactions defined in IHE XUA. The actors and transactions

must support the following use cases:

e Asserting the authenticity of a user: "Authenticate User"
e Asserting declarative attributes: "Get X-User Assertion"

¢ Resolving assertions for On Behalf use cases (for citizen users): "Get X-User
Assertion"

e Providing assertions to X-Service Providers: "Provide X-User Assertion [ITI-40]"

User Authentication Provider

-

Community & Community B

Authenticate User

X-Assertion Provider  «
L
Get ¥-User Assertion™

-

- IHE:XUA Provide X-User Asserthon [IT1-00
XUA X-Service User (T-40)

= XUA X-Service Provider

Actor Grouping ' Actor Grouping

Figure 7: XUA actors in cross-community communications

In the rest of this chapter we will describe in detail each roles' responsibilities and each
transaction.
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4.1 XUA roles

4.1.1 X-Service User

X-Service User actor is defined and specified in IHE XUA. Its responsibility is to provide a
valid SAML User Assertion using the IHE transaction Provide X-User Assertion [ITI-40]. The
contents of the SAML User Assertion contain all information needed by the X-Service
Provider actor to check the access authorization for a specific resource.

The X-Service User actor MUST be grouped with any application that uses any services of
Document Registries and Repositories within the same community or across communities.

X-Service User actors combined with the Document Consumer actor which initiates a query
or retrieval of documents MUST:

e implement the OpenID Connect Authenticate flow of «Authenticate User» transaction
specified by HelselD or Innbygger-STS
e implement the Get X-User Assertion Request specified in 4.2.2

¢ implement the Provide X-User Assertion [ITI-40] transaction specified by the IHE XUA
integration profile

e be able to manage the certificates used in cross community communication

X-Service User actors combined with the Initiating gateway actor or other system acting as a
Document Consumer (which is not the initiating Document Consumer):

¢ implement the Provide X-User Assertion [ITI-40] transaction specified by the IHE XUA
integration profile

e be able to manage the certificates used in cross community communication

4.1.2 X-Service Provider

This actor is defined and specified in IHE XUA. Its responsibility is to receive SAML User
Assertions according to the IHE transaction Provide X-User Assertion [ITI-40] and to
delegate the authorization of access to a specific resource.

This actor MUST be grouped with an actor with the responsibility to make authorization
decisions. IN XDS/XCA context this actor must be combined with the Initiating Gateway
actor, Responding Gateway actor, Document Register actor and Document Repository actor.

X-Service Provider actors MUST:

e be able to manage the certificates used in cross community communication

e implement the Provide X-User Assertion [ITI-40] specified by the IHE XUA integration
profile

4.1.3 X-Assertion Provider

This actor is defined in IHE XUA, but not further specified. Its responsibility is to create XUA
compliant SAML User Assertions for access authorization.
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There are two X-assertion providers in the Norwegian healthcare sector today. HelselD for
health professional usage and Innbygger-STS for citizen usage.

For health professional usage it is required to use a HelselD API for issuing SAML Secure
Token (see 4.2.2).

For citizen usage an APl on Innbygger-STS must be used. Today Helsenorge is the only
user of this API.

X-Assertion Provider actors MUST:

¢ implement the SAML User Assertion Response transaction "Get X-User Assertion"

e maintain a list of trusted User Authentication Providers to validate assertions issued
by these providers

e maintain a list of trusted Document Consumers authorized to call the "Get X-User
Assertion" API

¢ have their public keys published so that other actors (X-Service User, Authorization
Decision Provider, etc.) may validate the authenticity of the signed SAML User
Assertions

4.1.4 User Authentication Provider

This actor is defined in IHE XUA profile of the IHE Technical Framework, but without
detailing the specification of the transactions. HelselD will administrate a list of accepted
providers for health professional users and ID-porten (national joint login solution) for
citizens. Examples of accepted User Authentication providers for citizens on Helsenorge:
BankID, Buypass and Commfides.

4.2 Transactions

4.2.1 Authenticate User

This transaction is defined in IHE XUA profile of the IHE Technical Framework, but without
detailing the specification of the transactions. In Norway OpenlID Connect protocol is used on
HelselD and Innbygger-STS to authenticate users.

The required security level/trust level is authentication of electronic identities with security
level 4. This may be changed later for authentication of health professionals.

4.2.2 Get X-User Assertion

This transaction is defined in IHE XUA profile of the IHE Technical Framework, but without
detailing the specification of the transactions. This transaction must be used when an
authenticated user, according to the «Authenticate User» transaction, accesses a protected
resource of a system within the national document sharing community. This includes the
transactions search for documents of a patient and retrieve a document.

4.2.2.1 Operation for retrieving SAML based XUA token on HelselD API

Health professional usage involves use of HelselD as the X-Assertion Provider. HelselD has
a REST API which implements the "Get X-User Assertion" operation. In Table 10 the REST
API is described.
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Table 10 Get X-User Assertion methods

Operation | Header

token Authorization Bearer
{Helseid access token}

ping

Specification Signed JWT

Body

Signed
JWT

Response &= Comment

SAML Requires HelselD access
token in header and a
signed JWT with claims
from Document Consumer
(X-Service user) in body
(described below). Returns
a SAML based XUA token
as plain text in response

Standard ping service to
test communication.

pong

The JWT must be signed with the company's certificate to identify who is asking for issuing a
XUA token. The signed JWT must be included in the request's body and must contain the

claims listed in Table 11.

Table 11 Claims a JWT must contain
Claim code
sub Subject

iss Issuer

subject:organization

subject:organization-id

subject:role
homeCommunityld
subject:purposeofUse

resource:resource-id

aud Audience

Claim Name

Claim value description
Identifies the subject (user) of the JWT.
Identifies the principal that issued the JWT.

The organization name the subject works
for.

The organization number the subject works
for.

User's current role
XDS home community id
The purpose of the request

Identifies the person (patient) the token is
valid for.

Identifies the recipients that the JWT is
intended for.
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Claim code

exp

iat

scope

nbf

jti

Claim Name

Expiration Time

Issued at

Scope

Not Before

JWT ID

Claim value description

Identifies the expiration time on and after

which the JWT must not be accepted for
processing.

Identifies the time at which the JWT was
issued.

The scope the token is valid for.

Identifies the time at which the JWT wiill
start to be accepted for processing.

Case sensitive unique identifier of the token
even among different issuers.

4.2.3 Provide X-user Assertion = ITI-40

See ITI TF-2b, chapter “3.40 Provide X-User Assertion [ITI-40]". The SAML User Assertion
MUST be taken from the Get X-User Assertion transaction and included in any document
sharing transaction such as ITI-18.

4.3 Summary

Figure 8 shows how each role and transaction fit together in an example where Kjernejournal
is the initiating Document Consumer.

Health : .
professional <XUA X- <X-assertion <User <XUA X-service| |<XUA X-service
service User> provider"> Authentication Provider> Provider>
Kjernejournal HelselD Provider> National Regional
IDP gateway gateway
Login l Authenticate user
> >|' :I
< L
Return JWT tokens
Query Get Assertions
Return SAML token | ITI-38 + ITI-40
ITI-18 + ITI-40 > Provide Assertio
Provide Assertion
] <
Query _|'
results

Figure 8: Sequence diagram of secure cross community communication for ITI-18/ITI-38
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4.4 XUA SAML User Assertion

This chapter specifies a Norwegian profile of SAML attributes included in an XUA Provide X-User Assertion [ITI-40]. ITI-40 is a profile and
extension of the "Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML) V2.0" (saml-core-2.0-0s).

Name Attribute

National
extension

Card:
HP
usage

Card:
Citizen
usage

Datatype

Original descriptions (from ITI TF-2b)

Norwegian National Extension

NamelD

[1..1]

[1..1]

String

Identify the subject of a SAML assertion

HP usage: National ID (f-nr) or another
unique user_ID used to identify the
logged in user (see NameQuialifier). For
national usage, a national ID system
must be used: Either f-nr, d-nr or "felles
hjelpenummer"(not supported yet).

Citizen usage: National ID (f-nr)

<Subject>
<NameID>13116900216</NamelID>
<SubjectConfirmation
Method="urn:casis:names:tc:SAML:
2.0:cm:bearer" />
</Subject>

@NameQualifier

[0..1]

[0..1]

String

When using another user_ID
identification than the National
Norwegian ID (f-nr) it is allowed to use
NameQualifier. If NameQualifier is
used, the identification system of the
user_ID must be given as an OID
number: "urn:oid:<oid-number>" where
<oid-number> is given by:
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Name Attribute

National
extension

Card:
HP
usage

Card:
Citizen
usage

Datatype

Original descriptions (from ITI TF-2b)

Norwegian National Extension

https://qgit.sarepta.ehelse.no/utvikling/F
HIR/wikis/personidentifikatorer.

Example (d-number):
<NamelID

NameQualifier=
"urn:0id:2.16.578.1.12.4.1.4.2>
13116900216</NameID>

subject:subject-id

[1..1]

[1..1]

String

Subiject contains the logical identifier of the
principal performing the original service
request (person, application, etc.)

Subject ID: The value of the Subject ID
attribute shall be a plain text description of the
user's name (not user ID).

HP usage: Name of logged in user

Citizen usage: Name of logged in user

<saml:Attribute
Name=urn:oasis:names:tc:xspa:1.0:sub
ject:subject-id">
<saml:AttributeValue>
ROLF FOS LILLEHAGEN
</saml:AttributevValue>
</saml:Attribute>

subject:organization

[1.4]

[1..1]

String

The value of the Subject Organization attribute
shall be a plain text description of the
organization: This element shall have the
Name attribute set to
“urn:oasis:names:tc:xspa:1.0:subject:organizati
on”. In plain text, the organization that the user

HP usage: Name of the legally
responsible organization from which the
initial query origins.

Citizen usage: Default value: "Norsk
Helsenett"

<saml:Attribute
Name="urn:oasis:names:tc:xspa:1.0:su

bject:organization">
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Name Attribute

National
extension

Card:
HP
usage

Card:
Citizen
usage

Datatype

Original descriptions (from ITI TF-2b)

Norwegian National Extension

subject:organization-id

[1.4]

[1..1]

HL7 v3
Instance
Identifier

(I

belongs to shall be placed in the value of the
element.

<saml:AttributeValue>
Norsk Helsenett
</saml:AttributeValue>
</saml:Attribute>

HP usage: Unique ID of the legally
responsible organization from which the
initial query origins. The identity system
shall always be based on IDs from
Brgnngysundregistrene
("organisasjonsnummer").

Citizen usage: Default value:
"994598759" (the organization number
of "Norsk Helsenett")

<saml:Attribute
Name="urn:ocasis:names:tc:xspa:1.0:su
bject:organization-id">
<saml:AttributeValue>
<id xmlns="urn:hl7-
org:v3" type="II"
extension="994598759"
root="2.16.578.1.12.4.1.4.101"
assigningAuthorityName="Brgnngysundr
egistrene"
displayable="false" />;
</saml:AttributeValue>
</saml:Attribute>

subject:child-
organization

Yes

[0..1]

[0..0]

HL7 v3
Instance
Identifier

(I

The unique identifier of the sub-
organization of the Service Consumer.
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Name Attribute

National
extension

Card:
HP
usage

Card:
Citizen
usage

Datatype

Original descriptions (from ITI TF-2b)

Norwegian National Extension

HP usage: ID of the lowest formal
organizational unit an employee
belongs to.

Citizen usage: NOT IN USE

<saml:Attribute
Name="urn:ocasis:names:tc:xspa:1.0:su
bject:child-organization">

<saml:AttributeValue>

<id xmlns="urn:hl7-

org:v3" type="II"
extension="700386"
root="2.16.578.1.12.4.1.4.102"
assigningAuthorityName" Norsk
Helsenett SE"
displayable="false" />;

</saml:AttributeValue>
</saml:Attribute>

subject:facility

Yes

[0..1]

[0..0]

String

The unique identifier of the facility of the
Service Consumer.

HP _usage: Geographical affiliation for
the logged in employee

Citizen usage: NOT IN USE

<saml:Attribute
Name="urn:oasis:names:tc:xspa:1.0:su
bject:facility">

saml:AttributevValue>

<id xmlns="urn:hl7-

org:v3" type="II"
extension="222200063"
root="2.16.578.1.12.4.1.4.101"
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Name Attribute

National
extension

Card:
HP
usage

Card:
Citizen
usage

Datatype

Original descriptions (from ITI TF-2b)

Norwegian National Extension

assigningAuthorityName="Brgnngysundr

egistrene"

displayable="false" />;
</saml:AttributeValue>

</saml:Attribute>

subject:role

[1..1]

[0..0]

HL7 CE

The code attribute shall contain the role code
from the identified Value-Set that represents
the role of the XUA user when making the
request.

HP_usage: volven.no coding system nr
9060. ex:

</rim:Value>

<Role xmlns="urn:hl7-org:v3"
xsi:type="CE" code="LE"
codeSystem="2.16.578.1.12.4.1.1.9060&ISO
" codeSystemName="kategori
helsepersonell” displayName="Lege"/>

Citizen usage: NOT IN USE

homeCommunityld

[1..1]

[1..1]

String

The value shall be the Home Community ID
(an Object Identifier) assigned to the
Community initiating the request

HP usage: Unique ID of type OID for
initiating community

Citizen usage: Always the national
community with OID:
2.16.578.1.12.4.1.7.1.2

<saml:Attribute
Name="homeCommunityId">
<saml:AttributeValue>
2.16.578.1.12.4.1.7.1.2
</saml:AttributeValue>
</saml:Attribute>

subject:npi

[1..1]

[1..1]

String

A National Provider Identifier (NPI) is a unique
identifier issued to health care providers by

HP usage: Health Professional Register
identity (HPR-nr)
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Name Attribute National Card: |Card: Datatype | Original descriptions (from ITI TF-2b) Norwegian National Extension
extension | HP Citizen
usage |usage
their national authority (e.g., in the United Citizen usage: National ID of the logged
States this is a 10-digit number assigned by in user
the Centers for Medicare and Medicaid
Services (CMS)). When a simple string is used
there needs to be a mutually agreed upon <saml:Attribute
.. . Name="urn:oasis:names:tc:xspa:2.0:su
assigning authority. bject :npi">
. . <saml:AttributeValue>222200063
The Other Provider Identifier can be used to </saml:AttributeValue>
explicitly show the assigning authority </saml:Attribute>
[1..%] [1..1] | HL7 v3 This attribute is called "Other Provider ID for the authenticated user including
Instance | ldentifier" Attribute. the type of ID. This attribute makes it
Identifier | . dentifier i d to health easier to identify whether the user is a
()} sa gnlque \aentiner issue 9 ealth care citizen or health care professional.
providers by a named authority.
- . <saml:Attribute
sutnectprovujer— Name="urn:ihe:iti:xua:2017:subject:p
identifier rovider-identifier">
<saml:AttributeValue>
<id xmlns="urn:hl7-
org:v3" type="II"
extension="222200063"
root="2.16.578.1.12.4.1.4.4" display
able="false" />;
</saml:AttributeValue>
</saml:Attribute>
AuthzConsentAcknowl [0..0] [0..1] | String When the Authz-Consent Option is supported | HP usage: Not in use
edgementDocument and a policy identifier needs to be sent, the X

Service User shall include the document
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Name Attribute

National
extension

Card:
HP
usage

Card:
Citizen
usage

Datatype

Original descriptions (from ITI TF-2b)

Norwegian National Extension

unique ID of the Patient Privacy Policy

Acknowledgement Document or include the
Patient Privacy Policy Identifier for a policy that
has been previously published encoded as

SAML attributes

Citizen usage: Used when the logged in
user represents another patient (for
instance a parent represents a child).
This attribute is used to give the source
of the representation:
2.16.578.1.12.4.1.7.2.2.1: Digital
channel

2.16.578.1.12.4.1.7.2.2.2: Analog
channel

<Attribute FriendlyName="Patient
Privacy Policy Acknowledgement
Document"
Name="urn:ihe:iti:bppc:2007:docid"
NameFormat="urn:oasis:names:tc:SAML:
2.0:attrname-format:uri">
<AttributevValue
xmlns:a="http://www.w3.0rg/2001/XMLS
chema-instance"
xmlns:tn=http://www.w3.0rg/2001/XMLS

chema a:type="tn:anyURI">
urn:0id:2.16.578.1.12.4.1.7.2.2.1
</AttributeValue>

</Attribute>

AuthzConsentldentifie
r

[0..0]

[0..1]

String

The policy identifier shall be expressed using
the xs:anyURI data type. The referenced policy

identifier is the OID of a published policy.

HP usage: Not in use

Citizen usage: Used when the logged in
user represents another patient (for
instance a parent represents a
child).This attribute must include the
type of representation (as an OID
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Name Attribute

National
extension

Card:
HP
usage

Card:
Citizen
usage

Datatype

Original descriptions (from ITI TF-2b)

Norwegian National Extension

value):

2.16.578.1.12.4.1.7.2.1.1: Parent
representation for child under 12
2.16.578.1.12.4.1.7.2.1.2: Consent to
represent another citizen
2.16.578.1.12.4.1.7.2.1.3:
Representation on behalf of citizen
unable to give consent.

<Attribute FriendlyName="Patient
Privacy Policy Identifier"
Name="urn:ihe:iti:xua:2012:acp"
NameFormat="urn:oasis:names:tc:SAML:
2.0:attrname-format:uri">
<AttributevValue
xmlns:a=http://www.w3.0rg/2001/XMLSc
hema-instance
xmlns:tn="http://www.w3.0rg/2001/XML
Schema"
artype="tn:anyURI">urn:0id:2.16.578.
1.12.4.1.7.2.1.1</Attributevalue>
</Attribute>

subject:purposeofUse

[1..1]

[1..1]

The PurposeOfUse element shall contain the
coded representation of the Purpose for Use
that is in effect for the request.

HP usage: The reason for the query.
For Health professional these codes
must be used:

Code 1: Clinical care provision to an
individual subject of care
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Name Attribute

National
extension

Card:
HP
usage

Card:
Citizen
usage

Datatype

Original descriptions (from ITI TF-2b)

Norwegian National Extension

Code 2: Emergency care provision to
an individual subject of care

Citizen usage: The reason for the
guery. For Citizen usage this code must
be used:

Code 13: Subject of care uses

<saml:Attribute
Name="urn:ocasis:names:tc:xspa:1.0:su
bject:purposeOfUse">

<saml:AttributeValue><PurposeOfUse
xmlns="urn:hl7-
org:v3" xsi:type="CE" code="1"
codeSystem="1.0.14265.1"
codeSystemName="IS0O 14265 Classifica
tion of Purposes for processing
personal

health information"

displayName="Clinical care provision
to an individual subject of care"/>

</saml:AttributevValue>
</saml:Attribute>

resource:resource-id

[1..1]

[1..1]

The patient identifier attribute shall consist of
two parts; the OID for the assigning authority

and the identifier of the patient within that
assigning authority. The value shall be

formatted using the CX syntax. Shall always be
the identity of the patient which the request

applies to.

HP usage: Supported ID-types are
National personal ID numbers
(fedselsnummer og d-nummer)

Citizen usage: Supported ID-types are
National personal ID numbers
(fedselsnummer og d-nummer)

<saml:Attribute
Name="urn:ocasis:names:tc:xacml:2.0:r
esource:resource—-id">
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Name Attribute

National
extension

Card:
HP
usage

Card:
Citizen
usage

Datatype

Original descriptions (from ITI TF-2b)

Norwegian National Extension

<saml:AttributeValue>11116642257"""
&amp;2.16.578.1.12.4.1.4.1&amp; ISO
</saml:AttributeValue>
</saml:Attribute>

SecurityLevel

Yes

[1..1]

[1..1]

HP usage: Either national security level
codes (1-4 where 4 is the highest and
requires qualified certificates) or eIDAS
(Low, substantial and High)

Citizen usage: Either national security
level codes (1-4 where 4 is the highest
and requires qualified certificates) or
elDAS (Low, substantial and High)

<saml:Attribute Name="SecurityLevel">
<saml:AttributeValue>4</saml:AttributeVa
lue>

</saml:Attribute>

Scope

Yes

[1..1]

[1..1]

HP usage: Data elements the logged in
user has access to about the person
being searched. Examples: critical info,
journal documents. For XDS the value
should always be: "
journaldokumenter_helsepersonell”

Citizen usage: Same as HP usage but
with other values: kritiskinfo, egne
dokumenter

<saml:Attribute Name="Scope">
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Name Attribute

National
extension

Card:
HP
usage

Card:
Citizen
usage

Datatype

Original descriptions (from ITI TF-2b)

Norwegian National Extension

<saml:AttributeValue>journaldokum
enter helsepersonell

</saml:AttributeValue>
</saml:Attribute>

client_id

Yes

[0..1]

[0..1]

HP usage: Client ID from requesting
system (initating Document Consumer
who received the issued SAML token)

Citizen usage: A client used by the
citizen, for instance helsenorge.no
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5 Annex - Example messages (not
normative)

This annex includes XML examples for each IHE transaction profiled in this document. For each
transaction, a request with a corresponding response example is included. Each request includes
an ITI-40 (Provide X-user assertion). The ITI-40 is placed in the SOAP header of a request. An
ITI-40 can be looked at as a security token and includes the OASIS Web Services Security (WSS)
Header and a SAML 2.0 Assertion. You can find the ITI-40 inside a request as the "Security" XML
attribute.

5.1 ITI-18 + ITI-40 Request

<?xml version="1.0" encoding="UTF-8"?>
<!-- Created with Liquid Technologies Online Tools 1.0 (https://www.liquid-techn
ologies.com) -->
<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope" xmlns:a="http://ww
w.w3.0rg/2005/08/addressing" xmlns:u="http://docs.oasis-open.org/wss/2004/01/0as
1is-200401-wss-wssecurity-utility-1.0.xsd">
<s:Header>
<a:Action s:mustUnderstand="1">urn:ihe:1ti:2007:RegistryStoredQuery</a:Actio
n>
<a:MessageID>urn:uuid:c6fda90e-abec-4f8d-aalb-14802f4bf68d</a:MessagelD>
<a:ReplyTo>
<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>
</a:ReplyTo>
<a:To s:mustUnderstand="1">https://ttrlxds-reg0l.test.drift.nhn.no/xca/xca-i
til8</a:To>
<o:Security xmlns:o="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss
-wssecurity-secext-1.0.xsd" s:mustUnderstand="1">
<u:Timestamp u:Id="_0">
<u:Created>2019-05-10T07:18:03.673Z</u:Created>
<u:Expires>2019-05-10T07:23:03.6732</u:Expires>
</u:Timestamp>
<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" ID="_ 70
bab571-5e1£-4588-8379-£40bdS%e6bdelc" Issuelnstant="2019-05-10T07:18:02.955Z" Vers
ion="2.0">
<saml:Issuer>sikkerhet.helsenorge.no</saml:Issuer>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc
-cldn#" />
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#r
sa-sha256" />
<Reference URI="# 70bab571-5el1f-4588-8379-f40bd%6delc">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#envelope
d-signature" />
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n" /
>
</Transforms>
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<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"

/>
<DigestValue>v7fkRZ17NIkThj91g30Y/RILg7uCYLihiLg7JIjzLeo=</DigestV
alue>
</Reference>
</SignedInfo>

<SignatureValue>f2Miy+/0MGa0UnsFEWXhWQKLKYdMg2RwDp2DvmedKeI3sMifItgUhX
TA11QaHHobJ03QS/aHxGk4TZRx4n9B1iBUVgELOV6JIBEF/FAoyVrRONfMugQZriN56Y1XPT46LTHO3JmO
uEbwVZS2eD8Q/YPLVUzyGOFrSgz68XgrRagkgmre50ja0rIl/BvUeNfBDFR]1/zAGcGCzZv7BOFR1kZx1 ]
FKrT+P91Bp2wx9sy+9P/622dLt2YGcpKzRymviWNC31Tp/xLi+VLBTdpKCobgF2W8hE7NQmQPmo7TPF1c
8dnOpAXATBIQFO0O5V/C9cUB4t/Td3703mgiSM]3FoKAWiUS5A==</SignaturevValue>
<KeyInfo>
<X509Data>
<X509Certificate>MITIFIzCCBAUgAWIBAGILAUIILX1Z+viLGWIwDQYJKoZIhvcNA
QELBQAWUTELMAkKGA1UEBhMCTk8xHTAbBgNVBAOMFEJ1eXBhc3MgQVMtOTgzMTYzMzI3MSMwIQYDVQQDD
BpCdX1wYXNzIENsYXNzIDMgVGVzdDQgQOEgMzAeFw0xNzA1MDgxMDUzMzdaFw0yMDAIMDgyMTUSMDBaM
IGIMQOswCQYDVQQGEWJOTzEhMBS8GALIUECgwYRE1ISRUtUT1 JBVEVUIEZPUiBFLUNFTEFNEMRsSwGQYDVQQLD
BJoZWxzZW5vcemdlLmSvIFRFUIQxJTAJBgNVBAMMHEh1bHN1bm9yZ2Uubm8gU21ra2VyaGVOIFRFULQXE
JAQBgNVBAUTCTkxNTkzMzEOOTCCASIwWDQYJK0oZIhvcNAQEBBQADggEPADCCAQOCggEBAOGCSeYWxwt 70
nyfQ2XAPKFMoYU6F727IRrrBjpSgZal 6k9opcPgfx10VEDsrjoBw88GlvhtpuS5hEa8mS1HOy/ccsnD7v
hZ2g0TLPS51Lz0X fukt+0SpSV301alPAZ61+Qhgok6ovi8LCXt0OBBJIO31lahf6iThbwukMxwpcTzeKVhp
Lw9vU73yU++Mw2£91T61iW+62IJPINtSyaT7jISKpZkTGx2QFTHEFUA/PX12T06X1C6HqoK]gXzePZJEA4D
69WbzWWXNI93N]j713BTHA4ZRixISGDVLONgSrbGXPP3PK1IZ2S80KB0716JQaxeSuesyDnFPZpTGnE4pl/
CXFQ5gK1zkCAWEAAaAOCACIwggG+MAKGAIUJEWQCMAAWHWYDVROJBBgwEFoAUP671eAuS0o3AgNV9a+vcko
FIBSEEWHQYDVROOBBYEFBehpcMyRVShIxmIahVgtwTdPGOgMA4GA1UdDWER/wQEAWIGQDAWBgNVHSAED
zANMASGCWCEQQgEaAQADAJCBuwYDVROfBIGzMIGwMDegNaAzhjFodHRwO18vY3JsLnR1c3Q0LmJleXBhce
3Mubm8vY3JsL0JQQ2xhc3MzVDRDQTMuY3JsMHWgc6Bxhm9sZGFwO1i8vbGRhcC50ZXNONC51dX1wYXNzL
mSvL2RjJPUJ1eXBhc3MsZGMITk8sQ0490nV5¢cGEFzcyUyMENSYXNzJTIwMyUyMFR1c3Q0JTIwQOEIMjAZP
2N1lcnRpZmljYXR1UmV2b2NhdGlvbkxpc30wgYoGCCsGAQUFBWEBBH4wfDA7BggrBgEFBOcwAYYvaHROcC
DovL293jc3AudGVzdDQu¥YnV5cGFzcy5uby9vY3NwLOJQQ2xhc3MzVDRDOQTMwPQYIKwYBBQUHMAKGMWhOd
HA6LYy9jcnQudGVzdDQuYnV5cGFzcy5uby9jcnQvQl1BDbGFzczNUNENBMy53ZXIwDQYJKoZIhveNAQELB
QADgQEBABL4Wleqo4LN70unW7jr6YVPDDATMaZv4A9e8V2B7YRLKKZWGKNhwi+B4dE/ /h1Fi0uTbI877
BECHWQQCcXF7VNfC3XeK4ySQanIaX9XxfkJa8NzMojlz4JwykOr/aUjw652p1A0720xvSIW)gJBaLgMXn
nLvTF2mhMBLarZ30MBpPcgRmcJgiZ5Hs1QnuGzmIK2 /ByE9ECOAMczfdtHIVou3gylwa5tXHGhBFiHyC
CGZcwteN1RizSC80J319t7INVIW/piXVWRKL7NuOL4CqUoM/JPhVYwlv9DGKJIgAC3VT7Gk5sMqyjCThz1H
ZamOAJv]jYhtveVz9DkpqyGQDvAYskc=</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
<saml:Subject>
<saml:NameID SPProvidedID="29019900248">29019900248</saml :NameID>
<saml:SubjectConfirmation Method="urn:ocasis:names:tc:SAML:2.0:cm:beare
r" />
</saml:Subject>
<saml:Conditions NotBefore="2019-05-10T07:18:02.955Z2" NotOnOrAfter="2019
-05-10T07:38:02.955Z">
<saml:AudienceRestriction>
<saml :Audience>https://xds-web.test.nhn.no/</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml:AttributeStatement>
<saml:Attribute Name="urn:oasis:names:tc:xspa:1.0:subject:subject-id">
<saml:AttributeValue>Karoline Matre</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:oasis:names:tc:xspa:1.0:subject:organization
">
<saml:AttributeValue>Norsk Helsenett</saml:AttributeValue>
</saml:Attribute>
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<saml:Attribute Name="urn:ocasis:names:tc:xspa:1l.0:subject:organization
-id">
<saml:AttributeValue> <id xmlns="urn:hl7-org:v3" xsi:type="II" exten
sion="994598759" root="2.16.578.1.12.4.1.4.101" assigningAuthorityName="Brgnngys
undregistrene" displayable="false"/>
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:ihe:iti:xca:2010:homeCommunityId">
<saml:AttributeValue>urn:0id:2.16.578.1.12.4.1.7.1.2</saml:Attribute

Value>
</saml:Attribute>
<saml:Attribute Name="urn:ocasis:names:tc:xspa:2.0:subject:npi">
<saml:AttributeValue>29019900248</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:ihe:iti:xua:2017:subject:provider-identifier
">

<saml:AttributeValue><id xmlns="urn:hl7-org:v3" type="II" extension=
"29019900248" root="2.16.578.1.12.4.1.4.1" displayable="false" /></saml:Attribut
eValue>
</saml:Attribute>
<saml:Attribute Name="urn:ocasis:names:tc:xspa:1l.0:subject:purposeofuse
>
<saml:AttributeValue><PurposeOfUse xmlns="urn:hl7-org:v3" type="CE"
code="13" codeSystem="1.0.14265.1" codeSystemName="ISO 14265 Classification of P
urposes for processing personal health information" displayName="Subject of care
uses"/></saml:AttributevValue>
</saml:Attribute>
<saml:Attribute Name="urn:oasis:names:tc:xacml:2.0:resource:resource-i
da">
<saml:AttributeValue>29019900248"""&amp;amp;2.16.578.1.12.4.1.4.1¢&a
mp;amp; ISO</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="SecurityLevel">
<saml:AttributeValue>4</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="Scope'">
<saml:AttributeValue>innsynregisterbruk, innsynregisterinnhold, innsyn
pasientjournal</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml:AuthnStatement AuthnInstant="2019-05-10T07:18:02.955Z" SessionNotO
nOrAfter="2019-05-10T07:38:02.9552">
<saml:AuthnContext>
<saml:AuthnContextClassRef>urn:ocasis:names:tc:SAML:2.0:ac:classes:X5
09</saml:AuthnContextClassRef>
</saml:AuthnContext>
</saml:AuthnStatement>
</saml:Assertion>
</o:Security>
</s:Header>
<s:Body xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.
org/2001/XMLSchema-instance">
<AdhocQueryRequest xmlns="urn:oasis:names:tc:ebxml-regrep:xsd:query:3.0">
<ResponseOption returnType="LeafClass" returnComposedObjects="true" />
<AdhocQuery xmlns="urn:ocasis:names:tc:ebxml-regrep:xsd:rim:3.0" id="urn:uu
1d:14d4debf-8£f97-4251-9a74-a90016b0af0d">
<Slot name="S$XDSDocumentEntryPatientId">
<ValueList>
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<Value>'29019900248"""gamp;2.16.578.1.12.4.1.4.1&amp;ISO'</Value>

</ValueList>
</Slot>
<Slot name="$XDSDocumentEntryStatus">
<ValueList>
<Value> ('urn:oasis:names:tc:ebxml-regrep:StatusType:Approved')</Valu
e>
</ValueList>
</Slot>
<Slot name="$XDSDocumentEntryConfidentialityCode">
<ValueList>
<Value>('L""2.16.840.1.113883.5.25")</Value>
<Value>('M""2.16.840.1.113883.5.25")</Value>
<Value>('N""2.16.840.1.113883.5.25")</Value>
<Value>('U""2.16.840.1.113883.5.25")</Value>
<Value>('R""2.16.840.1.113883.5.25")</Value>
</ValueList>
</Slot>
</AdhocQuery>
</AdhocQueryRequest>
</s:Body>

</s:Envelope>

5.2 ITI-18 response

Note: The Security header is in the example included with mustUnderstand="false". The Security
header can also be fully omitted in the response.

<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope">
<soap:Header>
<wsse:Security soap:mustUnderstand="false" xmlns:wsse="http://docs.oasis
-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu=
"http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd">
<wsu:Timestamp wsu:Id="TS-97">
<wsu:Created>2019-05-10T07:18:03.896%</wsu:Created>
<wsu:Expires>2019-05-10T07:23:03.896Z</wsu:Expires>
</wsu:Timestamp>
</wsse:Security>
<Action xmlns="http://www.w3.0rg/2005/08/addressing">urn:ihe:iti:2007:Re
gistryStoredQueryResponse</Action>
<MessageID xmlns="http://www.w3.0rg/2005/08/addressing">urn:uuid:35b27b8
5-7965-4eaa-9f15-dddfa9d821bc</MessagelD>
<To xmlns="http://www.w3.0rg/2005/08/addressing">http://www.w3.0rg/2005/
08/addressing/anonymous</To>
<RelatesTo xmlns="http://www.w3.0rg/2005/08/addressing">urn:uuid:c6£da90
e-abec-4f8d-aalb-14802f4bf68d</RelatesTo>
</soap:Header>
<soap:Body>
<ns4:AdhocQueryResponse xmlns:ns6="urn:oasis:names:tc:ebxml-regrep:xsd:1l
cm:3.0" xmlns:ns5="urn:ihe:iti:xds-b:2007" xmlns:ns4="urn:oasis:names:tc:ebx
ml-regrep:xsd:query:3.0" xmlns:ns3="urn:oasis:names:tc:ebxml-regrep:xsd:rs:3
.0" xmlns:ns2="urn:ocasis:names:tc:ebxml-regrep:xsd:rim:3.0" status="urn:oasi
s:names:tc:ebxml-regrep:ResponseStatusType:Success">
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<ns2:RegistryObjectList>
<ns2:ExtrinsicObject mimeType="text/rtf" objectType="urn:uuid:7edca8
2f-054d-47£f2-a032-9b2ab5b5186cl" status="urn:ocasis:names:tc:ebxml-regrep:Stat
usType:Approved" id="urn:uuid:03df3d45-0000-0000-0000-000000000000" home="2.
16.578.1.12.4.1.2.5604">
<ns2:Slot name="creationTime">
<ns2:ValueList>
<ns2:Value>20171126174700</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Slot name="hash">
<ns2:ValueList>
<ns2:Value>da39a3eeb5e6b4b0d3255bfef95601890afd80709</ns2:Value

</ns2:ValueList>
</ns2:Slot>
<ns2:Slot name="languageCode">
<ns2:ValuelList>
<ns2:Value>no</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Slot name="repositoryUniqueId">
<ns2:ValuelList>
<ns2:Value>2.16.578.1.12.4.3.1.4.20.1</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:S5lot name="size">
<ns2:ValuelList>
<ns2:Value>0</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Slot name="legalAuthenticator">
<ns2:ValueList>
<ns2:Value>RILIN*Lin"Rita**"*"*"*""&amp;2.16.578.1.12.4.1.4.4&amp;
IS0</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Slot name="sourcePatientId">
<ns2:ValueList>
<ns2:Value>29019900248"""&amp;2.16.578.1.12.4.1.4.1¢amp; ISO</n
s2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Slot name="sourcePatientInfo">
<ns2:ValueList>
<ns2:Value>PID-5|Matre”Karoline Testpasient</ns2:Value>
<ns2:Value>PID-7119990129</ns2:Value>
<ns2:Value>PID-8|F</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="Epi
krise - mor" />
</ns2:Name>
<ns2:Classification classificationScheme="urn:uuid:93606bcf-9494-4
3ec-9b4e-a7748d1a838d" classifiedObject="urn:uuid:03df3d45-0000-0000-0000-00
0000000000" nodeRepresentation="" id="urn:uuid:%alelccd4-7ed8-41ff-911e-2d826
6fcafdd">
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<ns2:Slot name="authorPerson">
<ns2:ValueList>
<ns2:Value>RILIN"Lin*Rita*"""""&amp;2.16.578.1.12.4.1.4.4&am
p;IS0</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Slot name="authorInstitution">
<ns2:ValueList>
<ns2:Value>Kvinneklinikken**""""gamp;2.16.578.1.12.4.1.4.102¢«
amp; ISO""""108048</ns2:Value>
<ns2:Value>Sykehuset @stfold HF (PK2b 02.10.2018)</ns2:Value>
<ns2:Value>Sykehuset @stfold HF*"*""""&amp;2.16.578.1.12.4.1.4
.101l&amp; ISO""""983971768</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Slot name="authorRole">
<ns2:ValueList>
<ns2:Value>Partus-forvalter</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:41a5887f-8865-4
c09-adf7-e362475pb143a" classifiedObject="urn:uuid:03df3d45-0000-0000-0000-00
0000000000" nodeRepresentation="A00-1" id="urn:uuid:79d2dad8-64e7-4170-b47f-
8eb929424c0f">
<ns2:Slot name="codingScheme">
<ns2:ValueList>
<ns2:Value>2.16.578.1.12.4.1.1.9602</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="E
pikriser og sammenfatninger" />
</ns2:Name>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:a09d5840-386c-4
6£2-b5ad-9c3699a4309d" classifiedObject="urn:uuid:03df3d45-0000-0000-0000-00
0000000000" nodeRepresentation="urn:no:ehelse:document:text" id="urn:uuid:14
6890e1-6e9d-40f5-880f-8c3659ca50d5">
<ns2:Slot name="codingScheme">
<ns2:ValueList>
<ns2:Value>FormatCodes</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="u
rn:no:ehelse:document:text" />
</ns2:Name>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:f33fb8ac-18af-4
2cc-aele-ed0b0bdb91el" classifiedObject="urn:uuid:03df3d45-0000-0000-0000-00
0000000000" nodeRepresentation="86.101" id="urn:uuid:e0e58814-9cfl-45dl-aeab
-8cc9f4956306">
<ns2:Slot name="codingScheme">
<ns2:ValueList>
<ns2:Value>2.16.578.1.12.4.1.1.1303</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
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<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="A
Ilminnelige somatiske sykehus" />
</ns2:Name>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:cccf5598-8b07-4
b77-a05e-ae952c785ead"”" classifiedObject="urn:uuid:03d£3d45-0000-0000-0000-00
0000000000" nodeRepresentation="Ukjent" id="urn:uuid:056c614e-0480-4b53-a78f
-31709%ebf77d4">
<ns2:Slot name="codingScheme">
<ns2:ValueList>
<ns2:Value>Ukjent</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="U
kjent" />
</ns2:Name>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:f0306£51-975f-4
34e-a61c-c59651d33983" classifiedObject="urn:uuid:03df3d45-0000-0000-0000-00
0000000000" nodeRepresentation="A03-2" id="urn:uuid:5a5cedld-0c59-4f1f-8833-
2758ab811£f35">
<ns2:5lot name="codingScheme">
<ns2:ValueList>
<ns2:Value>2.16.578.1.12.4.1.1.9602</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="E
pikrise" />
</ns2:Name>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:f4f85eac-e6cb-4
883-b524-£2705394840£f" classifiedObject="urn:uuid:03df£3d45-0000-0000-0000-00
0000000000" nodeRepresentation="N" id="urn:uuid:4ad902b0-1845-4a3e-935f-8641
£40432b2">
<ns2:Slot name="codingScheme">
<ns2:ValueList>
<ns2:Value>2.16.840.1.113883.5.25</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="n
ormal™ />
</ns2:Name>
</ns2:Classification>
<ns2:Externalldentifier registryObject="urn:uuid:03df3d45-0000-000
0-0000-000000000000" identificationScheme="urn:uuid:58a6f841-87b3-4a3e-92fd-
a8ffeff98427" value="29019900248"""gamp;2.16.578.1.12.4.1.4.1&amp;ISO" id="u
rn:uuid:1420a0dd-c918-41bf-ad87-8fcad7£32a24">
<ns2:Name>
<ns2:LocalizedString value="XDSDocumentEntry.patientId" />
</ns2:Name>
</ns2:Externalldentifier>
<ns2:Externalldentifier registryObject="urn:uuid:03df3d45-0000-000
0-0000-000000000000" identificationScheme="urn:uuid:2e82cl1f6-a085-4c72-9da3-
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8640a32e42ab" value=""64961861" id="urn:uuid:2c751a71-d285-466f-9998-9f08b22
lelal">
<ns2:Name>
<ns2:LocalizedString value="XDSDocumentEntry.uniqueId" />
</ns2:Name>
</ns2:Externalldentifier>
</ns2:ExtrinsicObject>
<ns2:ExtrinsicObject mimeType="text/rtf" objectType="urn:uuid:7edca8
2f-054d-47£f2-a032-9b2ab5b5186cl" status="urn:ocasis:names:tc:ebxml-regrep:Stat
usType:Approved" id="urn:uuid:03df3d1b-0000-0000-0000-000000000000" home="2.
16.578.1.12.4.1.2.5604">
<ns2:Slot name="creationTime">
<ns2:ValueList>
<ns2:Value>20171126174800</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Slot name="hash">
<ns2:ValueList>
<ns2:Value>da39a3eeb5e6b4b0d3255bfef95601890afd80709</ns2:Value

</ns2:ValuelList>
</ns2:Slot>
<ns2:Slot name="languageCode">
<ns2:ValuelList>
<ns2:Value>no</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Slot name="repositoryUniqueId">
<ns2:ValuelList>
<ns2:Value>2.16.578.1.12.4.3.1.4.20.1</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Slot name="size">
<ns2:ValueList>
<ns2:Value>0</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Slot name="legalAuthenticator">
<ns2:ValueList>
<ns2:Value>RILIN*Lin"Rita**"*"*"*""&amp;2.16.578.1.12.4.1.4.4&amp;
IS0</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Slot name="sourcePatientId">
<ns2:ValueList>
<ns2:Value>29019900248"""&amp;2.16.578.1.12.4.1.4.1&amp; ISO</n
s2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Slot name="sourcePatientInfo">
<ns2:ValueList>
<ns2:Value>PID-5|Matre”Karoline Testpasient</ns2:Value>
<ns2:Value>PID-7119990129</ns2:Value>
<ns2:Value>PID-8|F</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Name>
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<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="IKK
E SIGNERT Epikrise - mor" />
</ns2:Name>
<ns2:Classification classificationScheme="urn:uuid:93606bcf-9494-4
3ec-9b4e-a7748d1a838d" classifiedObject="urn:uuid:03df3d1b-0000-0000-0000-00
0000000000" nodeRepresentation="" id="urn:uuid:91b3a6e8-629f-495e-9dd2-8135d
b140d5d">
<ns2:Slot name="authorPerson">
<ns2:ValueList>
<ns2:Value>RILIN"Lin*Rita*"""""&amp;2.16.578.1.12.4.1.4.4&am
p;IS0</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Slot name="authorInstitution">
<ns2:ValueList>
<ns2:Value>Kvinneklinikken**""""gamp;2.16.578.1.12.4.1.4.102«
amp; ISO""*"~108048</ns2:Value>
<ns2:Value>Sykehuset @stfold HF (PK2b 02.10.2018)</ns2:Value>
<ns2:Value>Sykehuset @stfold HF*"""""&amp;2.16.578.1.12.4.1.4
.101l&amp; ISO""""983971768</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Slot name="authorRole">
<ns2:ValueList>
<ns2:Value>Partus-forvalter</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:41a5887f-8865-4
c09-adf7-e362475pb143a" classifiedObject="urn:uuid:03df3d1b-0000-0000-0000-00
0000000000" nodeRepresentation="A00-1" id="urn:uuid:18ae626l-feec-4eac-8907-
efd299%a47bdf">
<ns2:Slot name="codingScheme">
<ns2:ValueList>
<ns2:Value>2.16.578.1.12.4.1.1.9602</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="E
pikriser og sammenfatninger" />
</ns2:Name>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:a09d5840-386c-4
6£2-b5ad-9c3699a4309d" classifiedObject="urn:uuid:03df3d1b-0000-0000-0000-00
0000000000" nodeRepresentation="urn:no:ehelse:document:text" id="urn:uuid:26
4cf9fa-dla8-465b-b571-163acaf515b2">
<ns2:Slot name="codingScheme">
<ns2:ValueList>
<ns2:Value>FormatCodes</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="u
rn:no:ehelse:document:text" />
</ns2:Name>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:f33fb8ac-18af-4
2cc-aele-ed0b0bdb91el" classifiedObject="urn:uuid:03df3d1b-0000-0000-0000-00
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0000000000" nodeRepresentation="86.101" id="urn:uuid:eaaffbeb-0e4a-46b9-8aba
-e2ac0270048pb">
<ns2:Slot name="codingScheme">
<ns2:ValueList>
<ns2:Value>2.16.578.1.12.4.1.1.1303</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="A
Ilminnelige somatiske sykehus" />
</ns2:Name>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:cccf5598-8b07-4
b77-a05e-ae952c785ead"”" classifiedObject="urn:uuid:03df3d1b-0000-0000-0000-00
0000000000" nodeRepresentation="Ukjent" id="urn:uuid:d8a2ef06-87ab-4eb3-8bbf
-2b9682fb42f5">
<ns2:S5lot name="codingScheme">
<ns2:ValuelList>
<ns2:Value>Ukjent</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="U
kjent" />
</ns2:Name>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:f0306£51-975f-4
34e-a61c-c59651d33983" classifiedObject="urn:uuid:03df3d1b-0000-0000-0000-00
0000000000" nodeRepresentation="A03-2" id="urn:uuid:5e9%a2b2b-c03d-485b-9clf-
dc080aed1d28">
<ns2:Slot name="codingScheme">
<ns2:ValuelList>
<ns2:Value>2.16.578.1.12.4.1.1.9602</ns2:Value>
</ns2:ValuelList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="E
pikrise" />
</ns2:Name>
</ns2:Classification>
<ns2:Classification classificationScheme="urn:uuid:f4f85eac-e6cb-4
883-b524-£2705394840£f" classifiedObject="urn:uuid:03df3d1b-0000-0000-0000-00
0000000000" nodeRepresentation="N" id="urn:uuid:aa3f6928-b872-455b-aadd-ca35
90d48d19">
<ns2:Slot name="codingScheme">
<ns2:ValueList>
<ns2:Value>2.16.840.1.113883.5.25</ns2:Value>
</ns2:ValueList>
</ns2:Slot>
<ns2:Name>
<ns2:LocalizedString xml:lang="en-US" charset="UTF-8" value="n
ormal™ />
</ns2:Name>
</ns2:Classification>
<ns2:Externalldentifier registryObject="urn:uuid:03df3d1b-0000-000
0-0000-000000000000" identificationScheme="urn:uuid:58a6£841-87b3-4a3e-92fd-
a8ffeff98427" value="29019900248"""gamp;2.16.578.1.12.4.1.4.1&amp;ISO" id="u
rn:uuid:153c3de3-0767-4322-8b£f3-906e26£fdc8f2">
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<ns2:Name>
<ns2:LocalizedString value="XDSDocumentEntry.patientId" />
</ns2:Name>
</ns2:Externalldentifier>
<ns2:Externalldentifier registryObject="urn:uuid:03df3d1b-0000-000
0-0000-000000000000" identificationScheme="urn:uuid:2e82clf6-a085-4c72-9da3-
8640a32e42ab" value=""64961819" id="urn:uuid:bfc7bd55-0486-4c91-9991-8el0ecde
a38lc">
<ns2:Name>
<ns2:LocalizedString value="XDSDocumentEntry.uniqueId" />
</ns2:Name>
</ns2:Externalldentifier>
</ns2:ExtrinsicObject>
</ns2:RegistryObjectList>
</ns4:AdhocQueryResponse>
</soap:Body>
</soap:Envelope>

5.3 ITI-43 + ITI 40 request

<!-- Created with Liquid Technologies Online Tools 1.0 (https://www.liquid-t
echnologies.com) —-->
<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/socap-envelope" xmlns:a="http:
//www.w3.0rg/2005/08/addressing”" xmlns:u="http://docs.oasis-open.org/wss/200
4/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<s:Header>
<a:Action s:mustUnderstand="1">urn:ihe:iti:2007:RetrieveDocumentSet</a:A
ction>
<a:MessageID>urn:uuid:a2b2a7de-0d0c-4dbc-b343-85ac02a745¢c5</a:MessageID>
<a:ReplyTo>
<a:Address>http://www.w3.0rg/2005/08/addressing/anonymous</a:Address>
</a:ReplyTo>
<a:To s:mustUnderstand="1">https://ttrlxds-reg0l.test.drift.nhn.no/xca/x
ca-itid43</a:To>
<o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss
/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<u:Timestamp u:Id=" 0">
<u:Created>2019-05-10T07:22:56.765%2</u:Created>
<u:Expires>2019-05-10T07:27:56.7652</u:Expires>
</u:Timestamp>
<saml:Assertion ID=" d72f1016-7438-4754-ba93-e9cad659819c" Issuelnstan
t="2019-05-10T07:22:56.533Z2" Version="2.0" xmlns:saml="urn:oasis:names:tc:SA
ML:2.0:assertion">
<saml:Issuer>sikkerhet.helsenorge.no</saml:Issuer>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml
-exc-cl4n#" />
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-mo
re#rsa-sha256" />
<Reference URI="# d72f1016-7438-4754-ba93-e9cad659819c">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsigf#enve
loped-signature" />
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<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n

#" />

</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha2
56" />

<DigestValue>Kj7/8RM1IspD8CDuUC5R2du/Cm8zWOVDTgavov+VhURs=</Dig
estValue>

</Reference>
</SignedInfo>

<SignatureValue>vyKykJtLITxsnXWpgcVEJd78WzQG701l18LmpyZGoNyL+L43wJo
woJL54BBzDpZMewDVXzumTVxjBiJelEC7+xQ0QzQkgt1J2MiDxFbIXOMkT3Q+Hv+NX1PZ4DrOWbt5
DP5TsKn40s98zpTLS5vkyf+xjtQekKjJbbIudn3zQLITCpPcG2Ippqul7n89mUvC8Xp8yH85vdr3r
ILzkgHtgYzSvMICvgGGt 6+npzPDKFn2pJtRUgg7zLLaidT+thgJaDQyjtHkO3dw/Jkkjz9X3CBkD
yPohgqwlpv6EWRLYAMkypAJYJWRLPKHSUhHrXfBLbmLO9v3zFtF2nD5S+WWwE 9pGXA==</Signatur
eValue>
<KeyInfo>
<X509Data>
<X509Certificate>MIIFIzCCBAUgAWIBAgGILAUIOLX1Z+viLGWIwDQYJKoZIh
vVCNAQELBQAWUTELMAkKGAIUEBhMCTk8xHTALBgNVBAOMFEJ1eXBhc3MgQVMtOTgzMTY zMz I 3MSMw L
QYDVQODDBpCAX1wYXNzIENsYXNzIDMgVGVzdDQgQOEgMzAeFwOxNzA1IMDgxMDUzMzdaFw0yMDA1M
DgyMTUSMDBaMIGIMQswCQYDVQOGEwWJOTzEhMB8GALIUECgwYRE1SRUtUT1JBVEVUIEZPUiBFLUNKET
FNFMRswGQYDVQQLDBJoZWxzZW5vemdl ImS5vIFRFULIQxJTAIBgNVBAMMHEh1bHN1bm9yZ2Uubm8gU
21ra2VyaGVOIFRFULIQxE]jAQBgNVBAUTCTkxNTkzMzEOOTCCASIwWDQYJKoZIhvcNAQEBBQADggEPA
DCCAQoCggEBAOG6CSeYWxwt70nyfQ2XAPKFMoYUG6F727IRrrBipSgZalok9opcPgfx10VEDsrjoBw
88GlvhtpubhEa8mS1HOy/ccsnD7vhz2g0TLPS51Lz0X ) fukt+0SpSV301alPAZ61+Qhgok6vi8LC
Xt0BBJIO31lahf6iTbwukMxwpcTzeKVhpLwIvU73yU++Mw2f91T61iW+62JIPINtSyaT7jI5KpZkTGx
2QFTHEFUA/PX12T06X1C6HqoKjgXzePZJE4D69WbzwWXN9I3N] 71 3BTHA4ZRixISGDVLONgGS rbGXP
P3PK1IZS80KB0716JQaxeSuesyDnFPZpTGnE4pl /CXFQ5gK1 zkCAWEARAOCACIwggG+MAKGA1UdE
WQCMAAWHWYDVRO JBBgwFoAUP671eAuS0o3AgNVI9a+vckoFIBSEEWHQYDVROOBBYEFBehpcMyRVShJ
xmIahVgtwTdPGOgMA4GA1UJDWEB/wQEAWIGQDAWBgNVHSAEDZANMASGCWCEQgEaAQADA ] CBuwYDV
ROfBIGzMIGwMDegNaAzhjFodHRwO18vY3JsLnR1c3Q0LmJleXBhc3Mubm8vY3JsL0JQQ2xhc3MzV
DRDQTMuY3JsMHWgc 6Bxhm9sZGEFwO18vbGRhcC50ZXNONC51dX1wYXNzLm5vL2RjPUJ1eXBhc3MsZ
GM9Tk8s00490QnV5cGFzcyUyMENsYXNzJTIwMyUyMFR1c3Q0JTIWQOEIMjAzP2N1cnRpZmljYXR1U
mV2b2NhdGlvbkxpc3QwgYoGCCsGAQUFBWEBBHAWEDA7BggrBgEFBQcwAYYvaHROcDovL29jc3Aud
GVzdDQuYnV5cGFzcy5uby9vY3NwL0JQQ2xhc3MzVDRDQTMwPQY IKwYBBQUHMAKGMWhOJdHAGLyY9jC
nQudGvVzdDQuYnV5cGFzcy5uby9jcnQvQl1BDbGEFzczNUNENBMy5jZXIwDQYJKoZIhveNAQELBQADg
gEBAB14Wleqo4LN70unW7jr6YVPDDATMaZv4A%e8V2B7YRLKKZWGKNhwj+B4dE/ /h1Fi0uTbI877
BECHWQQcXF7VNfC3XeK4ySQanIaX9xXxfkJa8NzMojlz4Jwyk0r/aUjw652plA0720xvSIWIgJBaL
qMXnnLvTF2mhMBLarZz30MBpPcgRmcJgiZ5Hs10nuGzmJK2 /ByE9ECOAMczfdtHIVou3qgylwa5tXH
GhBFiHyCCGZcwteN1RizSC80J319t7INVW/piXVWRKL7NuOL4CqUoM/JPhVYwlv9DGKJIgAC3VT7Gk
5sMqgyjCThz1HZamOAJv]YhtveVz9DkpgyGQDVvAYskc=</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
<saml:Subject>
<saml :NameID SPProvidedID="29019900248">29019900248</saml :NameID>
<saml:SubjectConfirmation Method="urn:ocasis:names:tc:SAML:2.0:cm:b
earer" />
</saml:Subject>
<saml:Conditions NotBefore="2019-05-10T07:22:56.533Z" NotOnOrAfter="
2019-05-10T07:42:56.5332">
<saml:AudienceRestriction>
<saml :Audience>https://xds-web.test.nhn.no/</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml:AttributeStatement>
<saml:Attribute Name="urn:ocasis:names:tc:xspa:1.0:subject:subject-
id">
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<saml:AttributeValue>Karoline Matre</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:ocasis:names:tc:xspa:1.0:subject:organiza
tion">
<saml:AttributeValue>Norsk Helsenett</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:ocasis:names:tc:xspa:1l.0:subject:organiza
tion-id">
<saml:AttributeValue> <id xmlns="urn:hl7-org:v3" xsi:type="II" ext
ension="994598759" root="2.16.578.1.12.4.1.4.101" assigningAuthorityName="Br
gnngysundregistrene" displayable="false"/>
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:ihe:iti:xca:2010:homeCommunityId">
<saml:AttributeValue>urn:0id:2.16.578.1.12.4.1.7.1.2</saml:Attri
buteValue>
</saml:Attribute>
<saml:Attribute Name="urn:ocasis:names:tc:xspa:2.0:subject:npi">
<saml:AttributeValue>29019900248</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:ihe:iti:xua:2017:subject:provider-identi
fier">
<saml:AttributeValue><id xmlns="urn:hl7-org:v3" type="I1I" extens
ion="29019900248" root="2.16.578.1.12.4.1.4.1" displayable="false" /></saml:
AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:ocasis:names:tc:xspa:1.0:subject:purposeo
fuse">
<saml:AttributeValue><PurposeOfUse xmlns="urn:hl7-org:v3" type="
CE" code="13" codeSystem="1.0.14265.1" codeSystemName="ISO 14265 Classificat
ion of Purposes for processing personal health information" displayName="Sub
ject of care uses"/></saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:oasis:names:tc:xacml:2.0:resource:reso
urce-id">
<saml:AttributeValue>29019900248*""&amp;amp;2.16.578.1.12.4.1.4.1&amp;amp; IS
O</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="SecuritylLevel">
<saml:AttributeValue>4</saml:Attributevalue>
</saml:Attribute>
<saml:Attribute Name="Scope">
<saml:AttributeValue>innsynregisterbruk,innsynregisterinnhold, in
nsynpasientjournal</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml:AuthnStatement AuthnInstant="2019-05-10T07:22:56.549Z2" Session
NotOnOrAfter="2019-05-10T07:42:56.549Z2">
<saml:AuthnContext>
<saml:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classe
s:X509</saml:AuthnContextClassRef>
</saml :AuthnContext>
</saml:AuthnStatement>
</saml:Assertion>
</o:Security>
</s:Header>
<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="h
ttp://www.w3.0rg/2001/XMLSchema">
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<RetrieveDocumentSetRequest xmlns="urn:ihe:iti:xds-b:2007">
<DocumentRequest>
<HomeCommunityId>2.16.578.1.12.4.1.2.5604</HomeCommunityId>
<RepositoryUniqueId>2.16.578.1.12.4.3.1.5.20.1</RepositoryUniqueld>
<DocumentUniqueId>"105085430</DocumentUniquelId>
</DocumentRequest>
</RetrieveDocumentSetRequest>
</s:Body>
</s:Envelope>

5.4 ITI-43 response

Note: The Security header is in the example included with mustUnderstand="false". The Security
header can also be fully omitted in the response.

Encoding: UTF-8

Content-Type: multipart/related; type="application/xop+xml"; boundary="uuid:
84be98b6-2aec-415f-b691-a8e47£9f3b2d"; start="<root.messagelcxf.apache.org>"
; start-info="application/soap+xml"

Headers: {}

Payload: --uuid:84be98b6-2aec-415f-b691-a8e47£f9£f3b2d

Content-Type: application/xop+xml; charset=UTF-8; type="application/soap+xml

"wo.
’

Content-Transfer-Encoding: binary
Content-ID: <root.message@cxf.apache.org>

<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope">
<soap:Header>
<o:Security soap:mustUnderstand="false" xmlns:o="http://docs.oasis-open.
org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:s="http://
www.w3.0rg/2003/05/soap-envelope">
<u:Timestamp xmlns:u="http://docs.oasis-open.org/wss/2004/01/0asis-200
401l-wss-wssecurity-utility-1.0.xsd" u:Id="_0">
<u:Created>2019-05-10T07:22:58.9772</u:Created>
<u:Expires>2019-05-10T07:27:58.977Z2</u:Expires>
</u:Timestamp>
</o:Security>
<Action xmlns="http://www.w3.0rg/2005/08/addressing">urn:ihe:1ti:2007:Re
trieveDocumentSetResponse</Action>
<MessagelID xmlns="http://www.w3.0rg/2005/08/addressing">urn:uuid:02d9%e81
f-foee-42df-b264-£f70cdae5c706</MessagelD>
<To xmlns="http://www.w3.0rg/2005/08/addressing">http://www.w3.0rg/2005/
08/addressing/anonymous</To>
<RelatesTo xmlns="http://www.w3.0rg/2005/08/addressing">urn:uuid:a2b2a7d
e-0d0c-4dbc-b343-85ac02a745c5</RelatesTo>
</soap:Header>
<soap:Body>
<ns2:RetrieveDocumentSetResponse xmlns:ns6="urn:oasis:names:tc:ebxml-reg
rep:xsd:1lcm:3.0" xmlns:ns5="urn:oasis:names:tc:ebxml-regrep:xsd:query:3.0" x
mlns:ns4="urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0" xmlns:ns3="urn:oasis:n
ames:tc:ebxml-regrep:xsd:rim:3.0" xmlns:ns2="urn:ihe:iti:xds-b:2007">
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<ns4:RegistryResponse status="urn:oasis:names:tc:ebxml-regrep:Response
StatusType:Success" />
<ns2:DocumentResponse>
<ns2:HomeCommunityId>2.16.578.1.12.4.1.2.5604</ns2:HomeCommunityId>
<ns2:RepositoryUniqueld>2.16.578.1.12.4.3.1.5.20.1</ns2:RepositoryUn
iqueId>
<ns2:DocumentUniqueld>2.16.578.1.12.4.3.1.1.20.27105085430</ns2:Docu
mentUniqueId>
<ns2:mimeType>application/octet-stream</ns2:mimeType>
<ns2:Document>
<xop:Include xmlns:xop="http://www.w3.0rg/2004/08/xop/include" hre
f="cid:b%a37cae-5d33-4cal-9e3b-12997004d821-17Qurn%3Aihe%3A1ti%$3Axds-b%3A200
/>
</ns2:Document>
</ns2:DocumentResponse>
</ns2:RetrieveDocumentSetResponse>
</soap:Body>
</soap:Envelope>

--uuid:84be98b6-2aec-415f-b691-a8e47£9£f3b2d

Content-Type: application/octet-stream

Content-Transfer-Encoding: binary

Content-ID: <b9%a37cae-5d33-4cal-9e3b-12997004d821-17Q@urn:ihe:iti:xds-b:2007>

<ClinicalDocument classCode="DOCCLIN" moodCode="EVN" xmlns="urn:hl7-org:v3"
xmlns:voc="urn:hl7-org:v3/voc">
<realmCode code="NO" />
<typeld extension="POCD HD000040" root="2.16.840.1.113883.1.3" />
<templateId root="2.16.578.1.34.10.123" />
<id extension="105085430" root="2.16.578.1.12.4.3.1.1.20.2" />
<code code="B03-2" displayName="Poliklinisk notat" codeSystem="2.16.578.1.
12.4.1.1.9602" />
<title>Poliklinisk notat...</title>
<effectiveTime value="20190402134909" />
<confidentialityCode code="N" codeSystem="2.16.840.1.113883.5.25" />
<languageCode code="no-NO" />
<setId extension="105085430" root="2.16.578.1.12.4.3.1.1.20.2.15.1001" />
<recordTarget typeCode="RCT" contextControlCode="0OP">
<patientRole classCode="PAT">
<id extension="29019900248" root="2.16.578.1.12.4.1.4.1" />
<patient classCode="PSN" determinerCode="INSTANCE">
<name>
<given>Karoline</given>
<family>Testpasient Matre</family>
</name>
<administrativeGenderCode code="2" codeSystem="2.16.578.1.12.4.1.1.3
101" displayName="Female" />
<birthTime value="19990129" />
</patient>
<providerOrganization classCode="ORG" determinerCode="INSTANCE">
<id extension="108604" root="2.16.578.1.12.4.1.4.102" />
<name>Kirurgi Hamar</name>
<asOrganizationPartOf>
<wholeOrganization>
<id extension="983971709" root="2.16.578.1.12.4.1.4.101" />
<name>Sykehuset Innlandet HF</name>
</wholeOrganization>
</asOrganizationPartOf>
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</providerOrganization>
</patientRole>
</recordTarget>
<author typeCode="AUT" contextControlCode="OP">
<time value="20190402134930" />
<assignedAuthor classCode="ASSIGNED">
<id extension="UXOMGU" root="2.16.578.1.12.4.1.4.4" />
<assignedPerson>
<name>
<given>Gunn</given>
<family>Omsorg</family>
</name>
</assignedPerson>
</assignedAuthor>
</author>
<custodian typeCode="CST">
<assignedCustodian classCode="ASSIGNED">
<representedCustodianOrganization classCode="ORG" determinerCode="INST
ANCE">
<id extension="983971709" root="2.16.578.1.12.4.1.4.101" />
<name>Sykehuset Innlandet HF</name>
</representedCustodianOrganization>
</assignedCustodian>
</custodian>
<component>
<nonXMLBody>
<text mediaType="application/pdf" representation="B64">JVBERiOxLjQNCiX
148/TDQo1DQold1BERiBieSBXUENLYmMVkIEdt YkggVIMuNTRAWzMyXQOKJQOKJIQOKMSAWIG9iag0
8PCI9UeXB1L011dGFkYXRhLIN1YNnR5cGUVWEIMLOx1bmd0aCAxMzc5ID4+DQpzdHI1YWOKPDO4cGF
Ja2V0IGJ1Z21uPSLvu781iIG1lkPSIXNUOWTXBDZWhpSHpyZVN6T1Rjemt jOWQ1iPz4KPHG6eGlwbWV
0YSB4bWxuczp4PSJhZG91ZTpuczptZXRhLyIgeDp4bXB0az0iMy4xLTcwMSI+CijxyZGY6UKRGIHK
tbG52z0nJkZj01iaHROcDovL3d3dy53My5vemcvMTk50S8wMi8yMi1lyZGYtc31udGF4LWS5zIyI+Cix
VZGYB6RGVzY3JpcHRpb24gcmRmOMEF1ib3VOPSIiCiB4bWxuczp4bXA9TImh0dHAG6Lyucy5hZG91ZS5
7b20veGFwLzEUMC81iPgogPHhtcDpDcmVhdGOyVGOvbC8+CiA8eGlwOkKNYZWEFOZURhAGU+MjAxXOS0O
wNSOxMFQWOToyMjolN1o8L3htcDpDemVhdGVEYXR1PgogPHht cDpNb2RpZnlEYXR1 P IwMTktMDU
tMTBUMDk6M7 I6NTdaPCI94bXA6TWIkaWZ5RGFOZT4KIDx4bXA6TWVOYWRhAGFEYXR1 P IwMTktMDU
tMTBUMDk 6Mj I 6NTdaPC94bXA6TWVOYWRhAGFEYXR1Pgo8L3JkZjpEZXNTcmlwdGlvbj4KPHIKZ I p
EZXNjcmlwdGlvbiByZGY6YWIvAXQI9IiIKIHhtbG5z0mRIPSJodHRWO18vcHVybCS5vemevZGMv ZWx
1bWVudHMVMS4xLyI+CiA8ZGM6ZmIybWF0PMFwcGxpY2F0aWouL3BkZjwvZGM6ZmOybWF0PgogPGR
JONRpdGx1PixyZGY6QWx0PgogIDxyZGY6bGkgeGlsOmxhbmc9IngtZGVmYXVsdCIvPgo8L3JkZjp
BbHQ+PCO9kYzp0aXRsZT4KIDxkYzpkZXNjcmlwdGlvbj48cmRmOkFsdD4KICA8cmRmOmxpIHhtbDp
SYWS5nPSJ4LWR1ZmF1bHQ1Lz4KPCOyZGY6QWX0PJwvZGM6ZGVzY3JpcHRpb24+C1iA8ZGM6Cc3ViamV
JdD4KIDxyZGY6QmFnPgogIDxyZGY6bGkvPgogPCOyZGY6QmFNPgo8L2RIJONNIYmplY3Q+CiA8ZGM
6Y3J1YXRvcj48cmRmOIN1cT4KICAScmRMOmxpIHhtbDpsYWSnPSJ4LWR1ZmMF1bHQiLz4KPCOyZGY
6U2VxPjwvZGM6Y3J1YXRvc)4KPCIYZGY6RGVZY3TpcHRPpb24+CixyZGY6RGVZY3IJpcHRpb24gcemR
mOmFib3VOPSIiCiB4bWxuczp4dYXBNTT01aHROCcDoVL25zImFkb2J1ImNvbS94YXAVMS4wL21tLyT
+C1iA8eGEFwWTUO6VMVyYyc21vbklEPJES8L3hhcEINO1Z1cnNpb25JRDAKIDx4YXBNTTpEL2N1bWVudEL
EPj1iYzAINDUINjhl1OTEzZNGE4YzA1ZTI5SM2I2NDBkYjBjPCO4YXBNT TpEb2N1bWVudE1EPgogPHh
hcE1INOkluc3RhbmN1SUQ+OWJJMDUONTU20GUSMTMOYThjMDV1IMjkzYjYOMGRiIMGM8L3hhcE1INOk1
uc3RhbmN1SUQ+CjwvcmRmOkR1c2NyaXB0aW9uPgo8cmRmOkR1c2NyaXB0aWOuIHJIkZijphYm91dDO
1iTIgogeGlsbnM6cGRmMPSJodHRWO18vbnMuYWRvYmUUY29tL3BkZ18xLjMvIj4KIDXwZGY6S2V5d29
yZHMvPgogPHBkZ jpQcm9kdWN1cj53UERGMyBieSBXUEN1YmVkIEdtYkg8L3BkZjpQcmOkdWN1c] 4
KPC9yZGY6RGVzY3JpcHRpb24+CjwvcmRmO1 JERTJ4KPC940nhtcGl1dGE+Cijw/eHBhY2t1dCB1bmQ
9InciPz4KZW5kc3RyZWEtDQplbmRvYMOKMiAWIG91ag08PAOKLONYZWFOb3IoKQovQXV0aG9yKCk
KL1RpdGx1KCKKLIN1YmplY3QoKQovS2V5d29yZHMoKQovQ3J1YXRpb25EYXRIKEQOMJAXOTAIMTA
WwOTIyNTdaKQovTWIkRGFOZShEO] IWMTkwNTEWMDkyMjU3W1ikKL1Byb2R1Y2VyKHAQREYZIGJ5IFd
QQ3ViZWQgR21iSCkNCj4+IA11bmRvYmMoONCjQgMCBvYmMONPDwvTGVUZ3RoIDEWOQovRmM1lsdGVyIFEs
VRmxhdGVEZWNvZGVdID4+DQpzdHJI1YWOKeJwrVCgEwKkAGLFQwODMOUJAAQQJDwsRITIT1XQT /Axkb
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f19nTRcHAzs7IxZmLyyl1EWRCSEEKGS5HLpuxkgWBophKSBUMUKQDJdwczAQEHXzZMJYISRFoyS1uEQ
BTmiGZHG5hii4+jgDbQYAhvAetAplbmRzdHI1YWONCMVUZG9iagol IDAgb2JgDTw8C1 9XaWR0aCA
2NgovSGVpZ2h0IDkzCi9CaXRzUGVyQ29tcG9uzZW50IDgKLONVvbGOyU3BhY2UvRGV2aWN1UkdCC19
MZW5ndGggNzAKLOZpbHR1ciBbLOZsYXRIRGVIb2R1IXSA+PgOKc3RyZWFtCnic7c4xDQAxXDARB4zT
g4zGakDGYfFi81MwOqg+tubwDgDjOzKiKylvRpT2dklpl /XwMAAAAAAAAAAAAAAAAAAIDNfbdwms s
KZW5kc3RyZWFtDQplbmRvYmoKMyAwIG9iag08PAOKLIR5cGUVRWS jb2RpbmcvRG1lmzZmVy ZW5 ZXM
KWzEyOCAVRXVyb10vQmFzZUVuY29kaW5nLldpbkFuc2lFbmNvZGluZwOKPj4gDWVuzZG9iagOKNiA
wIG91iagOKWyA3NTAgNzUwIDI3OCAYNzggMzU1IDUINiAINTYgODg5IDY 2NyAxXOTEgMzMz IDMzMyA
zODkgNTgOIDI30CAzMzMgMjc4IDI3OCAINTYKNTU2IDUINIiAINTYgNTU2IDUINIAINTYgNTU2IDU
1NiAINTYgMjc4IDI30CAIODQgNTgO0IDU4ANCAINTYgMTAXNSAZ2NG cgNjY3IDcyMgo3MjIgNjY3IDY
xMSA3NzggNzIyIDI30CAIMDAGN]Y3IDUINiA4MzMgNzIyIDc30CA2N]cgNzc4IDcyMiA2NS cgNE
xIDcyMiA2NjcKOTQOIDY2NyA2NjcgNjExIDI30CAYNzggMjc4IDQ20SAINTYgMzMz IDUINIAINTY
gNTAWIDUINiAINTYgMjc4 IDUINiAINTYgMIyCjIyMiAIMDAGM]IyIDgzMyAINTYgNTU2 IDUINLA
1NTYgMzMzIDUWMCAYNzggNTU2 IDUWMCA3M]j IgNTAwIDUwWMCAIMDAGMzMOIDI2MA0zMzQgNTg0IDC
IMCAINTYgNzUwIDIyMiAINTYgMzMz IDEWMDAgGNTU2IDUINiAzMzMgMTAWMCAZ2NjcgMzMz IDEWMDA
gNzUwIDYXMSA3NTAKNzUwIDIyMiAyMjIgMzMzIDMzMyAzNTAGNTU2IDEWMDAGMzMz I DEWMDAGNTA
wIDMzMyA5SNDQgNzUwIDUWMCA2N] cgMjc4IDMzMyAINTYKNTU2IDUINiAINTYgM] YwIDUINiAzMzM
gNzM3IDM3MCAINTYgNTg0IDMzMyA3MzcgNTUyIDQWMCA1NDkgMzMzIDMzMyAzMzMgNTc2CjUzNyA
zMzMgMzMz I DMzMyAzNjUgNTU2 IDgzNCA4MzQgODMOIDYxMSA2NjcgNjY3IDY2NyA2NcgNjY3IDY
2NyAxXMDAwWIDcyMiA2NjcKNJY3IDY2NyA2NjcgMjc4IDI30CAYNzggMjc4IDcyMiA3MjIgNzc4IDe
30CA3NzggNzc4IDc30CA10DQgNzc4IDcyMiA3M)IgNzIyCicyMiA2NGcgNjY3IDYXMSAINTYGNTU
2IDUINiAINTYgNTU2IDUINiA40DkgNTAWIDUINIAINTYgNTU2IDUINiAyNzggMjc4IDI30A0yNzg
gNTU2IDUINiAINTYgNTU2IDUINiAINTYgNTU2IDUOOSA2MTEGNTU2IDUINIAINTYgNTUZ2 IDUWMCA
INTYgNTAWIFONCmVuzZG91iagO0KNyAwIG91ag08PAOKL1IR5cGUVRMOUdERIc2NyaXB0b3IKLOZvbnR
OYW11LOFyaWFsCi9Bc2N1bnQgNzI4Ci9DYXBIZWlnaHQgNTAWCi9EZXNJZWS50ICOyMTAKLOZsYWd
zIDMyCi9Gb250TWFOcml4 IFswLjAwMSAwIDAGMC4wMDEGMCAWXQovRmOudEJICh3ggiy02NjUgLTM
yNSAYMDAwIDEWMDZAC19JdGFsaWNBbmdsZSAwWCi9TdGVtViAWCi IBAmdXaWROaCAONDEKLOx1YWR
pbmcgMTUWCiINYXhXaWR0aCAwCi9YSGVpZ2h0IDI1IMAOKPj4gDWVuzZG91iagO0KOCAWIG91ag08PAD
KL1R5cGUVRM9udAovU3VidH1wZS9UcnV1VHIWZQovOmFzZ2UZvbnQvOXJpYWwKLOVuY29kaW5nIDM
gMCBSC1i9GaXJzdENoYXIgMzANCi9MYXNOQ2hhciAyNTUNC1i9XaWR0aHMgNiAwIFINC19Gb250RGV
zY3JpcHRVCiA3IDAgGUgOKP] 4gDWVuZG9iag0KOSAWIG91ag08PAOKL1Byb2NTZXQgWy 9QREYVVGV
4dC9JbWFNZUNADQovRmOudCA8PCAVRIEGOCAWIFIGP] 4NC4+IA11bmRvYmoNCIEwIDAgb2JgDTw
8DQovVHIWZS9QYWA1DQovUGFyZW50IDExIDAgUgOKL1RodW1iIDUgMCBSDQovUmVzb3VyY2VzIDk
gMCBSDQovTWVkaWFCb3ggWzAgMCAL1OTUUNTAWIDgOMi 4 yNTBADQovU3RydWNOUGEYZWS50cyAwDQo
vQ29udGVudHMgNCAWIFINC] 4+IAl1bmRvYmoNCiExIDAgGb2JgDTw8DQovVHIWZS9QYWd1lcwOKLOt
PZHMgWyAxXMCAWIFIgXQOKLONVAWS0IDENCS 4+IA11bmRvYmoNCiEyIDAGb2JgDTw8 ICOUeXB1LIN
0cnVidEVsZWOvUy9QL1AgGMTMgMCBSL1BnIDEWIDAGU19LIDAGP) 4gDWVUZG9iag0KMTMgMCBYYmo
NPDwgL1R5cGUVU3RYydWNORWx1bSI9TLO5vb1NOcnVjdCI9QIDEOIDAGUi9LIFsxMiAwWIFJdID4+IAL
1bmRvYmMoNCiE1IDAgb2JgDQpbMT IgMCBSXQ0KZW5kb2IgDQoxNiAWIG91ag08PAOKLOS51bXMgWzA
gMTUgMCBSXQOKP§ 4gDWVuZG9iag0KMTQgMCBVYmoNPDwgL1R5cGUVU3RydWNOVHJI1ZVIvb3QNCi9
LIFsgMTMgMCBSIFONCi9QYXJ1bnRUcmV1IDE2IDAgUgOKLIBhcmVUudFRyZWVOZXh0S2V5IDENCT 4
+IA11bmRvYmMoNCJjE3IDAgb2JgDTw8DQovVHIWZSI9DYXRhbGOInDQovUGEFnZXMgMTEgGMCBSDQoOVTWE
ya0luzm8gPDwvTWFya2VkIHRydWU+PgOKLINOcnVidFRyZWVSb290IDEOIDAGUgOKL011dGFkYXR
hIDEgMCBSDQovVUGEFNnZUlvZGUVVXNITmOuZQ0KP74gDWVuzG9iag0KeHJ1Zg0KMCAxXxOAOKMDAWMDA
WMDAWMCA2NTUzNSBmDQOWMDAWMDAWMDYwI DAWMDAWIG4NCjAwMDAWMDE 1MTggMDAWMDAgbgOKMDA
WMDAWMJA4MiAWMDAWMCBUDQOWMDAWMDAXN ] kw IDAWMDAWIG4ANCjAWMDAWMDE 4N zQgMDAWMDAgbg0
KMDAWMDAWMJE3NSAWMDAWMCBUDQOWMDAWMDAZMTA4 I DAWMDAWI G4A4NC jAWMDAWMDMzN jMgMDAWMDA
gbgO0KMDAWMDAWMzUxNiAwWMDAWMCBUDQOWMDAWMDAZNTky I DAWMDAWIG4ANCjAWMDAWMDM3NDUgMDA
wMDAgbgO0KMDAWMDAWM zgxMSAWMDAWMCBUDQOoWMDAWMDAZODC 5 IDAWMDAWIGANC jAWMDAWMDQwWMj M
gMDAWMDAgbgOKMDAWMDAWMz k1Mi AWMDAWMCBUDQOWMDAWMDAZOTgwIDAWMDAWIG4ANCjAWMDAWMDQ
xMjYgMDAWMDAgbgOKdHJhaWx1cgo8PAovU216ZSAXOA0KL1Jvb3QgMTcgMCBSDQovSURDPD1iYzZA
INDUINJh1OTEZNGE4YZzA1ZTISM2I2NDBkYJBjPIJwOYMMWNTQINTY4ZTkxMzRhOGMwNWUyOTNiNGQ
wZGIwYz5dDQovSWombyAyIDAgUgOKPj4ANCNNOYXJ0eHJ1Zg0KNDI20Q0KJISVFTOYNCg==</text>
<languageCode code="no-NO" />
</nonXMLBody>
</component>
</ClinicalDocument>
--uuid:84be98b6-2aec-415f-b691-a8e47£9f3b2d--
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5.51TI-38 + ITI-40 request

<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope">
<soap:Header>
<o:Security soap:mustUnderstand="true" xmlns:o="http://docs.oasis-open.o
rg/wss/2004/01/casis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:s="http://w
ww.w3.0rg/2003/05/scap-envelope">
<u:Timestamp xmlns:u="http://docs.oasis-open.org/wss/2004/01/0asis-200
401l-wss-wssecurity-utility-1.0.xsd" u:Id="_0">
<u:Created>2019-05-10T07:18:03.673Z</u:Created>
<u:Expires>2019-05-10T07:23:03.673Z</u:Expires>
</u:Timestamp>
<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" ID=
" 70bab571-5e1£-4588-8379-f40bd%6delc" IssueInstant="2019-05-10T07:18:02.95
5z" Version="2.0">
<saml:Issuer>sikkerhet.helsenorge.no</saml:Issuer>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml
—exc—cl4n#" />
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-mo
refrsa-sha256" />
<Reference URI="# 70bab571-5el1f-4588-8379-£40bd9%e6delc">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsigf#enve
loped-signature" />
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n

#" />

</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha2
56" />

<DigestValue>v7fkRZ17NIkThj91g30Y/RILg7uCYLihiLg7JIjzLeo=</Dig
estValue>

</Reference>
</SignedInfo>

<SignatureValue>f2Miy+/0MGa0UnsFEWXhWQKLKYdMg2RwDp2DvmedKeI3sMifIt
gUhXIA11QaHHObJ03QS/aHxGk4TZRx4n9BiBUVgELOV6IBEF/FAOYyVrRONfMugQZriN56Y1XPT46
LTHO3JmOuEbwvVZS2eD8Q/YPLVUzyGOFrSgz68XgrRgkgmre50ja0rI1l/BvUeNfBDFR] /zAGcGCzZ
v7BOFR1kZx1jJFKrT+P91Bp2wx9sy+9P/62z2dLt2YGcpKzRymvWNC31Tp/xLi+VLBTdpKCobgF2W8
hE7NQmMQPmo7TPF1c8dnOpAXATBIgFO0O5V/C9cUB4t/Td3703mgiSMj3FoKAWiIUSA==</Signatur
eValue>
<KeyInfo>
<X509Data>
<X509Certificate>MITIFIzCCBAUgAWIBAQILAUIOLX1Z+viLGWIwDQYJKoZIh
vVCNAQELBQAWUTELMAkKGAIUEBhMCTk8xHTADBgNVBAOMFEJ1eXBhc3MgQVMtOTgzMTY zMz I 3MSMw I
QYDVQODDBpCAX1wYXNzIENsYXNzIDMgVGVzdDQgQOEgMzAeFwOxNzAIMDgxMDUzMzdaFw0yMDA1M
DgyMTUSMDBaMIGIMQswCQYDVQQGEwWJOTzEhMB8GA1UECgwYRE1SRUtUT1JBVEVUIEZPUiBFLUNKET
FNFMRswGQYDVQQLDBJoZWxzZW5vemdl Lm5vIFREFULIQxJTAJBgNVBAMMHEh 1 bHN1bm9yZ2Uubm8gU
21ra2VyaGVOIFRFUIQxEJAQBgNVBAUTCTkxNTkzMzEQOTCCASIwWDQYJKoZIhvcNAQERBQADggEPA
DCCAQoCggEBAO6CSeYWxwt70nyfQ2XAPKFMoYUGE727IRrrBjpSgZal 6k9opcPgfx10VEDsrjoBw
88Glvhtpu5hEa8mS1HOy/ccsnD7vhZ2g0TLPS511Lz0Xj fukt+0SpSV301alPAZ61+Qhgok6vi8LC
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Xt0BBJIO31lahf6iTbwukMxwpcTzeKVhpLwIvU73yU++Mw2f91T61iW+62TPINtSyaT7jI5KpZkTGx
2QFTHEFUA/PX12T06X1C6HqoKjgXzePZJE4D69WbzwWXNI3NJ713BTHA4ZRixISGDVLONgSrbGXP
P3PK1IZS80KB0716JQaxeSuesyDnFPZpTGnE4pl/CXFQ5gK1 zkCAWEARaOCACIwggG+MAKGALUJE
WQCMAAWHWYDVRO JBBgwFoAUP671eAuS03AgNVI9a+vckoFIBSEEWHQYDVROOBBYEFBehpcMyRVShJ
xmIahVgtwTdPGOgMA4GA1UdDWEB/wQEAWIGQDAWBgNVHSAEDZANMASGCWCEQgEaAQADAJCBuwYDV
ROfBIGzMIGwMDegNaAzhjFodHRwO18vY3JsLnR1c3Q00LmJleXBhc3Mubm8vY3JsL0JQQ2xhc3MzV
DRDQTMuY3JsMHWgc 6Bxhm9sZGEFwO18vbGRhcC50ZXNONC51dX1wYXNzLm5vL2RjPUJ1eXBhc3MsZ
GM9Tk8sQ0490nV5cGFzcyUyMENSYXNzJTIwMyUyMFR1c3Q0JTIWQOEIMjAZP2N1lcnRpZmljYXR1U
mV2b2NhdGlvbkxpc3QwgYoGCCsGAQUFBWEBBHAwWEDA7BggrBgEFBQcwAYYvaHROcDovL29jc3Aud
GVzdDQuYnV5cGFzcy5uby9vY3NwL0JQQ2xhc3MzVDRDQTMwPQY IKwYBBQUHMAKGMWhOJdHAG6LyY9jC
nQudGVzdDQuYnV5cGFzcy5uby9jcnQvQlBDbGEFzczNUNENBMy5)ZXIwDQYJKoZIhveNAQELBQADg
gEBAB14W1leqo4LN70unW7jr6YVPDDATMaZv4A%e8V2B7YRLKKZWGKNhw+B4dE/ /h1Fi0uTbI877
BECHWQQCcXF7VNfC3XeK4ySQqnIaX9XxfkJa8NzMojlz4JwykOr/aUjw652plA0720xvSIWjgIBaL
gMXnnLvTF2mhMBLarZ30MBpPcgRmcJgiZ5Hs1QnuGzmIK2 /ByE9ECOAMcz fdtHIVou3qgylwa5tXH
GhBFiHyCCGZcwteN1Ri1zSC80J319t7INVW/piXVWRKL7NuOL4CqUoM/JPhVYwlv9DGKJIgAC3VT7Gk
5s8MgyjCThz1HZamOAJv]YhtveVz9DkpqyGQDvAYskc=</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
<saml:Subject>
<saml :NameID SPProvidedID="29019900248">29019900248</saml:NameID>
<saml:SubjectConfirmation Method="urn:ocasis:names:tc:SAML:2.0:cm:b
earer" />
</saml:Subject>
<saml:Conditions NotBefore="2019-05-10T07:18:02.955Z" NotOnOrAfter="
2019-05-10T07:38:02.955Z">
<saml:AudienceRestriction>
<saml:Audience>https://xds-web.test.nhn.no/</saml:Audience>
</saml :AudienceRestriction>
</saml:Conditions>
<saml:AttributeStatement>
<saml:Attribute Name="urn:ocasis:names:tc:xspa:1.0:subject:subject-

id">
<saml:AttributeValue>Karoline Matre</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:oasis:names:tc:xspa:1l.0:subject:organiza
tion">

<saml:AttributeValue>Norsk Helsenett</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:oasis:names:tc:xspa:1l.0:subject:organiza
tion-id">
<saml:AttributeValue> <id xmlns="urn:hl7-org:v3" xsi:type="II" ex
tension="994598759" root="2.16.578.1.12.4.1.4.101" assigningAuthorityName="B
rgnngysundregistrene" displayable="false"/>
</saml:AttributevValue>
</saml:Attribute>
<saml:Attribute Name="urn:ihe:iti:xca:2010:homeCommunityId">
<saml:AttributeValue>urn:0id:2.16.578.1.12.4.1.7.1.2</saml:Attri
butevalue>
</saml:Attribute>
<saml:Attribute Name="urn:oasis:names:tc:xspa:2.0:subject:npi">
<saml:AttributeValue>29019900248</saml:AttributevValue>
</saml:Attribute>
<saml:Attribute Name="urn:ihe:iti:xua:2017:subject:provider-identi
fier">
<saml:AttributeValue><id xmlns="urn:hl7-org:v3" type="II" extens
ion="29019900248" root="2.16.578.1.12.4.1.4.1" displayable="false" />
</saml:AttributevValue>
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</saml:Attribute>
<saml:Attribute Name="urn:ocasis:names:tc:xspa:1.0:subject:purposeo
fuse">
<saml:AttributeValue><PurposeOfUse xmlns="urn:hl7-org:v3" type="
CE" code="13" codeSystem="1.0.14265.1" codeSystemName="ISO 14265 Classificat
ion of Purposes for processing personal health information" displayName="Sub
ject of care uses"/>
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:ocasis:names:tc:xacml:2.0:resource:resour
ce—-id">
<saml:AttributeValue>29019900248"""gamp;amp;2.16.578.1.12.4.1.4.
l&amp;amp; ISO</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="SecuritylLevel">
<saml:AttributeValue>4</saml:AttributevValue>
</saml:Attribute>
<saml:Attribute Name="Scope">
<saml:AttributeValue>innsynregisterbruk, innsynregisterinnhold, in
nsynpasientjournal</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml:AuthnStatement AuthnInstant="2019-05-10T07:18:02.955Z2" Session
NotOnOrAfter="2019-05-10T07:38:02.9552">
<saml:AuthnContext>
<saml:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classe
s:X509</saml:AuthnContextClassRef>
</saml:AuthnContext>
</saml:AuthnStatement>
</saml:Assertion>
</o:Security>
<Action soap:mustUnderstand="true" xmlns="http://www.w3.0rg/2005/08/addr
essing">urn:ihe:iti1:2007:CrossGatewayQuery</Action>
<MessagelD xmlns="http://www.w3.0rg/2005/08/addressing">urn:uuid:ce08026
9-ebb3-47¢c3-9733-85d29a718c30</MessagelD>
<To xmlns="http://www.w3.0rg/2005/08/addressing">https://sds-apigwdz-61.
sykehuspartner.no/SP.Services.XCA/RespondingGatewayQuery.svc</To>
<ReplyTo soap:mustUnderstand="true" xmlns="http://www.w3.0rg/2005/08/add
ressing">
<Address>http://www.w3.0rg/2005/08/addressing/anonymous</Address>
</ReplyTo>
</soap:Header>
<soap:Body>
<ns4:AdhocQueryRequest xmlns:nsé6="urn:oasis:names:tc:ebxml-regrep:xsd:lc
m:3.0" xmlns:ns5="urn:ihe:iti:xds-b:2007" xmlns:ns4="urn:oasis:names:tc:ebxm
l-regrep:xsd:query:3.0" xmlns:ns3="urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.
0" xmlns:ns2="urn:ocasis:names:tc:ebxml-regrep:xsd:rim:3.0">
<ns4:ResponseOption returnType="LeafClass" returnComposedObjects="true
n />
<ns2:AdhocQuery id="urn:uuid:14d4debf-8£97-4251-9a74-a9%90016b0af0d">
<ns2:51lot name="$XDSDocumentEntryConfidentialityCode">
<ns2:ValueList>

<ns2:Value>('L""2.16.840.1.113883.5.25")</ns2:Value>
<ns2:Value>('M*""2.16.840.1.113883.5.25")</ns2:Value>
<ns2:Value>('N*"2.16.840.1.113883.5.25")</ns2:Value>
<ns2:Value>('U""2.16.840.1.113883.5.25")</ns2:Value>
<ns2:Value>('R*"2.16.840.1.113883.5.25")</ns2:Value>

</ns2:ValuelList>
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</ns2:Slot>
<ns2:Slot name="$XDSDocumentEntryPatientId">
<ns2:ValuelList>
<ns2:Value>'29019900248"""gamp;2.16.578.1.12.4.1.4.1&amp;ISO0'</n
s2:Value>
</ns2:Valuelist>
</ns2:Slot>
<ns2:Slot name="$XDSDocumentEntryStatus">
<ns2:ValuelList>
<ns2:Value> ('urn:oasis:names:tc:ebxml-regrep:StatusType:Approved
'y</ns2:Value>
</ns2:Valuelist>
</ns2:Slot>
</ns2:AdhocQuery>
</ns4:AdhocQueryRequest>
</soap:Body>
</soap:Envelope>

5.6 ITI-38 response

Note: The Security header is in the example included with mustUnderstand="0" (false). The
Security header can also be fully omitted in the response.

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope”™ xmlns:a="http://ww
w.w3.0rg/2005/08/addressing" xmlns:u="http://docs.oasis-open.org/wss/2004/01/0as
15-200401-wss-wssecurity-utility-1.0.xsd">
<s:Header>
<a:Action s:mustUnderstand="1">urn:ihe:1ti:2007:CrossGatewayQueryResponse</a
:Action>
<ActivityId CorrelationId="090322c2-4c71-42ff-84bd-fedlc2986al0c" xmlns="http
://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">00000000-0000-0000-00
00-000000000000</ActivityId>
<a:RelatesTo>urn:uuid:ce080269-ebb3-47¢c3-9733-85d29a718c30</a:RelatesTo>
<a:MessageID>urn:uuid:63c8cf6e-09eb-4f81-ae21-61£8cb392643</a:MessagelD>
<o:Security s:mustUnderstand="0" xmlns:o="http://docs.oasis-open.org/wss/200
4/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<u:Timestamp u:Id=" 0">
<u:Created>2019-05-10T07:18:04.383Z</u:Created>
<u:Expires>2019-05-10T07:23:04.383%2</u:Expires>
</u:Timestamp>
</o:Security>
</s:Header>
<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http:
//www.w3.0rg/2001/XMLSchema">
<AdhocQueryResponse status="urn:oasis:names:tc:ebxml-regrep:ResponseStatusTy
pe:Success" totalResultCount="15" xmlns="urn:oasis:names:tc:ebxml-regrep:xsd:que
ry:3.0">
<RegistryObjectlList xmlns="urn:ocasis:names:tc:ebxml-regrep:xsd:rim:3.0">
<ExtrinsicObject id="urn:uuid:03df3d45-0000-0000-0000-000000000000" home
="2.16.578.1.12.4.1.2.5604" objectType="urn:uuid:7edca82f-054d-47f2-a032-9b2a5b5
186¢cl" status="urn:oasis:names:tc:ebxml-regrep:StatusType:Approved" mimeType="te
xt/rtf">
<Slot name="repositoryUniqueId">
<ValueList>
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<Value>2.16.578.1.12.4.3.1.4.20.1</Value>
</ValueList>
</Slot>
<Slot name="creationTime">
<ValueList>
<Value>20171126174700</Value>
</ValueList>
</Slot>
<Slot name="languageCode">
<ValueList>
<Value>no</Value>
</ValueList>
</Slot>
<Slot name="legalAuthenticator">
<ValueList>
<Value>RILIN"Lin"Rita”""""""gamp;2.16.578.1.12.4.1.4.48amp; ISO</Val
ue>
</ValueList>
</Slot>
<Slot name="size">
<ValueList>
<Value>0</Value>
</ValueList>
</Slot>
<Slot name="hash">
<ValueList>
<Value>da39a3ee5e6b4b0d3255bfef95601890afd80709</Value>
</ValueList>
</Slot>
<Slot name="sourcePatientId">
<ValueList>
<Value>29019900248"""gamp;2.16.578.1.12.4.1.4.1&amp; ISO</Value>
</ValueList>
</Slot>
<Slot name="sourcePatientInfo">
<ValueList>
<Value>PID-2]72110534</Value>
<Value>PID-5|Matre”Karoline Testpasient”""</Value>
<Value>PID-7]19990129</Value>
<Value>PID-8|F</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Epikrise - mor" />
</Name>
<Classification objectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:
RegistryObject:Classification"” classificationScheme="urn:uuid:93606bcf-9494-43ec
-9b4e-a7748d1a838d" classifiedObject="urn:uuid:03df3d45-0000-0000-0000-000000000
000" nodeRepresentation="author">
<Slot name="authorPerson">
<ValueList>
<Value>RILIN"Lin”Rita”"""""gamp;2.16.578.1.12.4.1.4.48&amp; ISO</V
alue>
</ValueList>
</Slot>
<Slot name="authorInstitution">
<ValueList>
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<Value>Kvinneklinikken"""*""&amp;2.16.578.1.12.4.1.4.102&amp;ISO"
An~108048</Value>
<Value>Sykehuset @stfold HF (PK2b 02.10.2018) """ """ 121211 /Value>

<Value>Sykehuset @stfold HE*""*"*"gamp;2.16.578.1.12.4.1.4.101&amp
; ISO""""983971768</Value>

</ValueList>

</Slot>

<Slot name="authorRole">
<ValueList>

<Value>Partus-forvalter</Value>

</ValueList>

</Slot>

</Classification>

<Classification id="urn:uuid:284d790c-4£48-4e54-bf52-60ac527d90b1l" obj
ectType="urn:oasis:names:tc:ebxml-regrep:0bjectType:RegistryObject:Classificatio
n" classificationScheme="urn:uuid:£33fb8ac-18af-42cc-aele-ed0b0bdb91lel" classifi
edObject="urn:uuid:03df3d45-0000-0000-0000-000000000000" nodeRepresentation="86.
101">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.578.1.12.4.1.1.1303</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Alminnelige somatiske sykehus" />
</Name>
</Classification>

<Classification id="urn:uuid:7d2a440b-8bb9-44d5-bf15-444276861£f0b" obj
ectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:RegistryObject:Classification
" classificationScheme="urn:uuid:41a5887f-8865-4c09-adf7-e362475b143a" classifie
dObject="urn:uuid:03d£f3d45-0000-0000-0000-000000000000" nodeRepresentation="A00-
">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.578.1.12.4.1.1.9602</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Epikriser og sammenfatninger" />
</Name>
</Classification>
<Classification objectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:
RegistryObject:Classification"” classificationScheme="urn:uuid:f4f85eac-e6cb-4883
-b524-£2705394840f" classifiedObject="urn:uuid:03d£3d45-0000-0000-0000-000000000
000" nodeRepresentation="N">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.840.1.113883.5.25</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="normal" />
</Name>
</Classification>
<Classification objectType="urn:oasis:names:tc:ebxml-regrep:0bjectType
:RegistryObject:Classification" classificationScheme="urn:uuid:a09d5840-386c-46f
2-b5ad-9c3699a4309d" classifiedObject="urn:uuid:03df3d45-0000-0000-0000-00000000
0000" nodeRepresentation="urn:no:ehelse:document:text">
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<Slot name="codingScheme">
<ValueList>
<Value>FormatCodes</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="urn:no:ehelse:document:text" />
</Name>
</Classification>
<Classification id="urn:uuid:97198c72-96d6-4765-888d-526c4fbcf639" obj
ectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:RegistryObject:Classification
" classificationScheme="urn:uuid:cccf5598-8b07-4b77-a05e-ae952c785ead" classifie
dObject="urn:uuid:03df3d45-0000-0000-0000-000000000000" nodeRepresentation="Ukje
nt">
<Slot name="codingScheme">
<ValueList>
<Value>Ukjent</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Ukjent" />
</Name>
</Classification>
<Classification objectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:
RegistryObject:Classification" classificationScheme="urn:uuid:f0306£51-975f-434e
-a61c-c59651d33983" classifiedObject="urn:uuid:03d£3d45-0000-0000-0000-000000000
000" nodeRepresentation="A03-2">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.578.1.12.4.1.1.9602</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Epikrise" />
</Name>
</Classification>
<Externalldentifier id="urn:uuid:fb7cflcb-b6cc-42e7-bf87-f4ee2f598b84"
objectType="urn:oasis:names:tc:ebxml-regrep:0bjectType:RegistryObject:Externalld
entifier" registryObject="urn:uuid:03df3d45-0000-0000-0000-000000000000" identif
icationScheme="urn:uuid:58a6f841-87b3-4a3e-92fd-a8ffeff98427" value="29019900248
"MAgamp;2.16.578.1.12.4.1.4.1&amp; ISO">
<Name>
<LocalizedString value="XDSDocumentEntry.patientId" />
</Name>
</Externalldentifier>
<Externalldentifier id="urn:uuid:bf3a6a68-5f8d-49b8-ae8c-100£307161f1"
objectType="urn:oasis:names:tc:ebxml-regrep:0bjectType:RegistryObject:Externalld
entifier" registryObject="urn:uuid:03df3d45-0000-0000-0000-000000000000" identif
icationScheme="urn:uuid:2e82cl1f6-a085-4c72-9da3-8640a32e42ab" value=""64961861">
<Name>
<LocalizedString value="XDSDocumentEntry.uniqueId" />
</Name>
</Externalldentifier>
</ExtrinsicObject>
<ExtrinsicObject id="urn:uuid:03df3d1b-0000-0000-0000-000000000000" home
="2.16.578.1.12.4.1.2.5604" objectType="urn:uuid:7edca82f-054d-47f2-a032-9b2a5b5
186¢cl" status="urn:oasis:names:tc:ebxml-regrep:StatusType:Approved" mimeType="te
xt/rtf">
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ue>

<Slot name="repositoryUniqueId">
<ValueList>
<Value>2.16.578.1.12.4.3.1.4.20.1</Value>
</ValueList>
</Slot>
<Slot name="creationTime">
<ValueList>
<Value>20171126174800</Value>
</ValueList>
</Slot>
<Slot name="languageCode">
<ValueList>
<Value>no</Value>
</ValueList>
</Slot>
<Slot name="legalAuthenticator">
<ValueList>
<Value>RILIN"Lin”Rita”*"""""gamp;2.16.578.1.12.4.1.4.4&amp;IS0</Val

</ValueList>
</Slot>
<Slot name="size">
<ValueList>
<Value>0</Value>
</ValueList>
</Slot>
<Slot name="hash">
<ValueList>
<Value>da39%a3ee5e6b4b0d3255bfef95601890afd80709</Value>
</ValueList>

</Slot>
<Slot name="sourcePatientId">
<ValueList>

<Value>29019900248"""gamp;2.16.578.1.12.4.1.4.1&amp; ISO</Value>
</ValueList>

</Slot>
<Slot name="sourcePatientInfo">
<ValueList>

<Value>PID-2]72110534</Value>
<Value>PID-5|Matre”Karoline Testpasient”""</Value>
<Value>PID-7]19990129</Value>
<Value>PID-8|F</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="IKKE SIGNERT Epikrise - mor" />
</Name>
<Classification objectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:

RegistryObject:Classification"” classificationScheme="urn:uuid:93606bcf-9494-43ec
-9b4e-a7748d1a838d" classifiedObject="urn:uuid:03df3d1b-0000-0000-0000-000000000
000" nodeRepresentation="author">

alue>

<Slot name="authorPerson">
<ValueList>
<Value>RILIN"Lin”Rita”"""""gamp;2.16.578.1.12.4.1.4.48&amp; ISO</V

</Valuelist>

</Slot>
<Slot name="authorInstitution">
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<ValueList>

<Value>Kvinneklinikken"""*""&amp;2.16.578.1.12.4.1.4.102&amp; ISO"
An~108048</Value>
<Value>Sykehuset @stfold HF (PK2b 02.10.2018) """ """ 211 /Value>

<Value>Sykehuset @stfold HE*"*"*"*"gamp;2.16.578.1.12.4.1.4.101&amp
; ISO""""983971768</Value>

</ValueList>

</Slot>

<Slot name="authorRole">
<ValueList>

<Value>Partus-forvalter</Value>

</ValueList>

</Slot>

</Classification>

<Classification id="urn:uuid:3c548e64-bcbb-42df-937£-d795df8eb557" obj
ectType="urn:oasis:names:tc:ebxml-regrep:0bjectType:RegistryObject:Classificatio
n" classificationScheme="urn:uuid:£33fb8ac-18af-42cc-aele-ed0b0bdb91lel" classifi
edObject="urn:uuid:03df3d1b-0000-0000-0000-000000000000" nodeRepresentation="86.
101">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.578.1.12.4.1.1.1303</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Alminnelige somatiske sykehus" />
</Name>
</Classification>

<Classification id="urn:uuid:cl11d6683-25b0-4164-bbf6-4a32efblde26" o0bj
ectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:RegistryObject:Classification
" classificationScheme="urn:uuid:41a5887f-8865-4c09-adf7-e362475b143a" classifie
dObject="urn:uuid:03df3d1b-0000-0000-0000-000000000000" nodeRepresentation="A00-
">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.578.1.12.4.1.1.9602</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Epikriser og sammenfatninger" />
</Name>
</Classification>
<Classification objectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:
RegistryObject:Classification"” classificationScheme="urn:uuid:f4f85eac-e6cb-4883
-b524-£2705394840f" classifiedObject="urn:uuid:03df3d1b-0000-0000-0000-000000000
000" nodeRepresentation="N">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.840.1.113883.5.25</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="normal" />
</Name>
</Classification>
<Classification objectType="urn:oasis:names:tc:ebxml-regrep:0bjectType
:RegistryObject:Classification" classificationScheme="urn:uuid:a09d5840-386c-46f
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2-b5ad-9c3699a4309d" classifiedObject="urn:uuid:03d£3d1b-0000-0000-0000-00000000
0000"™ nodeRepresentation="urn:no:ehelse:document:text">
<Slot name="codingScheme">
<ValueList>
<Value>FormatCodes</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="urn:no:ehelse:document:text" />
</Name>
</Classification>
<Classification id="urn:uuid:c546c88d-7fbf-499e-adl4-cc5f2clec938" obj
ectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:RegistryObject:Classification
" classificationScheme="urn:uuid:cccf5598-8b07-4b77-a05e-ae952c785ead" classifie
dObject="urn:uuid:03df3d1b-0000-0000-0000-000000000000" nodeRepresentation="Ukje
nt">
<Slot name="codingScheme">
<ValueList>
<Value>Ukjent</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Ukjent" />
</Name>
</Classification>
<Classification objectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:
RegistryObject:Classification" classificationScheme="urn:uuid:f0306£51-975f-434e
-a61c-c59651d33983" classifiedObject="urn:uuid:03df3d1b-0000-0000-0000-000000000
000" nodeRepresentation="A03-2">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.578.1.12.4.1.1.9602</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Epikrise" />
</Name>
</Classification>
<Externalldentifier id="urn:uuid:c96cb921-b7cf-4e35-ad98-320909clec05"
objectType="urn:oasis:names:tc:ebxml-regrep:0bjectType:RegistryObject:Externalld
entifier" registryObject="urn:uuid:03df3d1b-0000-0000-0000-000000000000" identif
icationScheme="urn:uuid:58a6f841-87b3-4a3e-92fd-a8ffeff98427" value="29019900248
"MAgamp;2.16.578.1.12.4.1.4.1&amp; ISO">
<Name>
<LocalizedString value="XDSDocumentEntry.patientId" />
</Name>
</Externalldentifier>
<Externalldentifier id="urn:uuid:cadf27a4-561c-4913-a5e7-81616ab46234"
objectType="urn:oasis:names:tc:ebxml-regrep:0bjectType:RegistryObject:Externalld
entifier" registryObject="urn:uuid:03df3d1b-0000-0000-0000-000000000000" identif
icationScheme="urn:uuid:2e82clf6-a085-4c72-9da3-8640a32e42ab" value=""64961819">
<Name>
<LocalizedString value="XDSDocumentEntry.uniqueId" />
</Name>
</Externalldentifier>
</ExtrinsicObject>
<ExtrinsicObject id="urn:uuid:06437a49-0000-0000-0000-000000000000" home
="2.16.578.1.12.4.1.2.5604" objectType="urn:uuid:7edca82f-054d-47f2-a032-9b2a5b5
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186¢cl" status="urn:oasis:names:tc:ebxml-regrep:StatusType:Approved”" mimeType="te

xt/rtf">

O</Value>

<Slot name="repositoryUniqueId">
<ValueList>
<Value>2.16.578.1.12.4.3.1.5.20.1</Value>
</ValueList>
</Slot>
<Slot name="creationTime">
<ValueList>
<Value>20180305114733</Value>
</ValueList>
</Slot>
<Slot name="languageCode">
<ValueList>
<Value>no</Value>
</ValueList>
</Slot>
<Slot name="legalAuthenticator">
<ValueList>
<Value>9144889"Koman"Magnar"*"""""gamp;2.16.578.1.12.4.1.4.4&amp; IS

</ValueList>
</Slot>
<Slot name="size">
<ValueList>
<Value>0</Value>
</ValueList>
</Slot>
<Slot name="hash">
<ValueList>
<Value>da39a3ee5e6b4b0d3255bfef95601890afd80709</Value>
</ValueList>

</Slot>
<Slot name="sourcePatientId">
<ValueList>

<Value>29019900248"""gamp;2.16.578.1.12.4.1.4.1samp; ISO</Value>
</ValueList>

</Slot>
<Slot name="sourcePatientInfo">
<ValueList>

<Value>PID-2|"7038181</Value>
<Value>PID-5|Testpasient Matre”Karoline”""</Value>
<Value>PID-7]19990129</Value>
<Value>PID-8|F</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Poliklinisk notat Telefon" />
</Name>
<Classification objectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:

RegistryObject:Classification"” classificationScheme="urn:uuid:93606bcf-9494-43ec
-9b4e-a7748d1a838d" classifiedObject="urn:uuid:06437a49-0000-0000-0000-000000000
000" nodeRepresentation="author">

<Slot name="authorPerson">
<ValueList>
<Value>9144889"Koman"Magnar""""""gamp;2.16.578.1.12.4.1.4.4&amp;

IS0</Value>

</Valuelist>
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</Slot>
<Slot name="authorInstitution">
<ValueList>
<Value>Kirurgi Hamar"""""&amp;2.16.578.1.12.4.1.4.102&amp;ISO"""
~108604</Value>
<Value> """ """ 1r1rrrg /Value>
<Value>Sykehuset Innlandet HF*"""*""&amp;2.16.578.1.12.4.1.4.101¢&a
mp; ISO""""983971709</Value>
</ValueList>
</Slot>
<Slot name="authorRole">
<ValueList>
<Value>Rekvirent</Value>
</ValueList>
</Slot>
</Classification>
<Classification id="urn:uuid:8422104b-66ad-4057-a8al-6bf4c2a968d2" obj
ectType="urn:oasis:names:tc:ebxml-regrep:0bjectType:RegistryObject:Classificatio
n" classificationScheme="urn:uuid:£33fb8ac-18af-42cc-aele-ed0b0bdb91lel" classifi
edObject="urn:uuid:06437a49-0000-0000-0000-000000000000" nodeRepresentation="86.
101">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.578.1.12.4.1.1.1303</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Alminnelige somatiske sykehus" />
</Name>
</Classification>
<Classification id="urn:uuid:a4d733b4-6ele-4be6-a624-abbf212168e2" obj
ectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:RegistryObject:Classification
" classificationScheme="urn:uuid:41a5887f-8865-4c09-adf7-e362475b143a" classifie
dObject="urn:uuid:06437a49-0000-0000-0000-000000000000" nodeRepresentation="B00-
">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.578.1.12.4.1.1.9602</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Kontinuerlig/lgpende Jjournal" />
</Name>
</Classification>
<Classification objectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:
RegistryObject:Classification"” classificationScheme="urn:uuid:f4f85eac-e6cb-4883
-b524-£2705394840f" classifiedObject="urn:uuid:06437a49-0000-0000-0000-000000000
000" nodeRepresentation="N">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.840.1.113883.5.25</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="normal" />
</Name>
</Classification>
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<Classification objectType="urn:ocasis:names:tc:ebxml-regrep:0bjectType
:RegistryObject:Classification" classificationScheme="urn:uuid:a09d5840-386c-46f
2-b5ad-9c3699a4309d" classifiedObject="urn:uuid:06437a49-0000-0000-0000-00000000
0000"™ nodeRepresentation="urn:no:ehelse:document:text">
<Slot name="codingScheme">
<ValueList>
<Value>FormatCodes</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="urn:no:ehelse:document:text" />
</Name>
</Classification>
<Classification id="urn:uuid:99f16981-72be-4c25-b03d-0e05blc6ad6b" obj
ectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:RegistryObject:Classification
" classificationScheme="urn:uuid:cccf5598-8b07-4b77-a05e-ae952c785ead" classifie
dObject="urn:uuid:06437a49-0000-0000-0000-000000000000" nodeRepresentation="Ukje
nt">
<Slot name="codingScheme">
<ValueList>
<Value>Ukjent</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Ukjent" />
</Name>
</Classification>
<Classification objectType="urn:oasis:names:tc:ebxmlregrep:0bjectType:
RegistryObject:Classification" classificationScheme="urn:uuid:f0306£51-975f-434e
-a61c-c59651d33983" classifiedObject="urn:uuid:06437a49-0000-0000-0000-000000000
000" nodeRepresentation="B03-2">
<Slot name="codingScheme">
<ValueList>
<Value>2.16.578.1.12.4.1.1.9602</Value>
</ValueList>
</Slot>
<Name>
<LocalizedString value="Poliklinisk notat" />
</Name>
</Classification>
<Externalldentifier id="urn:uuid:7a550acd-8534-4£f3f-839a-21laed3d63efd"
objectType="urn:oasis:names:tc:ebxml-regrep:0bjectType:RegistryObject:Externalld
entifier" registryObject="urn:uuid:06437a49-0000-0000-0000-000000000000" identif
icationScheme="urn:uuid:58a6f841-87b3-4a3e-92fd-a8ffeff98427" value="29019900248
"MAgamp;2.16.578.1.12.4.1.4.1&amp; ISO">
<Name>
<LocalizedString value="XDSDocumentEntry.patientId" />
</Name>
</Externalldentifier>
<Externalldentifier id="urn:uuid:27c46e61-e21c-4406-a553-d02b1£349454d"
objectType="urn:oasis:names:tc:ebxml-regrep:0bjectType:RegistryObject:Externalld
entifier" registryObject="urn:uuid:06437a49-0000-0000-0000-000000000000" identif
icationScheme="urn:uuid:2e82cl1f6-a085-4c72-9da3-8640a32e42ab" value=""105085513"
>
<Name>
<LocalizedString value="XDSDocumentEntry.uniqueId" />
</Name>
</Externalldentifier>
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</ExtrinsicObject>
</RegistryObjectList>
</AdhocQueryResponse>
</s:Body>
</s:Envelope>

5.7 ITI-39 + ITI-40 request

<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope">
<soap:Header>
<o:Security soap:mustUnderstand="true" xmlns:o="http://docs.oasis-open.org/w
ss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:s="http://www.w3.0r
g/2003/05/soap-envelope">
<u:Timestamp xmlns:u="http://docs.oasis-open.org/wss/2004/01/0asis-200401-
wss-wssecurity-utility-1.0.xsd" u:Id="_0">
<u:Created>2019-05-10T07:22:56.7652</u:Created>
<u:Expires>2019-05-10T07:27:56.7652</u:Expires>
</u:Timestamp>
<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" ID="_ d7
2£f1016-7438-4754-ba93-e9cad659819c" IssuelInstant="2019-05-10T07:22:56.533Z" Vers
ion="2.0">
<saml:Issuer>sikkerhet.helsenorge.no</saml:Issuer>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc
-cl4n#" />
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#r
sa-sha256" />
<Reference URI="# d72f1016-7438-4754-ba93-e9cad659819c">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#envelope
d-signature" />
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" /

>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"
/>
<DigestValue>Kj7/8RM1IspD8CDuUC5R2du/Cm8zWOVDTgavIv+VhURs=</DigestV
alue>
</Reference>
</SignedInfo>

<SignatureValue>vyKykJtLITxsnXWpgcVEJd78WzQG70118LmpyZGoNyL+L43wJowoJL
54BBzDpZMewDVXzumTVxjBiJelECT7+x00zQkgt1J2MiDxFbIXOMkT3Q0+Hv+NX1PZ4DrOWbt 5DP5TsKn4
0s98zpTLOvkyf+xjtQekKjIJbbIu4n3zQLITCpPcG2Ippqul7n89mUvC8Xp8yH85vdr3rILzkgqHtgYzSv
MICvgGGt6+npzPDKFn2pJtRUgg7zLLaidT+thgJaDQyjtHk03dw/Jkkjz9X3CBkDyPohggwlpv6EWRLY
AmkypAJYIJWRLPKHSUhHrXfBLbmLI9v3zFtF2nD5+WWwE 9pGXA==</SignaturevValue>
<KeyInfo>
<X509Data>
<X509Certificate>MIIFIzCCBAUgAWIBAGILAUIOLX1Z+viLGWIwDQYJKoZIhvcNA
QELBQAWUTELMAkKGA1UEBhMCTk8xHTAbBgNVBAOMFEJ1eXBhc3MgQVMtOTgzMTYzMzI3MSMwIQYDVQQDD
BpCdX1wYXNzIENsYXNzIDMgVGVzdDQgQOEgMzAeFw0xNzA1MDgxMDUzMzdaFw0yMDAIMDgyMTU5SMDBaM
IGIMQOswCQYDVQQGEWJOTzEhMBS8GALIUECgwYRE1ISRUtUT1JBVEVUIEZPUiBFLURFTENEMRsSWwGQYDVQQLD
BJoZWxzZW5vemdlLmSvIFRFULIQxJTAJBgNVBAMMHEh1bHN1bmOyZ2Uubm8gU21ra2VyaGVOIFRFULQXE
JAQBgNVBAUTCTkxNTkzMzEOOTCCASIWDQYJK0oZIhvcNAQEBBQADggEPADCCAQOCggEBAOG6CSeYWxwt 70
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nyfQ2XAPKFMoYU6F727IRrrBjpSgZal 6k9opcPgfx10VEDsrjoBw88GlvhtpuS5hEa8mS1HOy/ccsnD7v
hZ290TLPS51Lz0Xjfukt+0SpSV301alPAZ61+Qhgok6vi8LCXt0BBJIO31lahf6iTbwukMxwpcTzeKVhp
Lw9vU73yU++Mw2£f91T61iW+62IJPINtSyaT7jI5KpZkTGx2QFTHEFUA/PX12T06X1C6HqoKjgXzePZJEAD
69WbzWWXNI3N]j713BTHA4ZRixISGDVLONgSrbGXPP3PK1IZ2S80KB0716JQaxeSuesyDnFPZpTGnE4pl/
CXFQ5gK1zkCAWEAAAOCACIwggG+MAKGAIUJEWQCMAAWHWYDVROJBBgwEFoAUP671eAuS0o3AgNV9a+vcko
FIBSEEWHQYDVROOBBYEFBehpcMyRVShIxmIahVgtwTdPGOgMA4GA1UdDWER/wWQEAWIGQDAWBgNVHSAED
zANMASGCWCEQgEaAQADAjJCBuwYDVROfBIGzMIGwMDegNaAzhjFodHRwOi8vY3JsLnR1c3Q0LmJleXBhce
3Mubm8vY3JsL0J0Q2xhc3MzVDRDQTMuY3JsMHWgc 6Bxhm9sZGFwOi8vbGRhcC50ZXNONC51dX1wYXNzL
m5vL2RjPUJ1eXBhc3MsZGMITk8s00490nV5cGEFzcyUyMENsYXNzJTIwMyUyMFR1c3Q00JTIwWQOEIMjAzZP
2N1lcnRpZmljYXR1UmV2b2NhdGlvbkxpc30wgYoGCCsGAQUFBWEBBH4wfDA7BggrBgEFBOcwAYYvaHROC
DovL297c3AudGVzdDQuYnV5cGFzcy5uby9vY3NwL0JQ02xhc3MzVDRDQTMwPQY IKwYBBQUHMAKGMWhOd
HA6Ly9)cnQudGVzdDQuYnV5cGFzcy5uby9jcnQOvQl1BDbGEFzczNUNENBMy5) ZXIwDQYJKoZ IThvcNAQELB
QADggEBAB14W1leqo4LN70unW7jr6YVPDDATMazZv4A9e8V2B7YRLKKZWgKNhwj+B4dE//h1Fi0uTbI877
BEC+WQQCcXF7VNEC3XeK4ySQanIaX9XxfkJa8NzMojlz4JwykOr/aUjw652p1lA0720xvSIW)gJBaLgMXn
nLvTF2mhMBLarZ30MBpPcgRmcJgiZ5Hs10nuGzmIK2 /ByE9ECOAMczfdtHIVou3qylwa5tXHGhBFiHyC
CGZcwteN1RizSC80J319t7INVW/piXVWRKL7NUOL4CqUoM/ JPhVYwlv9DGKIGAC3V7Gk5sMqyjCThz1H
ZamOAJv]jYhtveVz9DkpqyGQDvAYskc=</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
<saml:Subject>
<saml:NameID SPProvidedID="29019900248">29019900248</saml:NamelID>
<saml:SubjectConfirmation Method="urn:ocasis:names:tc:SAML:2.0:cm:beare
r" />
</saml:Subject>
<saml:Conditions NotBefore="2019-05-10T07:22:56.533Z" NotOnOrAfter="2019
-05-10T07:42:56.5332">
<saml:AudienceRestriction>
<saml:Audience>https://xds-web.test.nhn.no/</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml:AttributeStatement>
<saml:Attribute Name="urn:oasis:names:tc:xspa:1.0:subject:subject-id">
<saml:AttributeValue>Karoline Matre</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:oasis:names:tc:xspa:1.0:subject:organization

"
>
<saml:AttributeValue>Norsk Helsenett</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:ocasis:names:tc:xspa:1.0:subject:organization
-id">

<saml:AttributeValue> <id xmlns="urn:hl7-org:v3" xsi:type="II" exten
sion="994598759" root="2.16.578.1.12.4.1.4.101" assigningAuthorityName="Brgnngys
undregistrene" displayable="false"/>
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:ihe:iti:xca:2010:homeCommunityId">
<saml:AttributeValue>urn:0id:2.16.578.1.12.4.1.7.1.2</saml:Attribute

Value>
</saml:Attribute>
<saml:Attribute Name="urn:ocasis:names:tc:xspa:2.0:subject:npi">
<saml:AttributeValue>29019900248</saml:AttributevValue>
</saml:Attribute>
<saml:Attribute Name="urn:ihe:iti:xua:2017:subject:provider-identifier
">

<saml:AttributeValue><id xmlns="urn:hl7-org:v3" type="II" extension=
"29019900248"™ root="2.16.578.1.12.4.1.4.1" displayable="false" />
</saml:AttributeValue>
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</saml:Attribute>
<saml:Attribute Name="urn:oasis:names:tc:xspa:1l.0:subject:purposeofuse
">
<saml:AttributeValue><PurposeOfUse xmlns="urn:hl7-org:v3" type="CE"
code="13" codeSystem="1.0.14265.1" codeSystemName="ISO 14265 Classification of P
urposes for processing personal health information" displayName="Subject of care
uses" />
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="urn:ocasis:names:tc:xacml:2.0:resource:resource-i
da">
<saml:AttributeValue>29019900248"""&amp;amp;2.16.578.1.12.4.1.4.1&am
p;amp; ISO</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="SecurityLevel">
<saml:AttributeValue>4</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="Scope">
<saml:AttributeValue>innsynregisterbruk, innsynregisterinnhold, innsyn
pasientjournal</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml:AuthnStatement AuthnInstant="2019-05-10T07:22:56.549Z" SessionNotO
nOrAfter="2019-05-10T07:42:56.5492">
<saml:AuthnContext>
<saml:AuthnContextClassRef>urn:ocasis:names:tc:SAML:2.0:ac:classes:X5
09</saml:AuthnContextClassRef>
</saml:AuthnContext>
</saml:AuthnStatement>
</saml:Assertion>
</o:Security>
<Action soap:mustUnderstand="true" xmlns="http://www.w3.0rg/2005/08/addressi
ng">urn:ihe:1ti:2007:CrossGatewayRetrieve</Action>
<MessagelID xmlns="http://www.w3.0rg/2005/08/addressing">urn:uuid:742c7bdl-4c
79-48e4-9pa9-430227d55ae5</MessagelID>
<To xmlns="http://www.w3.0rg/2005/08/addressing">https://sds-apigwdz-61.syke
huspartner.no/SP.Services.XCA/RespondingGatewayRetrieve.svc</To>
<ReplyTo soap:mustUnderstand="true" xmlns="http://www.w3.0rg/2005/08/address
ing">
<Address>http://www.w3.0rg/2005/08/addressing/anonymous</Address>
</ReplyTo>
</soap:Header>
<soap:Body>
<ns2:RetrieveDocumentSetRequest xmlns:ns6="urn:oasis:names:tc:ebxml-regrep:x
sd:1lcm:3.0" xmlns:ns5="urn:oasis:names:tc:ebxml-regrep:xsd:query:3.0" xmlns:ns4=
"urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0" xmlns:ns3="urn:oasis:names:tc:ebxml
—-regrep:xsd:rim:3.0" xmlns:ns2="urn:ihe:iti:xds-b:2007">
<ns2:DocumentRequest>
<ns?2:HomeCommunityId>2.16.578.1.12.4.1.2.5604</ns2:HomeCommunityId>
<ns?2:RepositoryUniqueIld>2.16.578.1.12.4.3.1.5.20.1</ns2:RepositoryUnique
Id>
<ns?2:DocumentUniqueId>"105085430</ns2:DocumentUniqueld>
</ns2:DocumentRequest>
</ns2:RetrieveDocumentSetRequest>
</soap:Body>
</soap:Envelope>
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5.8 ITI-39 response

Note: The Security header is in the example included with mustUnderstand="0" (false). The
Security header can also be fully omitted in the response.

Response-Code: 200
Encoding: ISO-8859-1
Content-Type: multipart/related; type="application/xop+xml";start="<http://tempu
ri.org/0>";boundary="uuid:3bdff350-b338-4be6-bd04-5466alad8ca7+id=9";start-info=
"application/soap+xml"
Headers: {Cache-Control=[private], Content-Length=[11073], content-type=[multipa
rt/related; type="application/xop+xml";start="<http://tempuri.org/0>";boundary="
uuid:3bdf£350-b338-4be6-bd04-5466alad8ca7+id=9";start-info="application/soap+xml
"], Date=[Fri, 10 May 2019 07:22:58 GMT], MIME-Version=[1.0], Server=[Microsoft-
IIS/8.5], X-AspNet-Version=[4.0.30319], X-Powered-By=[ASP.NET]}
Payload:
--uuid:3bdff350-b338-4be6-bd04-5466alad8ca7+id=9
Content-ID: <http://tempuri.org/0>
Content-Transfer-Encoding: 8bit
Content-Type: application/xop+xml;charset=utf-8;type="application/soap+xml"
<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope”™ xmlns:a="http://ww
w.w3.0rg/2005/08/addressing" xmlns:u="http://docs.oasis-open.org/wss/2004/01/o0as
15-200401-wss-wssecurity-utility-1.0.xsd">
<s:Header>
<a:Action s:mustUnderstand="1">urn:ihe:iti:2007:CrossGatewayRetrieveResponse
</a:Action>
<ActivityId CorrelationId="d4cl18245-a535-456f-861a-03e7b2f2a59f" xmlns="http
://schemas.microsoft.com/2004/09/ServiceModel/Diagnostics">00000000-0000-0000-00
00-000000000000</ActivityId>
<a:RelatesTo>urn:uuid:742c7bdl-4c79-48e4-9ba9-430227d55ae5</a:RelatesTo>
<a:MessageID>urn:uuid: 68dcf5ad-61£f7-4069-aecl-f4663f4969%9el</a:MessagelD>
<o:Security s:mustUnderstand="0" xmlns:o="http://docs.oasis-open.org/wss/200
4/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<u:Timestamp u:Id=" 0">
<u:Created>2019-05-10T07:22:58.977Z</u:Created>
<u:Expires>2019-05-10T07:27:58.97772</u:Expires>
</u:Timestamp>
</o:Security>
</s:Header>
<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http:
//www.w3.0rg/2001/XMLSchema">
<RetrieveDocumentSetResponse xmlns="urn:ihe:iti:xds-b:2007">
<RegistryResponse status="urn:ocasis:names:tc:ebxml-regrep:ResponseStatusTy
pe:Success" xmlns="urn:oasis:names:tc:ebxml-regrep:xsd:rs:3.0" />
<DocumentResponse>
<HomeCommunityId>2.16.578.1.12.4.1.2.5604</HomeCommunityId>
<RepositoryUniquelId>2.16.578.1.12.4.3.1.5.20.1</RepositoryUniquelId>
<DocumentUniqueId>2.16.578.1.12.4.3.1.1.20.27105085430</DocumentUniqueld

<Document>
<xop:Include href="cid:http://tempuri.org/1/636930769789779713" xmlns:
xop="http://www.w3.0rg/2004/08/x0op/include" />
</Document>
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</DocumentResponse>
</RetrieveDocumentSetResponse>
</s:Body>
</s:Envelope>
--uuid:3bdff350-b338-4be6-bd04-5466alad8ca7+id=9
Content-ID: <http://tempuri.org/1/636930769789779713>
Content-Transfer-Encoding: binary
Content-Type: application/octet-stream
<ClinicalDocument classCode="DOCCLIN" moodCode="EVN" xmlns="urn:hl7-org:v3" xmln
s:voc="urn:hl7-org:v3/voc">
<realmCode code="NO" />
<typeId extension="POCD HD000040" root="2.16.840.1.113883.1.3" />
<templateId root="2.16.578.1.34.10.123" />
<id extension="105085430" root="2.16.578.1.12.4.3.1.1.20.2" />
<code code="B03-2" displayName="Poliklinisk notat" codeSystem="2.16.578.1.12.4
.1.1.9602" />
<title>Poliklinisk notat...</title>
<effectiveTime value="20190402134909" />
<confidentialityCode code="N" codeSystem="2.16.840.1.113883.5.25" />
<languageCode code="no-NO" />
<setId extension="105085430" root="2.16.578.1.12.4.3.1.1.20.2.15.1001" />
<recordTarget typeCode="RCT" contextControlCode="OP">
<patientRole classCode="PAT">
<id extension="29019900248" root="2.16.578.1.12.4.1.4.1" />
<patient classCode="PSN" determinerCode="INSTANCE">
<name>
<given>Karoline</given>
<family>Testpasient Matre</family>
</name>
<administrativeGenderCode code="2" codeSystem="2.16.578.1.12.4.1.1.3101"
displayName="Female" />
<birthTime value="19990129" />
</patient>
<providerOrganization classCode="ORG" determinerCode="INSTANCE">
<id extension="108604" root="2.16.578.1.12.4.1.4.102" />
<name>Kirurgi Hamar</name>
<asOrganizationPartOf>
<wholeOrganization>
<id extension="983971709" root="2.16.578.1.12.4.1.4.101" />
<name>Sykehuset Innlandet HF</name>
</wholeOrganization>
</asOrganizationPartOf>
</providerOrganization>
</patientRole>
</recordTarget>
<author typeCode="AUT" contextControlCode="OP">
<time value="20190402134930" />
<assignedAuthor classCode="ASSIGNED">
<id extension="UXBONI" root="2.16.578.1.12.4.1.4.4" />
<assignedPerson>
<name>
<given>Nina</given>
<family>Bonn</family>
</name>
</assignedPerson>
</assignedAuthor>
</author>
<custodian typeCode="CST">
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<assignedCustodian classCode="ASSIGNED">
<representedCustodianOrganization classCode="ORG" determinerCode="INSTANCE

">
<id extension="983971709" root="2.16.578.1.12.4.1.4.101" />
<name>Sykehuset Innlandet HF</name>
</representedCustodianOrganization>
</assignedCustodian>
</custodian>
<component>

<nonXMLBody>

<text mediaType="application/pdf" representation="B64">JVBERiOxLJQNCiXi48/
TDQ0o1DQo1d1BERiBieSBXUEN1YmMVkIEdtYkggViMuNTR4WzMyXQO0KJQOKJQOKMSAWIGO1ag08PCoUeXB
1L011dGFkYXRhLIN1YnR5cGUVWEIMLOx1bmd0aCAxMzc5ID4+DQpzdHI1YWOKPDO4cGFja2V0IGJ1z21
uPSLvu78iIGlkPSIXNUOWTXBDZWhpSHpyZVN6T1Rjemt jOWQiPz4KPHg6eGlwbWVOYSB4bWxuczp4PSJd
hZG9iZTpuczptZXRhLyIgeDp4bXB0az0iMy4xLTcwMSI+CjxyZGY6UkKRGIHhtbG520nJkZj0iaHR0OcDo
vL3d3dy53My5vemcvMTk50S8wMi8yMilyZGYtc31udGF4LW5zIyI+CixyZGY6RGVzY3JpcHRpb24gcmR
mOmFib3VOPSIiCiB4bWxuczp4dbXA9TImhO0dHA6LYy9ucy5hZG917255)b20veGFwLzEUMC81iPgogPHhtcDp
DcmVhdG9yVGOvbC8+CiA8eGlwOkNyZWEF0ZURhAGU+MjAxOSOWNSOxMFQWwOToyMjolN1o8L3htcDpDecmV
hdGVEYXR1PgogPHhtcDpNb2RpZnlEYXR1PjIwMTktMDUtMTBUMDk6M)IONTdaPC94bXA6TWOkaWZ5RGE
0ZT4KIDx4bXA6TWVOYWRhAGFEYXR1PJIwMTktMDUtMTBUMDk6MjI6NTdaPCO94bXA6TWVOYWRhAGFEYXR
1Pgo8L3JkZIpEZXN]cmlwdGlvbj4KPHIkZpEZXNS cmlwdGlvbiByZGY6YWIvAXQ9IiIKIHhtbG5z0mR
JPSJodHRwO18vcHVybC5vemevZGMv ZWx 1 bWVudHMYMS4xLyI+C1iA8ZGM6ZmIybWFOPMEFwcGxpY2F0aW9
uL3BkZjwvZGM6ZmOybWEFO0PgogPGRIJONRpdGx1PIxyZGY6QWx0PgogIDxyZGY 6bGkgeGl sOmxhbmc9Ing
tZGVmYXVsdCIvPgo8L3JkZjpBbHQO+PCOkYzp0aXRsZT4KIDxkYzpkZXNjcmlwdGlvbj48cmRmOkEFsdD4
KICA8cmRmOmxpIHhtbDpsYWSNPSJ4LWR1ZmMF1bHQiLz4KPCOyZGY6QWx0PjwvZGM6Z2GVzY3JpcHRpb24
+CiA87ZGM6c3ViamVjdD4KIDxyZGY60mFnPgogIDxyZGY6bGkvPgogPCOyZGY6Q0mFnPgo8L2RjOnN1Ymp
1Y3Q+CiA8ZGM6Y3J1YXRvcj48cmRmMOIN1cT4A4KICA8cmRMOmMxpIHhtbDpsYW5nPSJ4LWR1ZmE1bHQ1L.z4
KPCOyZGY6U2VXPjwvZGM6Y3J1YXRvc]4KPCIYZGY6RGVZY3JpcHRpb24+CixyZGY6RGVZY3JpcHRpb24
gcmRmOmMFib3VOPSIiCiB4bWxuczp4YXBNTT01iaHROcDovL25zLmFkb2J1LmNvbS94YXAVMS4wL21tLyT
+CiA8eGEFwWTUO06VMVyYyc21lvbklEPJE8L3hhcEINO1Z1cnNpb25JRDAKIDx4YXBNTTpEL2N1DbWVUdELEP]1
1YzAINDUINjhlOTEzZNGE4YZzA1ZTISM2I2NDBkYjBJPCO4YXBNTTpEL2N1bWVudE1EPgogPHhhcE1INOk1
uc3RhbmN1SUQ+0OWJIIMDUONTU20GUSMTMOYThIMDVIMI kz Y3 YOMGRiIMGM8L3hhcE1NOkluc3RhbmN1SUQ
+CjwvcmRmOkR1c2NyaXB0aW9uPgo8cmRmOkR1c2NyaXB0aWOuIHJIkZ jphYm91dD0iIgogeGlsbnM6cGR
mPSJodHRwO18vbnMuYWRvYmUuY29tL3BkZi8xLIMvIj4KIDXwZGY6S2V5d29yZHMvPgogPHBKZ jpQcm9
kdWN1cj53UERGMyBieSBXUEN1YmVkIEdtYkg8L3BkZjpQcm9IkdWN1cj4KPCIyZGY6RGVZY3JpcHRpb24
+CjwvcmRmO1JER)4KPC940nhtcGl1dGE+Ciw/eHBhY2t1dCB1bmQ9InciPz4KZW5kc3RyZWEFtDOplbmR
vYmMoKMiAwIG91iagO08PAOKLONYZWF0b3IoKQovQXV0aG9yKCkKL1RpdGx1KCKKLIN1YmplY3QoKQovS2V
5d29yZHMoKQovQ3J1YXRpb25EYXRIKEQ6MJAXOTAIMTAWOTIyNTdaKQovTWIOkRGFOZShEO] IwMTkwNTE
wMDkyMjU3WikKL1Byb2R1Y2VyKHAQREYZzIGJ5IFAQQ3ViZWQgR211SCkNCS4+IAL1bmRvYmoNCjQgMCB
vYmoNPDwvTGVuZ3RoIDEWOQOVRM1 sdGVyIFsvRmxhdGVEZWNvZGVAID4+DQpzdHI1YWOKeJwrVCgEwkA
gLFQwODMOUJFAAQQIDWsSRIITIXQT/Axkbfl19nTRCcHAZs7IxZmLyylEWRCSEEKG5HLpuxkgWBophKSBuMU
KQODJdwczAQEHXzMJYISRFoyS1uEQBTMiGZHG5hi1ii1i4+37gDbQYAhvAetAplbmRzdHI1YWONCmVuUzZG9iago
1IDAgb2JgDTw8Ci9XaWR0aCA2NgovSGVpZ2h0IDkzCi9CaXRzUGVyQ29tcGOuZW50IDgKLONvbGIOyU3B
hY2UvRGV2aWN1UkdCCi9MZW5ndGggNzAKLOZpbHR1ciBbL0ZsYXRIRGVIb2R1XSA+Pg0Kc3RyZWFtCni
c7c4xDQAxXDARB4zIg42zGakDGYfFi81Mw0g+tubwDgDjOzKiKylvRpT2dklpl/XwMAAAAAAAAAAAAAAAA
AAIDnfbdwmssKZW5kc3RyZWEtDOplbmRvYMOKMyAwIG91ag08PAOKLIR5cGUVRWS jb2RpbmcvRG1mZmV
YZW53 ZXMKWzEyOCAVRXVyb1l0vOmEzZUVuY29kaWobnLldpbkFuc2lFbmNvZGluZwOKPj4gDWvuzG9iag0
KNiAwIG9iagOKWyA3NTAGNzUwIDI30CAyNzggMzULlIDUINiAINTYgODg5IDY2NyAXOTEgMzMzIDMzMyA
zODkgNTgOIDI30CAzMzMgMjc4IDI30OCAINTYKNTU2IDUINIiAINTYgNTU2IDUINiAINTYgNTU2IDUINIA
INTYgMjc4IDI30CALIODQgNTGOIDU4ANCALINTYgGMTAXNSAZ2N cgNjY3IDcyMgo3MjIgNjY3IDYxMSA3NzZg
gNzIyIDI30CAIMDAGN]Y3IDUINiA4MzMgNzIyIDc30CA2N]cgNzc4IDcyMiA2N]cgNJEXIDCyMiA2NTc
KOTQOIDY2NyA2NjcgNJEXIDI30CAYNZzggMjc4IDQ20SAINTYgMzMzIDUINiAINTYgNTAwWIDUINIAINTY
gMjc4IDUINiAINTYgM]IyCjIyMiAIMDAGM] IyIDgzMyAINTYGNTU2IDUINIAINTYgMzMzIDUWMCAYNzZg
gNTU2IDUWMCA3M] IgNTAWIDUWMCAIMDAGMzMOIDI2MA0CZMZQgNTg0IDCcIMCAINTYgNZUwIDIyMiAINTY
gMzMzIDEwWMDAgGNTU2IDU1INiAzMzMgMTAWMCA2N)cgMzMz IDEWMDAgGNZUWIDYxMSA3SNTAKNzZUwIDIyMiA
yM3j IgMzMz IDMzMyAzNTAGNTU2 I DEWMDAGMzMz I DEwWMDAGNTAwW I DMzMyASNDQgNzUwIDUWMCA2NS cgMjc
4IDMzMyAINTYKNTU2IDUINiAINTYgMJYwIDULNiAzMzMgNzM3IDM3MCALINTYgNTg0IDMzMyA3MzcgNTU
yIDQWMCA1INDkgMzMzIDMzMyAzMzMgNTc2CjUzNyAzMzMgMzMz IDMzMyAzNjUgNTU2IDgzNCA4AMzQgODM
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0IDYxMSA2NJcgNjY3IDY2NyA2NScgNjY3IDY2NyAxXMDAWIDCcyMiA2N] cKNjY3IDY2NyA2N]cgMjc4IDI
30CAyNzggMjc4IDcyMiA3M]jIgNzc4IDc30CA3NzggNzc4IDc30CA10DOgNzc4IDcyMiA3MjIgNzIyCic
yMiA2NjcgNjY3IDYXMSAINTYgNTU2IDUINIiAINTYgNTU2IDUINiA4ODkgNTAWIDUINIAINTYgNTU2IDU
1NiAyNzggMjc4IDI30A0yNzggNTU2IDUINIAINTYGNTU2IDUINiAINTYGNTU2IDUOOSA2MTEGNTU2IDU
INiAINTYgNTU2 IDUWMCAINTYgNTAWIFONCmVUZG91iag0KNyAwWIG9iag08PAOKLIR5cGUVRMOUdERIC2N
yaXBOb3IKLOZvbnROYW11LOFyaWFsCi9Bc2N1bnQgNzI4Ci9DYXBIZW1naHQgNTAWCi 9EZXNjZW50ICO
yMTAKLOZsYWdzIDMyCi9Gb250TWFOcml4IFswLjAwWMSAwWIDAgGMC4wMDEgGMCAWXQovRMOudEJCb3ggiy0
2NjUgLTMyNSAyMDAwIDEWMDZAC19JdGFsaWNBbmdsZSAwWC19TAGVtViAwWCi 9BdmdXaWR0aCAONDEKLOx
1YWRpbmcgMTUWC19INYXhXaWR0aCAwWCi9YSGVPZ2h0IDI1IMAOKPj4gDWVuzZG91iag0KOCAWIG9iag08PAQ
KL1R5cGUVRMOudAovU3VidHIwZS9UcnV1IVHIWZQovOmEFzZUZvbnQvOXJIJpYWwKLOVuY29kaW5nIDMgMCB
SCi9GaXJzdENoYXIgMzANCiIMYXNOQ2hhciAyNTUNC19XaWR0aHMgNiAwWIFINCi9Gb250RGVzY3JpcHR
vciA3IDAGUGOKP4gDWVuZG91ag0KOSAWIGI1ag08PAOKL1BYb2NTZXQgWy 9QREYvVGV4dCITbWFNZUN
dDQovRmOudCA8PCAVRIEgOCAWIFIgPj4NCj4+IAl1bmRvYmMoNCjEwWIDAgb2JgDTw8DQovVHIWZS9QYWd
1DQovUGFyZW50IDExXIDAgUgOKL1RodW1iIDUgMCBSDQovUmVzb3VyY2VzIDkgMCBSDQovIWVkaWEFCb3g
gWzAgMCAIOTUUNTAwWIDgOMi4yNTBADQovU3RydWNOUGEFyZW50cyAwDQovQ29udGVudHMgNCAWIFINC] 4
+IA11bmRvYmMoNCJjExXIDAgb2JgDTw8DQovVHIWZS9QYWAlcwOKLOtpZHMgWyAXMCAWIFIgXQOKLONvdAWS
0IDENCj4+IA11lbmRvYmoNCIEyIDAGb2JgDTw8IC9UeXB1LINOcnVIdEVsZW0vUy9QL1AgGMTMgMCBSL1B
nIDEwIDAQUi9LIDAGP]4gDWVUZG9iag0KMIMgMCBvYmMoNPDwgL1R5cGUvU3RydWNORWx1bSITLO5vb1N
0cnVjdC9QIDEOIDAgGUi9LIFsxMiAWIFJdID4+IA11bmRvYmMoNCIE1IDAgb2JgDQpbMTIgMCBSXQOKZWS
kb2JgDQoxNiAWIG91ag08PAOKLOS51bXMgWzAgMTUGMCBSXQ0KP ] 4gDWVUZG91iag0KMTQgMCBvYmMOoNPDw
gL1R5cGUVU3RYydWNOVHJI1ZVJIvb3QNCi9LIFsgMTMgMCBSIFONCi9QYXJ1bnRUcmV1IDE2IDAgUgOKL1B
hemVudFRyZWVOZXh0S2V5IDENC)4+IA11bmRvYmMoNCIE3IDAgb2JgDTw8DQovVHIWZ SIDYXRhbGInDQo
vVUGFNnZXMgMTEgMCBSDQovTWFya0luZm8gPDwvTWEya2VkIHRydWU+PgOKLINOcnVjdEFRyZWVSb290IDE
0IDAgUgOKLO11dGFkYXRhIDEgMCBSDQoVUGFNnZUlvZGUVVXNITmOuZQOKPj4gDWVuzG9iag0KeHJ1Zg0
KMCAxOAOKMDAWMDAWMDAWMCAZ2NTUzZNSBmMDQOoWMDAWMDAWMDYwIDAWMDAWIGANCjAWMDAWMDE 1MTggMDA
wMDAgbgOKMDAWMDAWMjA4Mi AWMDAWMCBUDQOWMDAWMDAXN j kwIDAWMDAWIGANCjAWMDAWMDE 4NzQgMDA
wMDAgbgOKMDAWMDAWMj E3NSAWMDAWMCBUDQOWMDAWMDAZMTA4 IDAWMDAWIG4ANCjAWMDAWMDMz N jMgMDA
wMDAgbgOKMDAWMDAWMz UxN1AWMDAWMCBUDQOWMDAWMDAZNTkyIDAWMDAWIGANCjAWMDAWMDM3NDUgMDA
wMDAgbgO0KMDAWMDAWMz gxMSAWMDAWMCBUDQOWMDAWMDAZODc5 IDAWMDAWIGANCjAWMDAWMDQwWMjMgMDA
wMDAgbgOKMDAWMDAWMz k1Mi AwMDAWMCBUDQOWMDAWMDAZOTgwIDAWMDAWIGANCjAWMDAWMDQxM]YgMDA
wMDAgbgO0KdHJhaWx1cgo8PAovU216ZSAX0OA0KL1 Jvb3QgMTcgMCBSDQovSURLPD11iYZAINDUINJh1OTE
zZNGE4YZzA1ZTISM2I2NDBkYJBjJPJjwSYmMMwNTQINTY4ZTkxMzRhOGMWNWUyYOTNiNjQwZGIwYz5dDQovSW5S
mbyAyIDAgUgOKPJ4NCNNOYXJ0eHJI1ZgOKNDI20Q0KJSVFTOYNCg==</text>
<languageCode code="no-NO" />
</nonXMLBody>
</component>
</ClinicalbDocument>
--uuid:3bdff350-b338-4be6-bd04-5466alad8ca7+id=9--

5.9 AuditEvent for ITI-18 initiated from a Document
Consumer

NB: This example is synthetically generated and not tested or validated against IHE ATNA or HL7
FHIR Auditevent.

<?xml version="1.0" encoding="UTF-8"?>
<!-- Created with Ligquid Technologies Online Tools 1.0 (https://www.liquid-techn
ologies.com) -->
<AuditEvent xmlns="http://hl7.o0rg/fhir">
<id value="Auditevent ITI-18 Document Consumer Example" />
<text>
<status value="synthetic generated" />
</text>
<type>
<system value="http://dicom.nema.org/resources/ontology/DCM" />
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<code value="110112" />
<display value="Query" />
</type>
<subtype>
<system value="urn:o0id:1.3.6.1.4.1.19376.1.2" />
<code value="ITI-18" />
<display value="Registry Stored Query" />
</subtype>
<action value="E" />
<recorded value="2015-08-26T23:42:24z2" />
<purposeOfEvent>
<coding>
<system value="1.0.14265.1" />
<code value="1" />
<display value=" Clinical care provision to an individual subject of care"
/>
</coding>
<text value="ISO 14265 Classification of Purposes for processing personal he
alth information " />

</purposeOfEvent>

<outcome value="0" />

<!--The Human using the software, if known ==

<agent>

<type>
<coding>
<system value="http://terminology.hl7.org/CodeSystem/extra-security-role

-type" />

<code value="humanuser" />
<display value="human user" />
</coding>
</type>
<who>
<identifier>
<system value="urn:0id:2.16.578.1.12.4.1.4.2" />
<value value="13116900216" />
</identifier>
</who>
<name value="Line Linedanser" />
<requestor value="true" />
</agent>
<agent>
<!--The Source system that initiated the request -->
<type>
<coding>
<system value="http://dicom.nema.org/resources/ontology/DCM" />
<code value="110153" />
<display value="Source" />
</coding>
</type>
<who>
<identifier>
<system value="urn:0id:2.16.578.1.12.4.1.4.101" />
<value value="915933149" />
</identifier>
</who>
<name value="Helsenorge portal" />
<requestor value="false" />
<network>
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<address value="www.helsenorge.no" />
<type value="1" />
</network>
</agent>
<agent>
<!--The Destination system ==
<type>
<coding>
<system value="http://dicom.nema.org/resources/ontology/DCM" />
<code value="110152" />
<display value="Destination" />
</coding>
</type>
<who>
<identifier>
<system value="urn:0id:2.16.578.1.12.4.1.4.101" />
<value value="915933149" />
</identifier>
</who>
<name value="National XCA gateway" />
<requestor value="false" />
<network>
<address value="xca.ehelse.no" />
<type value="1" />
</network>
</agent>
<source>
<observer>
<reference value="http://nhn.no" />
<type value="Organization" />
<display value="Norsk Helsenett" />
</observer>
</source>
<entity>
<what>
<identifier>
<value value="29019900248"""gamp;2.16.578.1.12.4.1.4.1&amp; ISO" />
</identifier>
</what>
<type>
<system value="http://terminology.hl7.org/CodeSystem/audit-entity-type" />
<code value="1" />
<display value="Person" />
</type>
<role>
<system value="http://terminology.hl7.org/CodeSystem/object-role" />
<code value="1" />
<display value="Patient" />
</role>
</entity>
<entity>
<what>
<Reference value="urn:uuid:14d4debf-8f97-4251-9a74-a90016b0af0d" />
<coding>
<system value="IHE transactions" />
<code value="ITI-18" />
<display value="Registry Stored Query" />
</coding>
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</what>
<type>
<system value="http://terminology.hl7.org/CodeSystem/audit-entity-type" />
<code value="2" />
<display value="System Object" />
</type>
<role>
<system value="http://terminology.hl7.org/CodeSystem/object-role" />
<code value="24" />
<display value="Query" />
</role>
<guery value=" PG5zNDpBZGhvY1lF1ZXJ5UmVxdWVzdCB4bWxuczpuczY¥9InVybjpvYXNpczpuY
WllczpOYzplYnhtbClyZWdyZXA6eHNkOmxjbTozLjALiIHhtbG5z0m5zNT01idXJuOmloZTppdGk6eGRzL
WI6GMjAWNYIgeGlsbnMobnMOPSJlcmd 6b2FzaXMobmFtZXM6dGM6ZWJI4bWwtcmVnemVwOnhzZDpxdWVye
TozLjAi1IHhtbG5z0m52zMz01idXJuOm9hc21z0m5hbWVzOnRjOmVieGlsLXJ1Z23J1lcDp4c2Q6cnM6My4wl
iB4bWxuczpuczI9InVybjpvYXNpczpuYWllczpO0YzplYnhtbClyZWdyZXA6eHNkOnJpbTozLjAiPjxuc
zQ6UmVzcG9uc2VPcHRpb24gcmVOdXJuVHIWZT01iT2JgZWNOUMVMIiByZXR1cm5Db21wb3N1ZESiamVijd
HM9InRydWUiLz48bnMyOkFkaG9jUXV1cnkgaWQ9InVybjpldWlkOjEQZDRKZWIMLThmOTctNDI1IMSO05Y
TcOLWESMDAXNMIWYWYWZCI+PG5zMjpThbGO0IGS5hDbWUISTIiRYRENEL2NIDbWVUdEVUdHIS5Q29uZmlkZW50a
WEsaXR5Q29kZSI+PG5zMipWYWx1ZUxpc3Q+PG5zMipWYWx1Z2T40J0xeXjITuMTYuODQWLJEUMTEZzODgzL
JUuMj UnKTwvbnMyOlZhbHV1PjxuczI6VmFsdWU+KCANX14yLIE2L)g0MC4xL)ExMzg4My41L3I1Jyk8L
25zMipWYWx1ZT48bnMyO1ZhbHV1PignT15eMi4xNi44NDAUMS4xMTM40DMuNS4yNScpPCOuczIoVmEsd
WU+PG5zMjpWYWx1ZT40J1VeXjIuMTYuODQwLjEUMTEzODgzLjUuMj UnKTwvbnMyOlZhbHV1PjxuczI 6V
mFsdWU+KCdSX14yLiE2L]gOMC4XLIExMzg4My41L)I1Jyk8L252zMIpWYWx1Z2T48L252zMpWYWx1ZUxpcC
30+PCO9uczI6U2xvdD48bnMyO1Nsb3QgbmFtZT01iJFhEUORVY3VEZW50RW50cn1QYXRpZW50SWQiPjxuc
zI6VmEFsdWVMaXNOPjxuczI6oVmEFsdWU+JzEyMTESMDAWNDY1X15eJmFtcDsyLjE2LjU30C4xLjEyLjQuM
S40LJEMYW1wOO01lTTyc8L252zMpWYWx1ZT48L252zMjpWYWx1ZUxpc3Q+PCouczI6U2xvdD48bnMyOlNsb
30gbmFtZT01iJFhEUORVY3VEZW50RW50cn1TAGFO0dXMiPjxuczI 6VmEFsdWVMaXNOPjxuczIoVmEsdWU+K
Cdlcm46b2FzaXM6bmFtZXM6dGM6ZWJI4bWwtcmVnemVwO1INOYXR1c1R5¢cGU6QXBwecm92 ZWOnKTwvbnMyO
1ZhbHV1PjwvbnMyOlZhbHV1TGlzdD48L25zMjpTbGI0PjwvbnMyOkFkaG9jUXV1icnk+PCOuczQ6QWRob
2NRAWVyeVJ1lcXV1c3Q+" />
</entity>
</AuditEvent>

122



‘=it Direktoratet for e-helse

Besgksadresse
Verkstedveien 1
0277 Oslo

Kontakt
postmottak@ehelse.no



